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1. Introduction
TS 24.577 uses sometimes A2X UE PC5 and sometimes UE PC5 to describe the IE name for A2X communication.
2. Reason for Change
In CT1#144 meeting, it was requested by multiple company to update the terminology to be specific to A2X. 
For example, 'UE PC5 unicast signalling security policy' can be updated to 'UE A2X PC5 unicast signalling security policy'.
Author also found that the terminology of 'NR-PC5 unicast signalling protection policy' in the configured policy parameter is described as 'UE PC5 unicast signalling protection policy'.
3. Conclusions
It is proposed to update the terminology and fix the terminology to be aligned with the configured policy parameters.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.577 v0.4.0.
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The initiating UE shall meet the following pre-conditions before initiating this procedure:
a)	a request from upper layers to transmit the packet for A2X service over PC5;
b)	the communication mode is unicast mode (e.g. pre-configured as specified in clause 5.2.3 or indicated by upper layers);
c)	the link layer identifier for the initiating UE (i.e. layer-2 ID used for unicast communication) is available (e.g. pre-configured or self-assigned) and is not being used by other existing A2X PC5 unicast links to the same link layer identifier for the destination UE within the initiating UE;
d)	the link layer identifier for the destination UE (i.e. the unicast layer-2 ID of the target UE or the broadcast layer-2 ID) is available to the initiating UE (e.g. pre-configured, obtained as specified in clause 5.2.3 or known via prior A2X communication);
NOTE 1:	In the case where different A2X services are mapped to distinct default destination layer-2 IDs, when the initiating UE intends to establish a single unicast link that can be used for more than one A2X service identifiers, the UE can select any of the default destination layer-2 ID for unicast initial signalling.
e)	the initiating UE is either authorised for A2X communication over PC5 in NR-PC5 in the serving PLMN, or has a valid authorization for A2X communication over PC5 in NR-PC5 when not served by E-UTRA and not served by NR. The UE considers that it is not served by E-UTRA and not served by NR if the following conditions are met:
1)	not served by NR and not served by E-UTRA for A2X communication over PC5;
2)	in limited service state as specified in 3GPP TS 23.122 [2], if the reason for the UE being in limited service state is one of the following;
i)	the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [13];
ii)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [7]; or
iii)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [7]; or
3)	in limited service state as specified in 3GPP TS 23.122 [2] for reasons other than i), ii) or iii) above, and located in an altitude range and a geographical area for which the UE is provisioned with "non-operator managed" radio parameters as specified in clause 5.2.3;
f)	there is no existing A2X PC5 unicast link for the pair of peer application layer IDs, or there is an existing A2X PC5 unicast link for the pair of peer application layer IDs and:
1)	the network layer protocol of the existing A2X PC5 unicast link is not identical to the network layer protocol required by the upper layer in the initiating UE for this A2X service; or
2)	the security policy (either signalling security policy or user plane security policy) corresponding to the A2X service identifier is not compatible with the security policy of the existing A2X PC5 unicast link; and
g)	the number of established A2X PC5 unicast links is less than the implementation-specific maximum number of established A2X NR-PC5 unicast links allowed in the UE at a time.
After receiving the service data or request from the upper layers, the initiating UE shall derive the PC5 QoS parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 6.1.2.12.
In order to initiate the A2X PC5 unicast link establishment procedure, the initiating UE shall create an A2X DIRECT LINK ESTABLISHMENT REQUEST message. The initiating UE:
a)	shall include the source user info set to the initiating UE's application layer ID received from upper layers; 
b)	shall include the A2X service identifier(s) received from upper layer;
c)	shall include the target user info set to the target UE's application layer ID if received from upper layers or if the destination layer-2 ID is the unicast layer-2 ID of target UE;
d)	shall include the Key establishment information container if the UE NR-PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred", and may include the Key establishment information container if the UE NR-PC5 unicast signalling integrity protection policy is set to "signalling integrity protection not needed";
NOTE 2:	The Key establishment information container is provided by upper layers.
e)	shall include a Nonce_1 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this A2X PC5 unicast link if the UE NR-PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";
f)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the security establishment of this A2X PC5 unicast link;
g)	shall include the MSB of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.256 [10] if the UE NR-PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";
h)	may include a KNRP ID if the initiating UE has an existing KNRP for the target UE; and
i)	shall include its UE UE A2X PC5 unicast signalling security policy set to the NR-PC5 unicast signalling security policy. In the case where the different A2X services are mapped to the different PC5 unicast signalling security policies, when the initiating UE intends to establish a single unicast link that can be used for more than one A2X service, each of the signalling security polices of those A2X services shall be compatible, e.g. "signalling integrity protection not needed" and "signalling integrity protection required" are not compatible.
After the A2X DIRECT LINK ESTABLISHMENT REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with:
a)	the initiating UE’s layer-2 ID for unicast communication and the destination layer-2 ID used for unicast initial signalling;
b)	the NR Tx profile corresponding to the initial signalling of the A2X PC5 unicast link establishment and that is associated with the A2X service identifier (see clause 5.2.3), if available;
NOTE 3:	The NR Tx profile is used by lower layers to determine the PC5 DRX parameter values (see 3GPP TS 38.300 [12]) for transmitting and receiving initial signalling of the A2X PC5 unicast link establishment.
[bookmark: _Hlk130379453]And start timer T5300. The UE shall not send a new A2X DIRECT LINK ESTABLISHMENT REQUEST message to the same target UE identified by the same application layer ID while timer T5300 is running. If the target user info IE is not included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message (i.e. A2X service oriented A2X PC5 unicast link establishment procedure), the initiating UE shall handle multiple A2X DIRECT LINK ESTABLISHMENT ACCEPT messages, if any, received from different target UEs for the establishment of multiple A2X PC5 unicast links before the expiry of timer T5300.
NOTE 4:	In order to ensure successful A2X PC5 unicast link establishment, T5300 should be set to a value larger than the sum of T5304 and T5310.


Figure 6.1.2.2.2: UE oriented A2X PC5 unicast link establishment procedure


Figure 6.1.2.2.3: Service oriented A2X PC5 unicast link establishment procedure
* * * Next Change * * * *
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The target UE shall pass the NR Tx profile corresponding to the initial signalling of the A2X PC5 unicast link establishment and that is associated with the A2X service identifier the target UE is interested in (see clause 5.2.3), if available, to the lower layers.
[bookmark: _Hlk116388057]NOTE 1:	The NR Tx profile is used by lower layers to determine the PC5 DRX parameter values (see 3GPP TS 38.300 [12]) for transmitting and receiving initial signalling of the A2X PC5 unicast link establishment.
Upon receipt of an A2X DIRECT LINK ESTABLISHMENT REQUEST message, if the target UE accepts this request, the target UE shall uniquely assign a PC5 link identifier, create an A2X PC5 unicast link context and assign a layer-2 ID for this A2X PC5 unicast link. The newly assigned layer-2 ID replaces the target layer-2 ID as received on the A2X DIRECT LINK ESTABLISHMENT REQUEST message. Then the target UE shall store this assigned layer-2 ID and the source layer-2 ID used in the transport of this message provided by the lower layers in the A2X PC5 unicast link context. The target UE may initiate A2X PC5 unicast link authentication procedure as specified in clause 6.1.2.6 and shall initiate A2X PC5 unicast link security mode control procedure as specified in clause 6.1.2.7.
NOTE 2:	The target UE may reuse the target UE's layer-2 ID used in the transport of the A2X DIRECT LINK ESTABLISHMENT REQUEST message provided by the lower layers in case that the target UE's layer-2 ID has been used in previous A2X PC5 unicast link with the same peer.
If:
a)	the target user info IE is included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message and this IE includes the target UE's application layer ID; or
b)	the target user info IE is not included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message and the target UE is interested in the A2X service(s) identified by the A2X service identifier IE in the A2X DIRECT LINK ESTABLISHMENT REQUEST message;
then the target UE shall either:
a)	identify an existing KNRP based on the KNRP ID included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message; or 
b)	if KNRP ID is not included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message, the target UE does not have an existing KNRP for the KNRP ID included in A2X DIRECT LINK ESTABLISHMENT REQUEST message or the target UE wishes to derive a new KNRP, derive a new KNRP. This may require performing one or more A2X PC5 unicast link authentication procedures as specified in clause 6.1.2.6.
NOTE 3:	How many times the A2X PC5 unicast link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
After an existing KNRP was identified or a new KNRP was derived, the target UE shall initiate an A2X PC5 unicast link security mode control procedure as specified in clause 6.1.2.7.
Upon successful completion of the A2X PC5 unicast link security mode control procedure, in order to determine whether the A2X DIRECT LINK ESTABLISHMENT REQUEST message can be accepted or not, in case of IP communication, the target UE checks whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE.
If the target UE accepts the A2X PC5 unicast link establishment procedure, the target UE shall create an A2X DIRECT LINK ESTABLISHMENT ACCEPT message. The target UE:
a)	shall include the source user info set to the target UE's application layer ID received from upper layers;
b)	shall include PQFI(s), the corresponding PC5 QoS parameters and the A2X service identifier(s) that the target UE accepts;
c)	shall include an IP address configuration IE set to one of the following values if IP communication is used:
1)	"IPv6 router" if IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or
2)	"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
d)	shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [16] if IP address configuration IE is set to "IPv6 address allocation not supported" and the received A2X DIRECT LINK SECURITY MODE COMPLETE message included a link local IPv6 address IE; and
e)	shall include the configuration of UE A2X PC5 unicast user plane security protection based on the agreed user plane security policy, as specified in 3GPP TS 33.256 [10].
After the A2X DIRECT LINK ESTABLISHMENT ACCEPT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and shall start timer T5305 if at least one of A2X service identifiers for the A2X PC5 unicast links satisfies the privacy requirements as specified in clause 5.2.3.
After sending the A2X DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
a)	the PC5 link identifier self-assigned for this A2X PC5 unicast link;
b)	PQFI(s) and its corresponding PC5 QoS parameters; and
c)	an indication of activation of the PC5 unicast user plane security protection for the A2X PC5 unicast link, if applicable.
If the target UE accepts the A2X PC5 unicast link establishment request, then the target UE may perform the PC5 QoS flow establishment over A2X PC5 unicast link as specified in clause 6.1.2.12.
* * * Next Change * * * *
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The initiating UE shall meet the following pre-conditions before initiating the A2X PC5 unicast link security mode control procedure:
a)	the target UE has initiated an A2X PC5 unicast link establishment procedure toward the initiating UE by sending an A2X DIRECT LINK ESTABLISHMENT REQUEST message and:
1)	the A2X DIRECT LINK ESTABLISHMENT REQUEST message:
i)	includes a target user info IE which includes the application layer ID of the initiating UE; or
ii)	does not include a target user info IE and the initiating UE is interested in the A2X service identified by the A2X service identifier in the A2X DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	the initiating UE:
i)	has either identified an existing KNRP based on the KNRP ID included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message or derived a new KNRP; or
ii)	has decided not to activate security protection based on its UE A2X PC5 unicast signalling security policy and the target UE's A2X PC5 unicast signalling security policy; or
b)	the target UE has initiated an A2X PC5 unicast link re-keying procedure toward the initiating UE by sending an A2X DIRECT LINK REKEYING REQUEST message and:
1)	if the target UE has included a Re-authentication indication in the A2X DIRECT LINK REKEYING REQUEST message, the initiating UE has derived a new KNRP.
If a new KNRP has been derived by the initiating UE, the initiating UE shall generate the 2 MSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the initiating UE.
The initiating UE shall select security algorithms in accordance with its UE A2X NR-PC5 unicast signalling security policy and the target UE's UE A2X PC5 unicast signalling security policy. If the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure, the initiating UE shall not select the null integrity protection algorithm if the initiating UE's NR-PC5 unicast security policy or the target UE's UE A2X PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required". If the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link re-keying procedure, the initiating UE:
a)	shall not select the null integrity protection algorithm if the integrity protection algorithm currently in use for the A2X PC5 unicast link is different from the null integrity protection algorithm;
b)	shall not select the null ciphering protection algorithm if the ciphering protection algorithm currently in use for the A2X PC5 unicast link is different from the null ciphering protection algorithm;
c)	shall select the null integrity protection algorithm if the integrity protection algorithm currently in use is the null integrity protection algorithm; and
d)	shall select the null ciphering protection algorithm if the ciphering protection algorithm currently in use is the null ciphering protection algorithm.
Then the initiating UE shall:
a)	generate a 128-bit Nonce_2 value if the selected integrity protection algorithm is not the null integrity protection algorithm;
b)	derive KNRP-sess from KNRP, Nonce_2 and Nonce_1 received in the A2X DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 33.256 [10] if the selected integrity protection algorithm is not the null integrity protection algorithm;
c)	derive the NR PC5 encryption key NRPEK and the NR PC5 integrity key NRPIK from KNRP-sess and the selected security algorithms as specified in 3GPP TS 33.256 [10] if the selected integrity protection algorithm is not the null integrity protection algorithm; and
d)	create an A2X DIRECT LINK SECURITY MODE COMMAND message. In this message, the initiating UE:
1)	shall include the key establishment information container IE if a new KNRP has been derived at the initiating UE and the authentication method used to generate KNRP requires sending information to complete the authentication procedure;
NOTE:	The key establishment information container is provided by upper layers.
2)	shall include the MSBs of KNRP ID IE if a new KNRP has been derived at the initiating UE;
3)	shall include a Nonce_2 IE set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this A2X PC5 unicast link if the selected integrity protection algorithms is not the null integrity protection algorithm;
4)	shall include the selected security algorithms;
5)	shall include the UE security capabilities received from the target UE in the A2X DIRECT LINK ESTABLISHMENT REQUEST message or A2X DIRECT LINK REKEYING REQUEST message;
6)	shall include the UE A2X PC5 unicast signalling security policy received from the target UE in the A2X DIRECT LINK ESTABLISHMENT REQUEST message; and
7)	shall include the LSB of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.256 [10] if the selected integrity protection algorithms is not the null integrity protection algorithm.
If the security protection of this A2X PC5 unicast link is activated by using non-null integrity protection algorithm or non-null ciphering protection algorithm, the initiating UE shall form the KNRP-sess ID from the MSB of KNRP-sess ID received in the A2X DIRECT LINK ESTABLISHMENT REQUEST message or A2X DIRECT LINK REKEYING REQUEST message and the LSB of KNRP-sess ID included in the A2X DIRECT LINK SECURITY MODE COMMAND message. The initiating UE shall use the KNRP-sess ID to identify the new security context.
After the A2X DIRECT LINK SECURITY MODE COMMAND message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in TS 33.265 [10]; an indication of activation of the A2X PC5 unicast signalling security protection for the A2X PC5 unicast link with the new security context, if applicable, and start timer T5310. The initiating UE shall not send a new A2X DIRECT LINK SECURITY MODE COMMAND message to the same target UE while timer T5310 is running.
NOTE:	The A2X DIRECT LINK SECURITY MODE COMMAND message is integrity protected (and not ciphered) at the lower layer using the new security context.
If the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link re-keying procedure, the initiating UE shall provide to the lower layers an indication of activation of the A2X PC5 unicast user plane security protection for the A2X PC5 unicast link with the new security context, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.


Figure 6.1.2.7.2: A2X PC5 unicast link security mode control procedure
* * * Next Change * * * *
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Upon receipt of an A2X DIRECT LINK SECURITY MODE COMMAND message, if a new assigned initiating UE's layer-2 ID is included and if A2X PC5 unicast link authentication procedure has not been executed, the target UE shall replace the original initiating UE's layer-2 ID with the new assigned initiating UE's layer-2 ID for unicast communication. The target UE shall check the selected security algorithms IE included in the A2X DIRECT LINK SECURITY MODE COMMAND message. If "null integrity algorithm" is included in the selected security algorithms IE, the integrity protection is not offered for the A2X PC5 unicast link and the signalling messages are transmitted unprotected. If "null ciphering algorithm" and an integrity algorithm other than "null integrity algorithm" are included in the selected algorithms IE, the ciphering protection is not offered for the A2X PC5 unicast link and signalling messages are transmitted unprotected. If the target UE's UE A2X PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall check the selected security algorithms IE in the A2X DIRECT LINK SECURITY MODE COMMAND message does not include the null integrity protection algorithm. If the selected integrity protection algorithm is not the null integrity protection algorithm, the target UE shall:
a)	derive KNRP-sess from KNRP, Nonce_1 and Nonce_2 received in the A2X DIRECT LINK SECURITY MODE COMMAND message as specified in 3GPP TS 33.256 [10]; and
b)	derive NRPIK from KNRP-sess and the selected integrity algorithm as specified in 3GPP TS 33.256 [10].
If the KNRP-sess is derived and the selected ciphering protection algorithm is not the null ciphering protection algorithm, then the target UE shall derive NRPEK from KNRP-sess and the selected ciphering algorithm as specified in 3GPP TS 33.256 [10].
The target UE shall determine whether or not the A2X DIRECT LINK SECURITY MODE COMMAND message can be accepted by:
a)	checking that the selected security algorithms in the A2X DIRECT LINK SECURITY MODE COMMAND message does not include the null integrity protection algorithm if the target UE's UE A2X PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required";
b)	asking the lower layers to check the integrity of the A2X DIRECT LINK SECURITY MODE COMMAND message using NRPIK and the selected integrity protection algorithm, if the selected integrity protection algorithm is not the null integrity protection algorithm;
c)	checking that the received UE security capabilities have not been altered compared to the values that the target UE sent to the initiating UE in the A2X DIRECT LINK ESTABLISHMENT REQUEST message or A2X DIRECT LINK REKEYING REQUEST message;
d)	if the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure, 
1)	checking that the received UE A2X PC5 unicast signalling security policy has not been altered compared to the values that the target UE sent to the initiating UE in the A2X DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	checking that the LSB of KNRP-sess ID included in the A2X DIRECT LINK SECURITY MODE COMMAND message are not set to the same value as those received from another UE in response to the target UE's A2X DIRECT LINK ESTABLISHMENT REQUEST message; and
e)	if the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link re-keying procedure and the integrity protection algorithm currently in use for the A2X PC5 unicast link is different from the null integrity protection algorithm, checking that the selected security algorithms in the A2X DIRECT LINK SECURITY MODE COMMAND message do not include the null integrity protection algorithm.
If the target UE did not include a KNRP ID in the A2X DIRECT LINK ESTABLISHMENT REQUEST message, the target UE included a Re-authentication indication in the A2X DIRECT LINK REKEYING REQUEST message or the initiating UE has chosen to derive a new KNRP, the target UE shall derive KNRP as specified in 3GPP TS 33.256 [10]. The target UE shall choose the 2 LSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the target UE. The target UE shall form KNRP ID from the received 2 MSBs of KNRP ID and its chosen 2 LSBs of KNRP ID and shall store the complete KNRP ID with KNRP.
If the target UE accepts the A2X DIRECT LINK SECURITY MODE COMMAND message, the target UE shall create an A2X DIRECT LINK SECURITY MODE COMPLETE message. In this message, the target UE:
a)	shall include the PQFI and the corresponding PC5 QoS parameters;
b)	if IP communication is used and the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure, shall include an IP address configuration IE set to one of the following values: 
1)	"IPv6 router" if IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or
2)	"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
c)	if IP communication is used, the IP address configuration IE is set to "IPv6 address allocation not supported" and the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure, shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [16];
d)	if a new KNRP was derived, shall include the 2 LSBs of KNRP ID; and
e)	if the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure, shall include its UE A2X PC5 unicast user plane security policy for this A2X PC5 unicast link. In the case where the different A2X services are mapped to the different A2X PC5 unicast user plane security policies, when more than one A2X service identifier is included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message, each of the user plane security polices of those A2X services shall be compatible, e.g. "user plane integrity protection not needed" and " user plane integrity protection required" are not compatible.
If the selected integrity protection algorithm is not the null integrity protection algorithm, the target UE shall form the KNRP-sess ID from the MSB of KNRP-sess ID it had sent in the A2X DIRECT LINK ESTABLISHMENT REQUEST message or A2X DIRECT LINK REKEYING REQUEST message and the LSB of KNRP-sess ID received in the A2X DIRECT LINK SECURITY MODE COMMAND message. The target UE shall use the KNRP-sess ID to identify the new security context.
After the A2X DIRECT LINK SECURITY MODE COMPLETE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication, NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in 3GPP TS 33.256 [10] , and an indication of activation of the UE A2X PC5 unicast signalling security protection for the A2X PC5 unicast link with the new security context, if applicable.
NOTE:	The A2X DIRECT LINK SECURITY MODE COMPLETE message and further A2X PC5 unicast signalling messages are integrity protected and ciphered (if applicable) at the lower layer using the new security context.
If the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link re-keying procedure, the target UE shall provide to the lower layers an indication of activation of the A2X PC5 unicast user plane security protection for the A2X PC5 unicast link with the new security context, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
* * * Next Change * * * *
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If the A2X DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send an A2X DIRECT LINK SECURITY MODE REJECT message, and the target UE shall abort the ongoing procedure that triggered the initiation of the A2X PC5 unicast link security mode control procedure unless the ongoing procedure is an A2X PC5 unicast link establishment procedure and the Target user info is not included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message. The A2X DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#5	lack of resources for A2X PC5 unicast link;
#7:	integrity failure;
#8:	UE security capabilities mismatch; 
#9:	LSB of KNRP-sess ID conflict;
#10:	UE A2X PC5 unicast signalling security policy mismatch; or
#111:	protocol error, unspecified. 
If this A2X PC5 unicast link security mode control procedure is triggered during the A2X PC5 unicast link establishment procedure and the implementation-specific maximum number of established NR A2X PC5 unicast links has been reached, then the target UE shall send an A2X DIRECT LINK SECURITY MODE REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for A2X PC5 unicast link".
If the A2X DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure, that the selected security algorithms in the A2X DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE's UE A2X PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #10 "UE A2X PC5 unicast signalling security policy mismatch" in the A2X DIRECT LINK SECURITY MODE REJECT message.
If the A2X DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link re-keying procedure, the integrity protection algorithm currently in use for the A2X PC5 unicast link is different from the null integrity protection algorithm and the selected security algorithms in the A2X DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #10 "UE A2X PC5 unicast signalling security policy mismatch" in the A2X DIRECT LINK SECURITY MODE REJECT message. 
If the target UE detects that the received UE security capabilities IE in the A2X DIRECT LINK SECURITY MODE COMMAND message has been altered compared to the latest values that the target UE sent to the initiating UE in the A2X DIRECT LINK ESTABLISHMENT REQUEST message or A2X DIRECT LINK REKEYING REQUEST message, the target UE shall include PC5 signalling protocol cause #8 "UE security capabilities mismatch" in the A2X DIRECT LINK SECURITY MODE REJECT message.
If the target UE detects that the LSB of KNRP-sess ID included in the A2X DIRECT LINK SECURITY MODE COMMAND message are set to the same value as those received from another UE in response to the target UE's A2X DIRECT LINK ESTABLISHMENT REQUEST message, the target UE shall include PC5 signalling protocol cause #9 "LSB of KNRP-sess ID conflict" in the A2X DIRECT LINK SECURITY MODE REJECT message.
After the A2X DIRECT LINK SECURITY MODE REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
Upon receipt of the A2X DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5310, provide an indication to the lower layer of deactivation of the PC5 unicast security protection and deletion of security context for the A2X PC5 unicast link, if applicable and:
a)	if the PC5 signalling protocol cause IE in the A2X DIRECT LINK SECURITY MODE REJECT message is set to #9 "LSB of KNRP-sess ID conflict", retransmit the A2X DIRECT LINK SECURITY MODE COMMAND message with a different value for the LSB of KNRP-sess ID and restart timer T5310; or
b)	if the PC5 signalling protocol cause IE is set to the value other than #9 "LSB of KNRP-sess ID conflict", abort the ongoing procedure that triggered the initiation of the A2X PC5 unicast link security mode control procedure.
* * * Next Change * * * *
[bookmark: _Toc22039988][bookmark: _Toc25070702][bookmark: _Toc34388673][bookmark: _Toc34404444][bookmark: _Toc45282289][bookmark: _Toc45882675][bookmark: _Toc51951225][bookmark: _Toc59208981][bookmark: _Toc75734820][bookmark: _Toc138361906][bookmark: _Toc148516065]6.2.1	General
This clause describes the procedures at the UE and the A2X application server, for A2X communication over Uu.
There are no additional security or privacy procedures of A2X communication over Uu beyond those specified in 3GPP TS 33.501 [21] for Uu connectivity with 5GCN.
Both IP based and non-IP based A2X communication over Uu are supported.
A2X messages carried over Uu are sent or received over unicast only in this release of the specification. Furthermore, A2X messages are carried over Uu using user data over user plane. For this, the UE first performs the UE-requested PDU session establishment procedure to establish user-plane resouces as specified in 3GPP TS 24.501 [6].

Procedures for A2X communication over Uu for A2X services not identified by a A2X service identifier are out of scope of the present version of the present specification.
NOTE:	The upper layers are responsible for re-assembly of A2X messages and that is out of scope of 3GPP.
Editor's note: A2X communication via MBS is FFS.
* * * Next Change * * * *
[bookmark: _Toc525231349][bookmark: _Toc25070712][bookmark: _Toc34388689][bookmark: _Toc34404460][bookmark: _Toc45282305][bookmark: _Toc45882691][bookmark: _Toc51951241][bookmark: _Toc59209013][bookmark: _Toc75734852][bookmark: _Toc131184736][bookmark: _Toc148516103]11.2.1.1	Message definition
This message is sent by a UE to another peer UE to establish a direct link. See table 11.2.1.1.1.
Message type:	A2X DIRECT LINK ESTABLISHMENT REQUEST
Significance:	dual
Direction:	UE to peer UE
Table 11.2.1.1.1: A2X DIRECT LINK ESTABLISHMENT REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	A2X DIRECT LINK ESTABLISHMENT REQUEST message identity
	A2X PC5 signalling message type
12.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
12.3.2
	M
	V
	1

	
	A2X service identifiers
	A2X service identifier
12.3.3
	M
	LV
	5-253

	
	Source user info
	Application layer ID
12.3.4
	M
	LV
	3-253

	
	UE security capabilities
	UE security capabilities
12.3.14
	M
	LV
	3-9

	
	UE A2X PC5 unicast signalling security policy
	[bookmark: _MCCTEMPBM_CRPT07900001___7]UE PC5 unicast signalling security policy
12.3.15
	M
	V
	1

	[bookmark: _MCCTEMPBM_CRPT07900002___7]74
	Key establishment information container
	Key establishment information container
12.3.25
	O
	TLV-E
	4-n

	[bookmark: _MCCTEMPBM_CRPT07900003___7]53
	Nonce_1
	Nonce
12.3.13
	O
	TV
	17

	[bookmark: _MCCTEMPBM_CRPT07900004___7]54
	MSB of KNRP-sess ID
	[bookmark: _MCCTEMPBM_CRPT07900005___7]MSB of KNRP-sess ID
12.3.16
	O
	TV
	2

	28
	Target user info
	Application layer ID
12.3.4
	O
	TLV
	4-254

	52
	KNRP ID
	KNRP ID
12.3.17
	O
	TV
	5



* * * Next Change * * * *
[bookmark: _Toc45282307][bookmark: _Toc45882693][bookmark: _Toc51951243][bookmark: _Toc59209015][bookmark: _Toc75734854][bookmark: _Toc131184738][bookmark: _Toc148516105]11.2.1.3	Key establishment information container
The UE shall include this IE if the UE A2X PC5 unicast signalling security policy is set to "signalling integrity protection required" or "signalling integrity protection preferred".
* * * Next Change * * * *
[bookmark: _Toc45282308][bookmark: _Toc45882694][bookmark: _Toc51951244][bookmark: _Toc59209016][bookmark: _Toc75734855][bookmark: _Toc131184739][bookmark: _Toc148516106]11.2.1.4	Nonce_1
The UE shall include this IE if the UE A2X PC5 unicast signalling security policy is set to "signalling integrity protection required" or "signalling integrity protection preferred".
* * * Next Change * * * *
[bookmark: _Toc45282309][bookmark: _Toc45882695][bookmark: _Toc51951245][bookmark: _Toc59209017][bookmark: _Toc75734856][bookmark: _Toc131184740][bookmark: _Toc148516107]11.2.1.5	MSB of KNRP-sess ID
The UE shall include this IE if the UE A2X PC5 unicast signalling security policy is set to "signalling integrity protection required" or "signalling integrity protection preferred".
* * * Next Change * * * *
[bookmark: _Toc25070714][bookmark: _Toc34388692][bookmark: _Toc34404463][bookmark: _Toc45282312][bookmark: _Toc45882698][bookmark: _Toc51951248][bookmark: _Toc59209020][bookmark: _Toc75734859][bookmark: _Toc131184743][bookmark: _Toc148516110]11.2.2.1	Message definition
This message is sent by a UE to another peer UE to accept the received A2X DIRECT LINK ESTABLISHMENT REQUEST message. See table 11.2.2.1.1.
Message type:	A2X DIRECT LINK ESTABLISHMENT ACCEPT
Significance:	dual
Direction:	UE to peer UE
Table 11.2.2.1.1: A2X DIRECT LINK ESTABLISHMENT ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	A2X DIRECT LINK ESTABLISHMENT ACCEPT message identity
	A2X PC5 signalling message type
12.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
12.3.2
	M
	V
	1

	
	Source user info
	Application layer ID
12.3.4
	M
	LV
	3-253

	[bookmark: _MCCTEMPBM_CRPT07900006___7]
	QoS flow descriptions
	PC5 QoS flow descriptions
12.3.5
	M
	LV-E
	5-65537

	
	Configuration of UE A2X PC5 unicast user plane security protection

	Configuration of UE PC5 unicast user plane security protection
12.3.23
	M
	V
	1

	57
	IP address configuration
	IP address configuration
12.3.6
	O
	TV
	2

	58
	Link local IPv6 address 

	Link local IPv6 address
12.3.7
	O
	TV
	17



* * * Next Change * * * *
[bookmark: _Toc148516159]12.3.9	PC5 signalling protocol cause
The purpose of the PC5 signalling protocol cause information element is to indicate the cause used in the PC5 signalling protocol procedures.
The PC5 signalling protocol cause is a type 3 information element with a length of 2 octets.
The PC5 signalling protocol cause information element is coded as shown in figure 12.3.9.1 and table 12.3.9.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	PC5 signalling protocol cause IEI
	octet 1

	PC5 signalling cause value
	octet 2



Figure 12.3.9.1: PC5 signalling protocol cause information element
Table 12.3.9.1: PC5 signalling protocol cause information element
	PC5 signalling cause value (octet 2)

	[bookmark: MCCQCTEMPBM_00000041]

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	Direct communication to the target UE not allowed

	0
	0
	0
	0
	0
	0
	1
	0
	
	Direct communication to the target UE no longer needed

	0
	0
	0
	0
	0
	0
	1
	1
	
	Conflict of layer-2 ID for unicast communication is detected

	0
	0
	0
	0
	0
	1
	0
	0
	
	Direct connection is not available anymore

	0
	0
	0
	0
	0
	1
	0
	1
	
	Lack of resources for 5G ProSe direct link

	0
	0
	0
	0
	0
	1
	1
	0
	
	Authentication failure

	0
	0
	0
	0
	0
	1
	1
	1
	
	Integrity failure

	0
	0
	0
	0
	1
	0
	0
	0
	
	UE security capabilities mismatch

	0
	0
	0
	0
	1
	0
	0
	1
	
	LSB of KNRP-sess ID conflict

	0
	0
	0
	0
	1
	0
	1
	0
	
	UE A2X PC5 unicast signalling security policy mismatch

	0
	0
	0
	0
	1
	0
	1
	1
	
	Required service not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Security policy not aligned

	0
	0
	0
	0
	1
	1
	0
	1
	
	Congestion situation

	0
	0
	0
	0
	1
	1
	1
	0
	
	Authentication synchronisation error

	0
	0
	0
	0
	1
	1
	1
	1
	
	Security procedure failure of 5G ProSe UE-to-network relay

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	Any other value received by the UE shall be treated as 0110 1111, "protocol error, unspecified".



* * * End of Change * * * *
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