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* * * First Change * * * *
[bookmark: _Toc104710953][bookmark: _Toc146749223][bookmark: _Toc86043111][bookmark: _Toc86042554][bookmark: _Toc97379620]4	General description
The MSGin5G Service (message service for MIoT over 5G System) is basically designed and optimized for massive IoT device communication including thing-to-thing communication and person-to-thing communication. The MSGin5G Service provides messaging communication capability in 5GS including the following message communication models:
a)	Point-to-Point message;
b)	Application-to-Point message/ Point-to-Application message;
c)	Group message; and
d)	Broadcast message.
The MSGin5G Service support the message exchanging between the following UE types:
a)	MSGin5G UE:
1)	light weight Constrained UEs (e.g. sensors, actuators) and
2)	Unconstrained UEs with advanced capabilities (e.g. washing machine, micro-ovens);
b)	Legacy 3GPP UE; and
c)	Non-3GPP UE.
MSGin5G Service also provides the following capabilities to enhance the message delivery for all message communication models:
-	MSGin5G Store and Forward;
-	Message delivery based on Messaging TopocTopic;
-	Message Aggregation;
-	Message Segmentation and Reassembly; and
-	Usage of Network Capabilities including UE reachability status monitoring and MSGin5G device triggering.
The MSGin5G Client contained in the MSGin5G UE communicates with the MSGin5G Server over the MSGin5G-1 reference point (see 3GPP TS 23.554 [2]). CoAP specified in IETF RFC 7252 [5] is used as the basic transport protocol of MSGin5G service in this reference point and shall be supported by the MSGin5G Client and MSGin5G Server.
An MSGin5G Client may reside in a Constrained UE which cannot connect to the 3GPP network directly for message exchange with MSGin5G Server (e.g. the Constrained UE is out of 3GPP RAN coverage, with or without authorization to use UE-to-Network relay). If allowed by configuration, the MSGin5G Client residing in a Constrained UE can use the options listed below to communicate with the MSGin5G Server:
-	the MSGin5G Client residing in a Constrained UE uses an UE-1 as relay. In this scenario, the Constrained UE residing on the Constrained UE communicates with the MSGin5G Server over the MSGin5G-1 reference point (see 3GPP TS 23.554 [2]); or
-	the MSGin5G Client residing in a Constrained UE interacts with an MSGin5G Gateway UE which supports MSGin5G Gateway Client. The MSGin5G Gateway UE provides access to multiple Constrained UEs to connect to the 3GPP network for MSGin5G services. In this scenario, the MSGin5G Client residing in the Constrained UE communicates with the MSGin5G Gateway Client residing on the MSGin5G Gateway UE over the MSGin5G-6 reference point (see 3GPP TS 23.554 [2]). For supporting sending and receiving MSGin5G messages for the MSGin5G Client residing in a Constrained UE in this case, the transport protocols of MSGin5G-6 reference point is also based on CoAP specified in IETF RFC 7252 [5].
An Application Client may reside on the same UE with the MSGin5G Client or reside on different UE. The Application Client communicates with the MSGin5G Client over the MSGin5G-5 reference point (see 3GPP TS 23.554 [2]).
Additionally, the MSGin5G Client(s) may interact with SEAL Clients over the SEAL-C reference point specified for each SEAL service as specified in 3GPP TS 23.434 [3]. The MSGin5G Server(s) may interact with SEAL Servers over the SEAL-S reference point specified for each SEAL service as specified in 3GPP TS 23.434 [3]. The interaction between a SEAL Client and the corresponding SEAL Server is supported by SEAL-UU reference point specified for each SEAL service as specified in 3GPP TS 23.434 [3].
By means of using the MSGin5G-1 reference point, the following aspects can be provided:
a)	MSGin5G UE registration and de-registration towards the MSGin5G Server;
b)	MSGin5G message delivery and MSGin5G message delivery status report; and
c)	Messaging Topic Subscription; and
d)	MSGin5G UE bulk registration and bulk de-registration towards the MSGin5G Server.
By means of using the MSGin5G-5 reference point, the following aspects can be provided:
a)	Application Client registration and de-registration towards the MSGin5GClient; and
b)	The exchanging of message and message delivery status report between the Application Client and the MSGin5G Server by using MSGin5GClient.
By means of using MSGin5G-6 reference point , the following aspects can be provided:
a)	Constrained UE registration and de-registration towards the MSGin5G Server by using MSGin5G Gateway UE; 
b)	The exchanging of MSGin5G message and MSGin5G message delivery status report between Constrained UE and MSGin5G Server by using MSGin5G Gateway UE; and
c)	The bulk registration and de-registration procedures from multiple Constrained UEs towards the MSGin5G Server by using MSGin5G Gateway UE.
The necessary 5GC Network Capabilities, e.g. device triggering, may be used in MSGin5G Service as specified in 3GPP TS 23.554 [2]. The device trigger is delivered to the MSGin5G Client via SCEF/NEF and the Core Network as specified in 3GPP TS 23.502 [17] and is out of scope of this document.


* * * Next Change * * * *
[bookmark: _Toc86043116][bookmark: _Toc97379625][bookmark: _Toc104710958][bookmark: _Toc146749230][bookmark: _Toc86042559]6.1	General
In clause 6, the detailed behaviors of the MSGin5G UE, the MSGin5G Server and Constrained UE during the MSGin5G procedures are described.
Depending on communication over different MSGin5G interfaces, different MSGin5G procedures are supported as: 
a)	For the communication between the MSGin5G Client on MSGin5G UE and the MSGin5G Server over the MSGin5G-1 interface, the following procedures are involved:
1)	Configuration, including bulk configuration;
2)	Registration and de-registration, including bulk registration and bulk de-registration;
3)	MSGin5G message delivery including sending and receiving MSGin5G message, aggregated MSGin5G message, MSGin5G message delivery status report and aggregated MSGin5G message delivery status report.
4)	MSGin5G message segment and reassembly; and
5)	Messaging topic subscription.
b)	For the communication between the Application Client(may resides on the same UE with the MSGin5G Client or reside on a different UE) and the MSGin5G Client on MSGin5G UE over the MSGin5G-5 interfaces, the following procedures are involved:
1)	Application Registration; and
2)	Message delivery information including construct MSGin5G message information, route information, and notifications information.
c)	For the communication between the Constrained UE and the MSGin5G Gateway UE over the MSGin5G-6 interfaces, the following procedures are involved:
1)	Bulk configuration; 
2)	Bulk registration and de-registration; and
3)	Registration to gateway servicesservive.
The constrained UE which does not connect to the 3GPP network directly could exchange messages with MSGin5G Server using a Relay UE.
For procedures used for bullet a) and bullet c), CoAP specified in IETF RFC 7252 [5] is used as the basic transport protocol. For procedures used for bullet b), guidance on definitions of the message format and information elements are described in Annex A.
The authorization of MSGin5G Client by the MSGin5G Server is performed by verifying the UE service ID as specified in Annex Y of TS 33.501 [16].
* * * Next Change * * * *
[bookmark: _Toc146749261]6.3.4.1	General
If multiple registration requests from one or more the MSGin5G Clients on the Constrained UEs are received, the MSGin5G Gateway Client constuctsconstructs a bulk registration/de-registration request to the MSGin5G Server and sends a response to each Constrained UE separately. Upon receiving the bulk registration response from the MSGin5G Server, the MSGin5G Gateway Client splits the bulk registration response into multiple individual registration responses and notifies the MSGin5G Clients on the Constrained UEs separately.

* * * Next Change * * * *
[bookmark: _Toc146749263]6.3.4.2.1	Registration intiatedinitiated by Constrained UE
After the UE Service ID is configured to the MSGin5G UE, in order to register MSGin5G UE to the MSGin5G Server, the MSGin5G Client on the Constrained UE shall send a CoAP POST request to the MSGin5G Server. If the registration request is allowed to delay for bulk registration initiated by the MSGin5G Gateway Client, in the CoAP POST rquestrequest, the MSGin5G Client on the Constrained UE:
a)	shall set the "T" field in the CoAP header to 0 to indicate acknowledge message required;
b)	shall include the MSGin5G Server address in the Option header of the CoAP POST request and set the Option header to a corresponding value, e.g. if the MSGin5G Server address is a URI, the Uri-Path Option is set to the value of such URI;
c)	shall set the "Content-Format" element to "50" to indicate the format of the CoAP payload is "application/json"; and
d)	shall include the following information elements in the CoAP payload encoded in JSON format:
1)	the "MSGin5G service identifier" element to indicate that this CoAP POST request is used for MSGin5G service;
2)	the "Message Type" element with a "REG" value to indicate that this CoAP POST request is used for registration;
3)	the "Registration urgent degree" element with a"false" value to indicate that this registration is not urgent;
4)	the "UE Service ID" element to indicate the MSGin5G UE initiating registration procedure;
5)	optionally, the "MSGin5G Client Profile" element to include a set of parameters describing the MSGin5G Client. This element may include the "MSGin5G Client Triggering Information" element and the "MSGin5G Client Communication Availability" element. The "MSGin5G Client Triggering Information" element shall include the "MSGin5G UE ID" element to indicate the MSGin5G UE hosting the MSGin5G Client and the "MSGin5G Client Ports" element to indicate that the MSGin5G Client listens on for device triggers from the MSGin5G Server. The "MSGin5G Client Communication Availability" element informs the MSGin5G Server whether the client has a specific application-level schedule/periodicity to its MSGin5G communications, which may be used in conjunction with UE reachability monitoring to determine whether and when MSGin5G communications are attempted. This element:
i)	shall include the "Scheduled communication time" element to indicate the time when the UE becomes available for communication;
ii)	shall include the "Communication duration time" element to indicate the duration time of periodic communication;
iii)	may include the "Periodic communication indicator" element to identify whether the client communicates periodically or not;
iv)	may include the "Periodic communication interval" element to indicate the interval Time of periodic communication if "Periodic communication indicator" element is included;
v)	may include the "Data size indication" element to indicate the expected data size to be exchanged during the communication duration; and
vi)	may include the "Store and forward option" element to indicate the UE does not request store and forward services for incoming MSGin5G requests;and
6)	optionally, the "Registration request expiration time" element to indicate the maximum processing time of the registration request allowed.
Upon reception of the CoAP POST request containing MSGin5G service identifier indicating that the received request is for MSGin5G service and Message Type indicating that received request is for registration response, the MSGin5G Client in the Constrained UE generate a CoAP 2.04 (Change) response including the CoAP "Message ID" element and the "Token" element with the same values with those in the CoAP POST request for registration.

[bookmark: _Toc146749264]* * * Next Change * * * *
6.3.4.2.2	De-registration intiatedinitiated by Constrained UE
The MSGin5G Client on the Constrained UE initiates a CoAP POST request to de-register from the MSGin5G Server. If the de-registration request is allowed to delay for bulk de-registration initiated by the MSGin5G Gateway UE, in the CoAP POST rquestrequest, the MSGin5G Client on the Constrained UE:
a)	shall set the "T" field in the CoAP header to 0 to indicate acknowledge message required;
b)	shall include the MSGin5G Server address in the Option header of the CoAP POST request and set the Option header to a corresponding value, e.g. if the MSGin5G Server address is a URI, the Uri-Path Option is set to the value of such URI;
c)	shall set the "Content-Format" element to "50" to indicate the format of the CoAP payload is "application/json"; and
d)	shall include the following information elements encoded in JSON format as specified in clause 7.3.3.a:
1)	the "MSGin5G service identifier" element to indicate that this CoAP POST request is used for MSGin5G service;
2)	the "Message Type" element with a "DEREG" value to indicate that the CoAP POST request is used for de-registration;
3)	the "UE Service ID" element to indicate the MSGin5G UE initiating de-registration procedure; 
4)	optionally, the "De-registration urgent degree" element with a"false" value to indicate that this registration is not urgent; and
5)	optionally, the "De-registration request expiration time" element to indicate the maximum processing time of the registration request allowed.
Upon reception of the CoAP POST request containing MSGin5G service identifier indicating that the received request is for MSGin5G service and Message Type indicating that received request is for de-registration response, the MSGin5G Client in the Constrained UE generate a CoAP 2.04 (Change) response including the CoAP "Message ID" element and the "Token" element with the same values with those in the CoAP POST request for registration.
* * * Next Change * * * *

[bookmark: _Toc146749266]6.3.4.3.1	Reception of the Registration Request from Constrained UE
Upon reception of the CoAP POST request containing MSGin5G service identifier indicating that the received request is for MSGin5G service and Message Type indicating that the received request is for registration, the MSGin5G Gateway Client shall check the value of the "Registration urgent degree" element included in the CoAP POST request as:
a)	if the "Registration urgent degree" element with a"true" value is included, the MSGin5G Gateway Client shall forwards the CoAP POST request to the MSGin5G Server without any change.
b)	if the "Registration urgent degree" element with a "false" value is included, the MSGin5G Gateway Client:
1)	shall store or cache the whole CoAP POST request;
2)		shall generate a CoAP 2.01 (Created) response or CoAP 2.04 (Change) response including:
i)	the CoAP "Message ID" element and the "Token" element with the same values with those in the CoAP POST request for registration;
ii)	the "Content-Format" element with "50" to indicate the format of the CoAP payload is "application/json" . The CoAP payload shall include the "UE Service ID" element to indicate the Constrained UE initiating registration procedure. The CoAP payload may include the "Expected registration time" element to indicate the expected time when the Registration Response can be received; and
3)	may start a timer associated with the "UE Service ID". If the "Registration request expiration time" element is included in the CoAP request from the Constrained UE, the expiration of the timer is set to the value of the "Registration request expiration time" element. Else, the MSGin5G Gateway Client detertimesdetermines whether to start a timer and the value of the timer based on implementation.
The MSGin5G Gateway Client may start a timer for periodic bulk registration based on implementation, e.g. when the first registration request from the constrained UE the "false" value of the "Registration urgent degree" element.

* * * Next Change * * * *

[bookmark: _Toc146749267]6.3.4.3.2	Sending the Bulk Registration Request to MSGin5G Server
Based on implementation, upon:
a)	expiry of one or more timers started in 2) above; 
b)	expiry of the timer for periodic bulk registration; or
c)	excess of the maximum number of MSGin5G UE registration requests from constrained UEs,
the MSGin5G Gateway Client may initiate a CoAP POST request to the MSGin5G Server including all cached/stored MSGin5G UE registration requests from the constrained UEs. In this CoAP POST request, the MSGin5G Client in the MSGin5G Gateway Client:
a)	shall set the "T" field in the CoAP header to 0 to indicate acknowledge message required;
b)	shall include the MSGin5G Server address in the Option header of the CoAP POST request and set the Option header to a corresponding value, e.g. if the MSGin5G Server address is a URI, the Uri-Path Option is set to the value of such URI;
c)	shall set the "Content-Format" element to "50" to indicate the format of the CoAP payload is "application/json"; and
d)	shall include the following information elements in the CoAP payload encoded in JSON format:
1)	the "MSGin5G service identifier" element to indicate that this CoAP POST request is used for MSGin5G service;
2)	the "Message Type" element with a "BREG" value to indicate that this CoAP POST request is used for bulk registration;
3)	the "UE Service ID" element to indicate the MSGin5G UE initiating bulk registration procedure;
4)	the "Number of individual MSGin5G UE registration requests" element to indicate the total number of MSGin5G UE registration requests which are bulked in this CoAP request; and
5)	the "List of individual MSGin5G UE registration request" element to include one or more elements as specified in bullet d) of 6.3.1.1.1.
NOTE:	The MSGin5G Gateway Client should consider the value of the "Registration request expiration time" element in the individual MSGin5G UE registration request from multiple constrained UEs to avoid failure of registration.
* * * Next Change * * * *
[bookmark: _Toc146749268]6.3.4.3.3	Reception of the Bulk Registration Response from MSGin5G Server
Upon reception of the CoAP 2.01 (Created) response or CoAP 2.04 (Change) response for the CoAP POST message for bulk registration from the MSGin5G Server , the MSGin5G Gateway Client:
a)	shall split content of the "List of individual MSGin5G UE registration response" element into multiple individual registration responses;
b)	shall generate one or more CoAP POST requests as registration responses to constrained UE(s) separately based on the cached the CoAP POST requests associated with the UE Service ID included in the individual registration responses. Each CoAP POST request includes:
1)	the CoAP "Message ID" element and the "Token" element with the same values in the CoAP POST request for registration from the constrained UE; and
2)	the "Content-Format" element with "50" to indicate the format of the CoAP payload is "application/json" and the CoAP payload including:
i)	the "MSGin5G service identifier" element to indicate that this CoAP POST request is used for MSGin5G service;
ii)	the "Message Type" element with a "REG-RES" value to indicate that this CoAP POST request is used as a registration response;
iii)	the "UE Service ID" element to indicate the contraineconstrainedd UE initiating registration procedure; and
iv)	the "Registration result" element to indicate whether the registration is success or failure.


* * * Next Change * * * *
[bookmark: _Toc146749269]6.3.4.3.4	Reception of the De-registration Request from Constrained UE
Upon reception of the CoAP POST request containing MSGin5G service identifier indicating that the received request is for MSGin5G service and Message Type indicating that the received request is for de-registration, the MSGin5G Gateway UE shall check the value of the "Registration urgent degree" element included in the CoAP POST request as:
a)	if the "de-registration urgent degree" element with a"true" value is included, the MSGin5G Gateway UE shall forwards the CoAP POST request to the MSGin5G Server without any change.
b)	if the "De-registration urgent degree" element with a "false" value is included, the MSGin5G Gateway UE:
1)	shall store or cache the whole CoAP POST request;
2)		shall generate a CoAP 2.04 (Change) response including:
i)	the CoAP "Message ID" element and the "Token" element with the same values with those in the CoAP POST request for registration;
ii)	the "Content-Format" element with "50" to indicate the format of the CoAP payload is "application/json" and the CoAP payload encoded in JSON format as specified in clause 7.3.3.a including the "UE Service ID" element to indicate the MSGin5G UE initiating de-registration procedure and optionally the "Expected registration time" element to indicate the expected time when the De-registration Response can be received; and
3)	may start a timer associated with the "UE Service ID". If the "De-registration request expiration time" element is included in the CoAP request from the Constrained UE, the expiration of the timer is set to the value of the "de-registration request expiration time" element. Else, the MSGin5G Gateway UE determinesdetermines whether to start a timer and the value of the timer based on implementation.
* * * Next Change * * * *
[bookmark: _Toc146749270]6.3.4.3.5	Sending the Bulk De-registration RrequestRequest to MSGin5G Server
Based on implementation, upon:
a)	expiry of one or more timers started in subclause 6.3.x.b.4; 
b)	expiry of the timer for periodic bulk de-registration; or
c)	excess of the maximum number of MSGin5G UE de-registration requests from constrained UEs,
the MSGin5G Gateway UE may initiate a CoAP POST request to the MSGin5G Server including all cached/stored MSGin5G UE de-registration requests from the constrained UEs. In this CoAP POST request, the MSGin5G Client in the MSGin5G Gateway UE:
a)	shall set the "T" field in the CoAP header to 0 to indicate acknowledge message required;
b)	shall include the MSGin5G Server address in the Option header of the CoAP POST request and set the Option header to a corresponding value, e.g. if the MSGin5G Server address is a URI, the Uri-Path Option is set to the value of such URI;
c)	shall set the "Content-Format" element to "50" to indicate the format of the CoAP payload is "application/json"; and
d)	shall include the following information elements encoded in JSON format as specified in clause 7.3.3.a:
1)	the "MSGin5G service identifier" element to indicate that this CoAP POST request is used for MSGin5G service;
2)	the "Message Type" element with a "DEREG" value to indicate that the CoAP POST request is used for de-registration;
3)	the "UE Service ID" element to indicate the MSGin5G UE initiating de-registration procedure;
4)	the "Number of individual MSGin5G UE de-registration requests" element to indicate the total number of MSGin5G UE de-registration requests which are bulked in this CoAP request; and
5)	the "List of individual MSGin5G UE de-registration request" element to include one or more elements as specified in bullet d) of 6.3.1.1.2.
NOTE:	The MSGin5G Gateway UE should consider the value of the "De-registration request expiration time" element in the individual MSGin5G UE de-registration request from multiple contrainedconstrained UEs to avoid failure of de-registration.
* * * Next Change * * * *
[bookmark: _Toc146749271]6.3.4.3.6	Reception of the Bulk De-registration Response from MSGin5G Server
Upon reception of the CoAP 2.04 (Change) response for the CoAP POST message for bulk de-registration from the MSGin5G Server , the MSGin5G Gateway UE:
a)	shall split content of the "List of individual MSGin5G UE de-registration response" element into multiple individual de-registration responses;
b)	shall generate one or more CoAP POST requests as de-registration responses to constrained UE(s) separately based on the cached the CoAP POST requests associated with the UE Service ID included in the individual registration responses. Each CoAP POST request includes:
1)	the CoAP "Message ID" element and the "Token" element with the same values in the CoAP POST request for de-registration from the constrained UE; and
2)	the "Content-Format" element with "50" to indicate the format of the CoAP payload is "application/json" and the CoAP payload including:
i)	the "MSGin5G service identifier" element to indicate that this CoAP POST request is used for MSGin5G service;
ii)	the "Message Type" element with a "DERE-RES " value to indicate that this CoAP POST request is used as a de-registration response;
iii)	the "UE Service ID" element to indicate the contrainedconstrained UE initiating de-registration procedure; and
iv)	the "De-registration result" element to indicate whether the de-registration is success or failure.
* * * Next Change * * * *
[bookmark: _Toc146749276]6.3.5.1	General
When the constrained UE with MSGin5G Client selects the MSGin5G Gateway UE, the MSGin5G Client on the MSGin5G UE will iniateinitiate the registration procedure to register the gateway service to the MSGin5G Gateway Client on the MSGin5G Gateway UE.

* * * Next Change * * * *

[bookmark: _Toc146749299][bookmark: _Toc104711008][bookmark: _Toc97379675][bookmark: _Toc86043157][bookmark: _Toc86042600]6.4.1.2.6	Sending of an MSGin5G message
In order to deliver the MSGin5G message, the MSGin5G Server executes the messages termination procedure. The MSGin5G Server shall determine the communication model of the message as specified in clause 6.4.1.2.1. 
If the MSGin5G Server determines to deliver the MSGin5G message to an MSGin5G UE served by itself as specified in clause 6.4.1.2.1, the MSGin5G Server shall check the registration information of the recipient MSGin5G Client in MSGin5G UE, if the MSGin5G UE state is "registered" for the MSGin5G service the MSGin5G Server will start the delivery procedure. 
If the MSGin5G UE provides the "communication availability" information during the registration, the MSGin5G Server will schedule the message delivery based on this information, e.g. delivers the MSGin5G message in the delivery window based on the specific application-level schedule/periodicity. The MSGin5G Server can also use UE reachability status monitoring specified in 3GPP TS 29.538 [7] to determine whether the recipient is available. If the recipient is available, the MSGin5G Server tries to deliver the MSGin5G message to the MSGin5G UE.
In order to deliver the MSGin5G message, the MSGin5G Server shall send the MSGin5G message in an new CoAP message according to procedures specified in IETF RFC 7252 [5] via MSGin5G-1 reference point. The sending of the CoAP message shall follow the procedures below:
a)	the MSGin5G Server shall set the "T" field in the CoAP header to 0 if delivery status report from the recipient is requested, i.e. indicate that this message is the type of Confirmable, to ensure the application layer delivery status report;
b)	the MSGin5G Server shall set the CoAP Content-Format to "50", i.e. application/json;
c)	the MSGin5G Server shall remove any "Priority type" element, "Store and forward flag" and related "Store and forward parameters" elements from the CoAP payload of the received message. If "Message is segmented" and related elements is included in the received message, the MSGin5G Server shall handle the message as specified in clause 6.5.3;
d)	based on the communication model, the MSGin5G Server shall generate the new CoAP message as specified below:
1)	if the Service ID of the recipient points to an MSGin5G Client, the MSGin5G Server:
i)	shall include the recipient MSGin5G Client address in an CoAP Option, e.g. if the MSGin5G Client address is a URI, include a Uri-Path Option with the value of the URI; and
ii)	shall copy other elements in the CoAP payload of the received message to the new CoAP POST request;
2)	if the Service ID of the recipient points to an Application Server or a Message Gateway, the MSGin5G Server shall follow the procedure specified in 3GPP TS 29.538 [7];
3)	if the MSGin5G message is a Group message, the MSGin5G Server:
i)	shall obtain the group members by checking the group profile with the "Group Service ID" element included in the received MSGin5G message; and
ii)	for each group member which is an MSGin5G UE, include its CoAP address got from the recipient MSGin5G UE registration specified in clause 6.3.1.2 in an CoAP Option, e.g. if the recipient client's address is a URI, includes a Uri-Path Option with the value of the URI. The MSGin5G Server shall add the "Recipient UE Service ID" element and set the value of it to the UE Service ID. The MSGin5G Server shall also copy other elements in the CoAP payload of the received message to the new CoAP POST request;
4)	if the MSGin5G message is needed to be distributed based on message topic, the MSGin5G Server:
i)	shall obtain the UE Service ID/AS Service ID of the subscribers by checking the subscription with this Messaging Topic; and
ii)	for each subscriber which is an MSGin5G UE, include its CoAP address got from the recipient MSGin5G UE registration specified in clause 6.3.1.2 in an CoAP Option, e.g. if the recipient client's address is a URI, includes a Uri-Path Option with the value of the URI. The MSGin5G Server shall add the "Recipient UE Service ID" element and set the value of it to the UE Service ID. The MSGin5G Server shall also copy other elements in the payload of the received message to the new CoAP 2.05 response; and
5)	if the MSGin5G message is a broadcast message, the MSGin5G Server shall forward the Broadcast message request to the CBCF (as specified in 3GPP TS 23.041 [21]) via the Broadcast Message Gateway as specified in 3GPP TS 29.538 [7]; and
e)	before sending the new CoAP message generated in step d), the MSGin5G Server shall compare the size of the new CoAP message to the maximum allowed MSGin5G message segmentation size. If the size exceeds, the MSGin5G Server shall segment the MSGin5G message into a set of segmented MSGin5G messages such that each segmented MSGin5G message can fit within the maximum allowed MSGin5G message segmentation size. For each segmented MSGin5G message, the MSGin5G Server:
1)	shall include a "Message is segmented" element with a "true" value to indicate that this message is part of a segmented message;
2)	shall include a "Segmentation set identifier" element to indicate that this segmented message is associated within a set of segmented messages. The same unique identifier is assigned to all segmented messages associated with the same MSGin5G message;
3)	shall include a "Total number of message segments" element in the first segment of the MSGin5G message to indicate the total number of segments for the MSGin5G message;
4) shall include a "Message segment number" element to indicate segmented message number of each segmented message within the set of segmented messages; and
5)	shall include a "Last segment flag" element in the last segment in the set of segmented messages;
If the MSGin5G UE state is "not registered",based on local implementation, the MSGin5G Server may try to inform the MSGin5G UE via the device triggering procedure as specified in 3GPP TS 29.538 [7] about an incoming message and the MSGin5G UE needs to register and receive the message. Otherwise, the MSGin5G Server shall check if the sender has requested "store and forward" service on that message based on whether the "Store and forward flag" element is not included.
If not reguestedrequested, the message may be dropped, or local implementation may apply. If requested, the message will be stored temporarily on the MSGin5G Server and wait for the next delivery opportunity. The MSGin5G Server checks the availability of recipient by checking the UE registration status. The MSGin5G Server can also use UE reachability status monitoring specified in 3GPP TS 29.538 [7] to determine whether the recipient is available. If the recipient is available, the MSGin5G Server send the new CoAP message generated as above to the recipient. If the recipient is unavailable, the MSGin5G Server checks whether a "Store and forward flag" element is included in the received MSGin5G message:
a1)	if the "Store and forward flag" element is not included, the MSGin5G Server discards the message or local implementation may apply. The MSGin5G Server may send a message response as specified in clause 6.4.1.2.2 which includes delivery status information in the "Delivery Status" element, e.g., that the message was discarded; and
b1)	if the "Store and forward flag" element is included, the MSGin5G Server stores the message temporarily and waits for the next delivery opportunity. The delivery opportunity may be known by the MSGin5G Server by the registration of recipient MSGin5G Client or by obtaining the information from the "Store and forward parameters" element. The MSGin5G Server may send a message response as specified in clause 6.4.1.2.2 which includes store and forward status information in the "Delivery Status" element, e.g., the delivery had been deferred; and
c1)	when the delivery opportunity comes, the MSGin5G Server attempts delivery of the new CoAP message to the recipient. If the UE delivery opportunity does not come prior to the time included in the "Message expiration time" element, the MSGin5G Server attempts delivery of the new CoAP message at the message expiration time and the stored message is discarded afterwards. The MSGin5G Server may send a message response as specified in clause 6.4.1.2.2 which includes store and forward status information the "Delivery Status" element, e.g., that the message was discarded.

* * * Next Change * * * *
[bookmark: _Toc97379694][bookmark: _Toc104711032][bookmark: _Toc146749323]6.5.1.1	Procedure at Message Sender
Upon receiving a CoAP POST request containing the MSGin5G service identifier and containing the Message Type with a value "SEGREC" which indicates the request is for messgagemessage segment recovery, the MSGin5G Client shall send a CoAP ACK response to the request. Then the MSGin5G Client shall send all requested segmented messages as requested in the received "List of Segment range" element to the message receiver (e.g. Application Server, UE) as specified in 6.4.1.1.2.

* * * Next Change * * * *
[bookmark: _Toc146749331][bookmark: _Toc97379702][bookmark: _Toc104711040]6.5.3.1	General
When the MSGin5G Server receives a message which is not segment message, the MSGin5G Server should follow the procedures in clause 6.4.1.2.6 to perform potential segment if needed (i.e. if the received message size exeedsexceeds the maxmiummaximum allowed MSGin5G message segmentation size of the target UE).
This following clauses specify the procedures when the MSGin5G Server receives segementedsegmented message delivery request, messgagemessage segments recovery request or messgagemessage segments received confirmation request.

* * * Next Change * * * *
[bookmark: _Toc146749334][bookmark: _Toc97379705][bookmark: _Toc104711043]6.5.3.4	Procedures on receiving message segments recovery request to a MSGin5G UE
Upon receiving a CoAP POST request containing the MSGin5G service identifier and containing the Message Type with a value "SEGREC" indicating the request is for messgagemessage segment recovery, if the request is targeted to an MSGin5G UE, the MSGin5G Server shall construstconstruct a new CoAP POST request to the targeted UE. In the request, the MSGin5G Server:
a)	shall construct the new CoAP POST request with the corresponding value in the receviedreceived CoAP POST request message except the Option header; and
b)	shall include the MSGin5G Client address in the Option header of the CoAP message and set the Option header to a corresponding value, e.g. if the MSGin5G Server address is a URI, the Uri-Path Option is set to the value of such URI.


* * * Next Change * * * *
[bookmark: _Toc104711044][bookmark: _Toc97379706][bookmark: _Toc146749335]6.5.3.5	Procedures on receiving message segments received confirmation to a MSGin5G UE
Upon receiving a CoAP POST request containing the MSGin5G service identifier and containing the Message Type with a value "SEGCOFIR" indicating the request is for message segments received confirmation, if the request is targeted to an MSGin5G UE, the MSGin5G Server shall construstconstruct a new CoAP POST request to the targeted UE. In the request, the MSGin5G Server:
a)	shall construct the new CoAP POST request with the corresponding value in the received CoAP POST request message except the Option header; and
b)	shall include the MSGin5G Client address in the Option header of the CoAP message and set the Option header to a corresponding value, e.g. if the MSGin5G Server address is a URI, the Uri-Path Option is set to the value of such URI.

* * * Next Change * * * *
[bookmark: _Toc104711048][bookmark: _Toc97379710][bookmark: _Toc146749339]6.6.2.1	Messaging Topic Subscription
Upon receiving a request to subscribe a messsagemessage topic from an Application Client, MSGin5G Client shall send a CoAP GET request, as specified in IETF RFC 7641 [4], to the MSGin5G Server. In the CoAP GET request, the MSGin5G Client:
a)	shall set the "T" field in the CoAP header to the value "0" to indicate this request is the type of Confirmable;
b)	shall include the MSGin5G Server address in the Option header and set the Option header to a corresponding value, e.g. if the MSGin5G Server address is a URI, the Uri-Path Option is set to the value of such URI;
c)	shall include the message topic name in the Uri-Path Option (e.g. "\top");
d)	shall include the Observe Option with the value "0" which indicates the request is for observing a resource, i.e. for subscribing a message topic;
e)	shall include the Content-Format Option with the value "50" which indicate the format of the CoAP payload is "application/json" as specified in RFC 7252 [5]; and
f)	shall include the CoAP Payload in JSON format, including the following information elements as specified in clause 8.8.1 of 3GPP TS 23.554 [2]:
1)	an "Originating UE Service ID" element set to the MSGin5G UE which requests the message topic subscription; and
2)	optionally, an "Expiration time" element which indicates the expiration time of the message topic subscription.
The corresponding JSON Schema used in step g) is defined in clause 7.3.5.1.


* * * Next Change * * * *
[bookmark: _Toc97379711][bookmark: _Toc104711049][bookmark: _Toc146749340]6.6.2.2	Messaging Topic Unsubscription
If the MSGin5G Client needs to unsubscribe a messsagemessage topic, as specified in RFC 7641 [4], the MSGin5G Client shall send a CoAP GET request to MSGin5G Server. In the request, the MSGin5G Client:
a)	shall set the "T" field in the CoAP header to the value "0" to indicate this request is the type of Confirmable;
b)	shall include the MSGin5G Server address in the Option header and set the Option header to a corresponding value, e.g. if the MSGin5G Server address is a URI, the Uri-Path Option is set to the value of such URI;
c)	shall include the message topic name in the Uri-Path Option (e.g. "\top");
d)	shall include the Observe Option with the value "1" which indicates the observer request to cancel the previous resource observation, i.e. the MSGin5G Client requests to unsubscribe the message topic;
e)	shall include the Content-Format Option with the value "50" which indicate the format of the CoAP payload is "application/json" as specified in RFC 7252 [5]; and
e)	shall include the CoAP Payload in JSON format and an "Originating UE Service ID" element indicating the MSGin5G UE which requests the message topic unsubscription shall be included in the CoAP Payload.
The corresponding JSON Schema used in step g) is defined in 7.3.5.2.

* * * Next Change * * * *

[bookmark: _Toc146749388][bookmark: _Toc104711097]A.2.1.6	for sending a message received response to MSGin5G Client
For sending a message sending response to MSGin5G Client, the Application Client of the Constrained UE may use the message content specified in Table A.2.1.6-1.
Message type:	MESSAGE RECEIVED RESPONSE
Significance:	dual
Direction:	the Application Client of the Constrained UE to the MSGin5G Client of the MSGin5G Gateway UE
Table A.2.1.6-1: message content for message sending response
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Message Type
	Message Type
A.2.2.1
	M
	V
	1

	
	Result
	Result
A.2.2.11
	M
	V
	1

	
	Spare half octet
	Spare half octet
A.2.2.18
	M
	V
	1/2

	X
	Failure Reason 
	MSGin5G cause
A.2.2.17
	O
	TV
	2



If using the message content specified in table A.2.1.6-1, the Application Client may generate a message according to 6.4.2.3.3 and send the generated message to the MSGin5G Client.

* * * Next Change * * * *
[bookmark: _Toc146749411][bookmark: _Toc104711120]A.2.2.15	Credential information
The purpose of the Credential information information element is to carriecarry credentials from a credentials holder(e.g. application server, the MSGin5G Gateway UE).
The Credential information information element is coded as shown in Figure A.2.2.15-1 and Table A.2.2.15-1.
The Credential information information element is a type 6 information element with a minimum length of 3 octets and a maximum length of 65537  octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Length of Credential information contents
	octet 1

	
	octet 2

	
	octet 3

	Credential information contents
	

	
	octet n


Figure A.2.2.15-1: Credential information information element
Table A.2.2.15-1: Credential information information element
	Payload data is contained in octet 3 to octet n; Max value of 65535 octets.

	The format of the Credential information contents is out of scope of this specification.

	



* * * Next Change * * * *

[bookmark: _Toc104711140][bookmark: _Toc146749432]A.3.2.5	for sending a message sending response to Application Client
The JSON schema for MSGin5G client sending message sending response to Application Client is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_Message-Sending-Response schema",
  "title": "Delivery message sending response to APP",
  "type": "object",
  "properties": {
    "msgType": {
      "type": "string",
      "enum": [
        "MESSAGE SENDING RESPONSE"
      ],
      "description": " Refer to Message Type indicating the usage of this message. The value MESSAGE SENDING RESPONSE refers to the resonseresponse for the message sending of a Application Client"
    },
    "failReason": {
      "type": "string",
      "description": "Refer to the failure reason"
    },
    "result": {
      "type": "string",
      "enum": [
          "SUCCESS",
          "FAILED"
          ],
      "description": "Refer to the result"
    }
  },
  "required": [
    "result",
    "msgType"
  ]
}

* * * Next Change * * * *
[bookmark: _Toc146749434][bookmark: _Toc104711142]A.3.2.7	Registration structure
The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of the message used in MSGin5G service, the properties are defined as shorten form and the relationships between the properties and elements used in clause A.3.1.7 are described in the description of the properties. The JSON schema of the CoAP POST request for the MSGin5G registration is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_Registration_request_schema",
  "title": "MSGin5G Registration Request",
  "type": "object",
  "properties": {
    "msgIden": {
      "type": "string",
      "format": "uri",
      "description": "Refer to Service identifier of MSGin5G service"
    },
    "msgType": {
      "type": "string",
      "enum": [
        "REG"
      ],
      "description": "Refer to the usage of this message. The value REG refers to MSGin5G Registration"
    },

    "appId": {
      "type": "string",
      "description": "Refer to Application ID"
    },
    "credential": {
      "type": "string",
      "description": "Refer to Credential Information"
    }
  },
  "required": [
    "msgId",
    "msgType",
    "l2ID",
    "appID",
    "credential"
  ]
}
The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of the message used in MSGin5G service, the properties are defined as shorten form and the relationships between the properties and elements used in clause A.3.1.8 are described in the description of the properties. The JSON schema of CoAP 2.01 (Created) response or CoAP 2.04 (Change) response for the MSGin5G registration is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_Registration_response_schema",
  "title": "MSGin5G Registration Response",
  "type": "object",
  "properties": {
    "result": {
      "type": "boolean",
      "default": true,
      "description": "Refer to Registration result. The value true refers to succcess"
    },
    "registration ID": {
      "type": "string",
      "description": "Refer to RegsitrationRegistration ID"
    },
    "failure reason": {
      "type": "string",
      "description": "Refer to Failure Reason"
    }
  },
    "required": [
    "result"
  ]
}

