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1. Reason for Change
1st change:
According to TS 23.542 i10, for PINE leaves PIN via PEGC, the PEGC shall authorize the received PIN Management PINE leave from PIN request message. If the authorization in PEGC failed in step 2, PEGC shall directly skip step 3-5 and respond to the PINE that the authorization failure:


Figure 8.5.8.2.5-1: PINE leave via the PEGC

2.	The PEGC identifies the received message is the PIN Management PINE leave from PIN request and perform the authorization. If authorized, the PEGC determines to forward the PIN leave request to the PEMC or the PIN server. 
If authorization in PEGC is failed, directly skip to step 6.
The PEGC can decide to perform either Option 1 (from step 3a to step 3b) or Option 2 (from step 4a to step 4d). If direct communication between PEGC and PEMC always available, the PEGC performs Option 1. 
6.	The PEGC returns the PIN Management PINE leave from PIN response to the PINE.
If authorization in PEGC is failed, PEGC generates the PIN Management PINE leave from PIN response to the PINE for the authorization failure.
Hence the following EN in TS 24.583 can be resolved:
Editor's note: The case that PEAE-C is not authorized to leave the PIN is FFS.
2nd change:
2.	The PEGC identifies the received message is the PIN Management PINE leave from PIN request and perform the authorization. If authorized, the PEGC determines to forward the PIN leave request to the PEMC or the PIN server. 
If authorization in PEGC is failed, directly skip to step 6.
The PEGC can decide to perform either Option 1 (from step 3a to step 3b) or Option 2 (from step 4a to step 4d). If direct communication between PEGC and PEMC always available, the PEGC performs Option 1. 
Option 1 and option 2 in step 3 and 4 respectively (in Figure 8.5.8.2.5-1) are two optional choices. However, if the direct connection is available, PEGC always performs option 1 in its first priority.
3rd change:
The following highlighted content are added according to the lates SA6 progress:
Table 8.5.8.3.4-1: PIN Management PINE leave from PIN request
	Information element
	Status
	Description

	PIN ID
	M
	Identifier of the PIN that wants to leave from.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	PIN client ID
	M
	The PIN client ID of PINE

	UE Identifier
	M
	The identifier of the hosting UE (i.e. GPSI or identity token) or the PIN client ID of PEMC



The above should be addressed in stage-3.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 24.583 v0.3.0.
3. Revision history
1. IETF RFC 7231 [4] -> IETF RFC 9110 [4].

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc144307531][bookmark: _Toc144307535]5.4.7.4.1	PEAE-C procedure
When the PEAE-C needs to leave a PIN via the PMAE-C, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PEAE-C:
a)	shall set the Request-URI to the URI of PMAE-C;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in the <pinapp-info> root element and within the <pin-management-pine-leave-request> element:
1)	shall include a <pin-id> element set to the identity of the PIN to leave;
2)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for a PIN service; and
3)	shall include a <ue-id> element set to the identity of the PEAE-C; and.
4)	shall include a <target-pemc-id> element set to the identity of the target PMAE-C.
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-accept> element in the <pinapp-info> root element,
the PEAE-C shall consider that it has successfully left the PIN. 
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element,
the PEAE-C shall consider the request of leaving the PIN is rejected by the PMAE-C.
* * * Next Change * * * *
[bookmark: _Toc144307534]5.4.7.5.1	PEAE-C procedure
When the PEAE-C needs to leave a PIN via the PGAE-C, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PEAE-C:
a)	shall set the Request-URI to the URI of PGAE-C;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in the <pinapp-info> root element and within the <pin-management-pine-leave-request> element:
1)	shall include a <pin-id> element set to the identity of the PIN to leave;
2)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for a PIN service; and
3)	shall include a <ue-id> element set to the identity of the PEAE-C; and
4)	shall include a <target-pemc-id> element set to the identity of the target PMAE-C.
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-accept> element in the <pinapp-info> root element,
the PEAE-C shall consider that it has successfully left the PIN. 
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element,
the PEAE-C shall consider the request of leaving the PIN is rejected by the PMAE-C.
* * * Next Change * * * *
5.4.7.5.2	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-request> element in the <pinapp-info> root element,
the PGAE-S shall verify whether the PEAE-C is authorized to leave the PIN or not. 
If the PEAE-C is authorized to leave into the PIN, the PGAE-C shall eitherperform one of the following in decreasing order:
a)	if the direct connection between PMAE-C and PGAE-C is available, the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the URI of the PMAE-C; 
b)	if:
1)	the direct connection between PMAE-C and PGAE-C is not available; and
2)	the PIN communication with the PMAE-C is available,
	the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the URI of the PMAE-C; andor
bc)	if:
1)	the direct connection between PMAE-C and PGAE-C is not available; and
2)	the PIN communication with the PMAE-C is not available,
	the PGAE-C shall forward the received HTTP POST request message with changing the Request-URI to the URI of the PAE-S.;
[bookmark: _Hlk145001309]Editor's note: The case that PEAE-C is not authorized to leave the PIN is FFS.
If the PEAE-C is not authorized to leave the PIN, the PGAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the 403 (Forbidden) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element and within the <pin-management-pine-leave-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PEAE-C requested leaving a PIN failure; and
b)	send the HTTP 403 (Forbidden) response towards the PEAE-C.
Upon reception of either of the following:
a)	an HTTP 200 (OK) response message containing:
1)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-accept> element in the <pinapp-info> root element, or
b)	an HTTP 403 (Forbidden) response message containing:
1)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-management-pine-leave-reject> element in the <pinapp-info> root element,
the PGAE-C shall forward the received HTTP 200 (OK) response or the received HTTP 403 (Forbidden) response message to the PEAE-C. 

* * * End of Changes * * * *
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