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[bookmark: _Hlk118471422]***** First change *****
[bookmark: _Toc146295302]5.5.4	Authentication and key agreement procedure for 5G ProSe UE-to-network relay and 5G ProSe UE-to-UE relay
[bookmark: _Toc146295303]5.5.4.1	General
The purpose of the authentication and key agreement procedure: 
a)	for 5G ProSe UE-to-network relay, is to perform the authentication for 5G ProSe remote UE initiated by the 5G ProSe UE-to-network relay UE and to agree on the KAUSF_P and KNR_ProSe when the security for 5G ProSe communication via 5G ProSe UE-to-network relay is performed over control plane as specified in 3GPP TS 33.503 [56].; or
b)	for 5G ProSe UE-to-UE relay, is to perform the authentication for 5G ProSe end UE initiated by the 5G ProSe UE-to-UE relay UE and to agree on the KAUSF_P and KNR_ProSe when the security for 5G ProSe communication via 5G ProSe UE-to-UE relay is performed over control plane as specified in 3GPP TS 33.503 [56].
The procedure as shown in figure 5.5.4.1.1 is initiated by the UE when the UE receives the ProSe direct link establishment request including the SUCI or the CP-PRUK ID of :
a)	the 5G ProSe remote UE from the 5G ProSe remote UE; or
b)	the 5G ProSe end UE from the 5G ProSe end UE, 
for establishing secure PC5 unicast link as specified in 3GPP TS 24.554 [19E].
If the network decides to process the relay key request message, the EAP based authentication and key agreement procedure is initiated and controlled by the network. The exchanges of EAP messages between :
a)	the 5G ProSe remote UE and the network; or
b)	the 5G ProSe end UE and the network, 
are relayed by the UE.



Figure 5.5.4.1.1: Authentication and key agreement procedure for 5G ProSe UE-to-network relay and 5G ProSe UE-to-UE relay
[bookmark: _Toc42897391][bookmark: _Toc43398906][bookmark: _Toc51771985][bookmark: _Toc98408504][bookmark: _Toc146295304]***** Next change *****
5.5.4.2	ProSe relay transaction identity (PRTI)
Upon receiving a ProSe direct link establishment request from a 5G ProSe remote UE or a 5G ProSe end UE for establishing a secure PC5 unicast link as specified in 3GPP TS 24.554 [19E], the UE shall allocate an available PRTI value for the authentication and key agreement procedure for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay and associate this PRTI value with the 5G ProSe remote UE or the 5G ProSe end UE.
The UE shall release the PRTI value allocated to the authentication and key agreement procedure for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay when the authentication and key agreement procedure for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay completes or is aborted.
[bookmark: _Toc146295305]***** Next change *****
5.5.4.3	UE-initiated authentication and key agreement procedure initiation
Upon receiving a ProSe direct link establishment request from the 5G ProSe remote UE or the 5G ProSe end UE including the SUCI or the CP-PRUK ID of the 5G ProSe remote UE or the 5G ProSe end UE, for establishing a secure PC5 unicast link as specified in 3GPP TS 24.554 [19E] when the security for 5G ProSe communication via 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay is performed over control plane as specified in 3GPP TS 33.503 [56], the UE shall:
a)	allocate a PRTI value as specified in subclause 5.5.4.2;
b)	create a RELAY KEY REQUEST message;
c)	set the PRTI IE of the RELAY KEY REQUEST message to the allocated PRTI value;
d)	set the relay key request parameters IE of the RELAY KEY REQUEST message with SUCI or the CP-PRUK ID, relay service code, and nonce_1 received from the of the 5G ProSe remote UE or the 5G ProSe end UE;
e)	send the RELAY KEY REQUEST message; and
f)	start the timer T3527 upon sending the RELAY KEY REQUEST message.
***** Next change *****
[bookmark: _Toc146295306]5.5.4.4	UE-initiated authentication and key agreement procedure accepted by the network
Upon receiving the RELAY KEY REQUEST message, the AMF processes the message and interacts with the AUSF of the 5G ProSe remote UE or the 5G ProSe end UE as specified in 3GPP TS 33.503 [56]. If EAP-AKA' authentication for the 5G ProSe remote UE or the 5G ProSe end UE is initiated by the network, the AMF shall:
a)	create a RELAY AUTHENTICATION REQUEST message;
b)	set the PRTI IE of the RELAY AUTHENTICATION REQUEST message to the PRTI value of the received RELAY KEY REQUEST message;
c)	set the EAP message IE of the RELAY AUTHENTICATION REQUEST message to EAP request message received from the AUSF; and
d)	send the RELAY AUTHENTICATION REQUEST message to the UE.
Upon receiving the RELAY AUTHENTICATION REQUEST message, the UE stops the timer T3527 and forwards the EAP message to the 5G ProSe remote UE or the 5G ProSe end UE as specified in 3GPP TS 24.554 [19E].
Upon receiving the EAP response message from the 5G ProSe remote UE or the 5G ProSe end UE as specified in 3GPP TS 24.554 [19E], the UE shall:
a)	create a RELAY AUTHENTICATION RESPONSE message;
b)	set the PRTI IE of the RELAY AUTHENTICATION RESPONSE message to the PRTI value of the received RELAY AUTHENTICATION REQUEST message;
c)	set the EAP message IE of the RELAY AUTHENTICATION RESPONSE message to EAP response message received from the 5G ProSe remote UE or the 5G ProSe end UE; and
d)	start a timer T3527 upon sending the RELAY AUTHENTICATION RESPONSE message to the AMF.
After receiving the RELAY AUTHENTICATION RESPONSE message, the AMF may send a new RELAY AUTHENTICATION REQUEST message carrying EAP request message according to further handling of EAP-AKA' authentication from the AUSF as specified in 3GPP TS 33.503 [56]. The UE repeats the handling of the RELAY AUTHENTICATION REQUEST message as described above.
Upon receiving the message from the AUSF that the authentication is successful, the AMF shall:
a)	create a RELAY KEY ACCEPT message;
b)	set the PRTI IE of the RELAY KEY ACCEPT message to the PRTI value of the RELAY KEY REQUEST message;
c)	include the EAP message IE of the RELAY KEY ACCEPT message set to EAP-success message received from the AUSF, if any;
d)	include the relay key response parameters IE of the RELAY KEY ACCEPT message set to KNR_ProSe and nonce_2 received from AUSF; and
e)	include the CP-PRUK ID in the relay key response parameters IE of the RELAY KEY ACCEPT message.
Upon receiving the RELAY KEY ACCEPT message, the UE shall forward the EAP-success message, if any, and nonce_2 to the 5G ProSe remote UE or the 5G ProSe end UE as specified in 3GPP TS 24.554 [19E], and consider the authentication as completed successfully. The UE shall store the CP-PRUK ID to be used in the remote UE report procedure as specified in subclause 6.6.2.2.
[bookmark: _Toc146295308]***** Next change *****
5.5.4.6	Abnormal cases in the UE
The following abnormal cases in the UE can be identified:
a)	Transmission failure of RELAY KEY REQUEST message or RELAY KEY AUTHENTICATION RESPONSE message indication from lower layers.
	The UE shall abort the authentication and key agreement procedure for 5G ProSe UE-to-network relay and perform the PC5 signalling protocol procedure as specified in subclause 7.2.2.5 of 3GPP 24.554 [19E].
b)	Expiry of timer T3527.
	The UE shall, on the first expiry of the timer T3527, retransmit the RELAY KEY REQUEST message or the RELAY KEY AUTHENTICATION RESPONSE message and shall reset and start timer T3527. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3527, the procedure shall be aborted.
c)	Collision between the authentication and key agreement procedure for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay and de-registration procedure.
	The UE shall abort the authentication and key agreement procedure for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay, proceed with the network initiated de-registration procedure, and perform the PC5 signalling protocol procedure as specified in subclause 7.2.2.5 of 3GPP 24.554 [19E].
[bookmark: _Toc146295309]***** Next change *****
5.5.4.7	Abnormal cases on the network side
The following abnormal cases on the network side can be identified:
a)	Lower layer failure before the RELAY KEY AUTHENTICATION RESPONSE message is received.
	The network shall abort the authentication and key agreement procedure for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay.
b)	Collision between the authentication and key agreement procedure for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay and de-registration procedure.
	The network shall abort the authentication and key agreement procedure for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay and proceed with the UE-initiated de-registration procedure.
c)	Collision between the authentication and key agreement procedure for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay and other 5GMM procedures other than in item b.
	The network shall progress both procedures.
***** Next change *****
[bookmark: _Toc91599701][bookmark: _Toc146295832]8.2.34.1	Message definition
The RELAY KEY REQUEST message is sent by the UE to the AMF for initiation of PC5 keys establishment with the 5G ProSe remote UE or the 5G ProSe end UE as specified in 3GPP TS 33.503 [56]. See table 8.2.34.1.
Message type:	RELAY KEY REQUEST
Significance:	dual
Direction:	UE to network
Table 8.2.34.1: RELAY KEY REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Relay key request message identity
	Message type
9.7
	M
	V
	1

	
	PRTI
	ProSe relay transaction identity
9.11.3.88
	M
	V
	1

	
	Relay key request parameters
	Relay key request parameters
9.11.3.89
	M
	LV
	22-65537



[bookmark: _Hlk146797106]***** Next change *****
[bookmark: _Toc146295839]8.2.37.1	Message definition
The RELAY AUTHENTICATION REQUEST message is sent by the network to the UE to initiate authentication of the 5G ProSe remote UE or the 5G ProSe end UE as specified in 3GPP TS 33.503 [56]. See table 8.2.37.1.
Message type:	RELAY AUTHENTICATION REQUEST
Significance:	dual
Direction:	Network to UE
Table 8.2.37.1: RELAY AUTHENTICATION REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Relay authentication request message identity
	Message type
9.7
	M
	V
	1

	
	PRTI
	ProSe relay transaction identity
9.11.3.88
	M
	V
	1

	
	EAP message
	EAP message
9.11.2.2
	M
	LV-E
	7-1503



***** Next change *****
[bookmark: _Toc146295841]8.2.38.1	Message definition
The RELAY AUTHENTICATION RESPONSE message is sent by the UE to the network to forward the authentication response from the 5G ProSe remote UE or the 5G ProSe end UE as specified in 3GPP TS 33.503 [56]. See table 8.2.38.1.
Message type:	RELAY AUTHENTICATION RESPONSE
Significance:	dual
Direction:	UE to network
Table 8.2.38.1: RELAY AUTHENTICATION RESPONSE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Relay authentication response message identity
	Message type
9.7
	M
	V
	1

	
	PRTI
	ProSe relay transaction identity
9.11.3.88
	M
	V
	1

	
	EAP message
	EAP message
9.11.2.2
	M
	LV-E
	6-1502



***** Next change *****
[bookmark: _Toc146296135]9.11.3.88	ProSe relay transaction identity
The purpose of the ProSe relay transaction identity (PRTI) information element is to uniquely identify an authentication and key agreement procedure for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay. The PRTI allows distinguishing up to 254 different bi-directional messages.
The ProSe relay transaction identity information element is coded as shown in figure 9.11.3.88.1 and table 9.11.3.88.1.
The ProSe relay transaction identity is a type 3 information element with a length of 2 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	ProSe relay transaction identity IEI
	octet 1

	ProSe relay transaction identity value
	octet 2


Figure 9.11.3.88.1: ProSe relay transaction identity information element
Table 9.11.3.88.1: ProSe relay transaction identity information element
	

	ProSe relay transaction identity value (octet 2)

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	No ProSe relay transaction identity assigned

	0
	0
	0
	0
	0
	0
	0
	1
	
	\

	to
	
	} ProSe relay transaction identity value

	1
	1
	1
	1
	1
	1
	1
	0
	
	/

	1
	1
	1
	1
	1
	1
	1
	1
	
	Reserved

	
	
	
	
	
	
	
	
	
	



[bookmark: _Hlk146797562]***** Next change *****
[bookmark: _Toc146296136]9.11.3.89	Relay key request parameters
The purpose of the relay key request parameters information element is to transport the parameters of the key request for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay as specified in 3GPP TS 33.503 [56].
The relay key request parameters information element is coded as shown in figure 9.11.3.89.1, figure 9.11.3.89.2 and table 9.11.3.89.1.
The relay key request parameters is a type 6 information element.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Relay key request parameters IEI
	octet 1

	Length of Relay key request parameters
	octet 2
octet 3

	
Relay service code
	octet 4

octet 6

	
Nonce_1
	octet 7

octet 22

	
Remote UE identity
	octet 23

octet n


Figure 9.11.3.89.1: Relay key request parameters information element
	8
	7
	6
	5
	4
	3
	2
	1
	

	[bookmark: _Hlk107846183]0
spare
	0
spare
	0
spare
	0
spare
	0
spare
	0
spare
	0
spare
	RUIT
	octet 23

	
Remote UE ID
	octet 23+1

octet n


Figure 9.11.3.89.2: Remote UE identity
Table 9.11.3.89.1: Relay key request parameters information element
	Relay service code (octet 4 to 6)
The relay service code contains 24-bit relay service code as defined in 3GPP TS 24.554 [19E].

Nonce_1 (octet 7 to 22)
Nonce_1 is the 128-bit nonce value as defined in 3GPP TS 24.554 [19E].

Remote UE ID type (RUIT) (octet 23, bit 1)
Bit
1
0	SUCI
1	CP-PRUK ID

Remote UE ID (octet 23+1 to n)
Remote UE ID indicates the value of the 5G ProSe remote UE identity or the 5G ProSe end UE identity.
If the Remote UE ID type is set to SUCI, the Remote UE ID is coded as 5GS mobile identity IE starting from octet 2 with the Type of identity set to "SUCI" (see subclause 9.11.3.4).
If the Remote UE ID type is set to CP-PRUK ID, the Remote UE ID is coded as the CP-PRUK ID as defined in 3GPP TS 33.503 [56].



***** Next change *****
[bookmark: _Toc146296137]9.11.3.90	Relay key response parameters
The purpose of the relay key response parameters information element is to transport the parameters of the key response for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay as specified in 3GPP TS 33.503 [56].
The relay key response parameters information element is coded as shown in figure 9.11.3.90.1 and table 9.11.3.90.1.
The relay key response parameters is a type 6 information element.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Relay key response parameters IEI
	octet 1

	Length of Relay key response parameters
	octet 2
octet 3

	
Key KNR_ProSe
	octet 4

octet 35

	
Nonce_2
	octet 36

octet 51

	
CP-PRUK ID
	octet 52

octet m


Figure 9.11.3.90.1: Relay key response parameters information element
Table 9.11.3.90.1: Relay key response parameters information element
	Key KNR_ProSe (octet 5 to 35)
Key KNR_ProSe contains a 256-bit root key that is established between the two entities that communicating using NR PC5 unicast link as defined in 3GPP TS 33.503 [56].

Nonce_2 (octet 36 to 51)
Nonce_2 is the 128-bit nonce value as defined in 3GPP TS 24.554 [19E].

CP-PRUK ID (octet 52 to m)
The CP-PRUK ID is defined in 3GPP TS 33.503 [56].




***** End of changes *****
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