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[bookmark: _Hlk118471422]***** First change *****
[bookmark: _Toc20232620][bookmark: _Toc27746713][bookmark: _Toc36212895][bookmark: _Toc36657072][bookmark: _Toc45286736][bookmark: _Toc51948005][bookmark: _Toc51949097][bookmark: _Hlk146638404]5.4.1.2.5.2	EAP result message transport procedure initiation by the network
In order to initiate the EAP result message transport procedure, the AMF shall create an AUTHENTICATION RESULT message or an AUTHENTICATION REJECT message.
The AMF shall set the EAP message IE of the AUTHENTICATION RESULT message to an EAP-success message or an EAP-failure message to be sent to the UE. If the AUTHENTICATION RESULT message is provided to a 5G-RG that is acting on behalf of an AUN3 device and the EAP message IE is set to an EAP-success message, the AMF shall include the AUN3 device security key IE in the AUTHENTICATION RESULT message with its value set to:
a)	the Master session key, if the AUN3 device does not support 5G key hierarchy; or IE 
b)	the KWAGF key, if the AUN3 device supports 5G key hierarchy.
in the AUTHENTICATION RESULT messageNOTE:	The network is aware from the AUN3 device subscription data in UDM whether the AUN3 device supports 5G key hierarchy or not as specified in subclause 7B.7 of 3GPP TS 33.501 [24].
The AMF shall set the EAP message IE of the AUTHENTICATION REJECT message to an EAP-failure message to be sent to the UE. The AMF shall set the ngKSI IE of the AUTHENTICATION RESULT message or the AUTHENTICATION REJECT message to the ngKSI value selected in subclause 5.4.1.2.2.2, subclause 5.4.1.2.3.1 or subclause 5.4.1.2.3A.1.
The AMF shall send the AUTHENTICATION RESULT message or the AUTHENTICATION REJECT message to the UE (see example in figure 5.4.1.2.5.2.1).


Figure 5.4.1.2.5.2.1: EAP result message transport procedure
Upon receipt of an AUTHENTICATION RESULT message or an AUTHENTICATION REJECT message with the EAP message IE, the UE handles the EAP message received in the EAP message IE and the ABBA if received of the AUTHENTICATION RESULT message or in the AUTHENTICATION REJECT message, and the 5G-RG that is acting on behalf of an AUN3 device handles the AUN3 device security key Master session key IE if received in the AUTHENTICATION RESULT message.
***** Next change *****
[bookmark: _Toc20232631][bookmark: _Toc27746724][bookmark: _Toc36212906][bookmark: _Toc36657083][bookmark: _Toc45286747][bookmark: _Toc51948016][bookmark: _Toc51949108][bookmark: _Toc146295216]5.4.2.2	NAS security mode control initiation by the network
The AMF initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3560 (see example in figure 5.4.2.2).
The AMF shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:
a)	to take into use the security context created after a successful execution of the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure; or
b)	upon receipt of REGISTRATION REQUEST message, if the AMF needs to create a mapped 5G NAS security context (i.e. the type of security context flag is set to "mapped security context" in the ngKSI IE included in the SECURITY MODE COMMAND message).
The AMF shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the 5G NAS integrity key based on KAMF or mapped K'AMF indicated by the ngKSI included in the message. The AMF shall set the security header type of the message to "integrity protected with new 5G NAS security context".
The AMF shall create a locally generated KAMF and send the SECURITY MODE COMMAND message including an ngKSI value in the ngKSI IE set to "000" and 5G-IA0 and 5G-EA0 as the selected NAS security algorithms only when the security mode control procedure is initiated:
a)	during an initial registration procedure for emergency services if no valid 5G NAS security context is available;
b)	during a registration procedure for mobility and periodic registration update for a UE that has an emergency PDU session if no valid 5G NAS security context is available;
c)	during a service request procedure for a UE that has an emergency PDU session if no valid 5G NAS security context is available; or
d)	after a failed primary authentication and key agreement procedure for a UE that has an emergency PDU session or is establishing an emergency PDU session, if continued usage of a valid 5G NAS security context is not possible.
When the AMF sends the SECURITY MODE COMMAND message including an ngKSI value in the ngKSI IE set to "000" and 5G-IA0 and 5G-EA0 as the selected NAS security algorithms, if:
a)	the AMF supports N26 interface;
b)	the UE set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message; and
c)	the security mode control procedure is initiated during an initial registration procedure for emergency services, during a registration procedure for mobility and periodic registration update for a UE that has an emergency PDU session, or during a service request procedure for a UE that has an emergency PDU session,
the SECURITY MODE COMMAND message shall also include the Selected EPS NAS security algorithms IE. The selected EPS NAS security algorithms shall be set to EIA0 and EEA0.
The UE shall process a SECURITY MODE COMMAND message including an ngKSI value in the ngKSI IE set to "000" and 5G-IA0 and 5G-EA0 as the selected NAS security algorithms and, if accepted, create a locally generated KAMF when the security mode control procedure is initiated:
a)	during an initial registration procedure for emergency services;
b)	during a registration procedure for mobility and periodic registration update for a UE that has an emergency PDU session;
c)	during a service request procedure for a UE that has an emergency PDU session; or
d)	after a primary authentication and key agreement procedure for a UE that has an emergency PDU session or is establishing an emergency PDU session.
NOTE 1:	The process for creation of the locally generated KAMF by the AMF and the UE is implementation dependent. The KAMF is specified in 3GPP TS 33.501 [24].
Upon receipt of a REGISTRATION REQUEST message, if the AMF does not have the valid current 5G NAS security context indicated by the UE, the AMF shall either:
a)	indicate the use of the new mapped 5G NAS security context to the UE by setting the type of security context flag in the ngKSI IE to "mapped security context" and the KSI value related to the security context of the source system; or
b)	set the ngKSI value to "000" in the ngKSI IE if the AMF sets 5G-IA0 and 5G-EA0 as the selected NAS security algorithms for a UE that has an emergency PDU session.
Upon receipt of a REGISTRATION REQUEST message, if the AMF has the valid current 5G NAS security context indicated by the UE, the AMF supports N26 interface and the UE set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message and the UE is not registered for disaster roaming services, the AMF shall check whether the selected EPS NAS security algorithms was successfully provided to the UE. If not, the AMF shall initiate the NAS security mode control procedure by sending a SECURITY MODE COMMAND message with the Selected EPS NAS security algorithms IE to the UE.
While having a current mapped 5G NAS security context with the UE, if the AMF needs to take the native 5G NAS security context into use, the AMF shall include the ngKSI that indicates the native 5G NAS security context in the SECURITY MODE COMMAND message.
The AMF shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS and RRC integrity, and other possible target network security capabilities, i.e. E-UTRAN if the UE included them in the message to network), the selected 5GS ciphering and integrity algorithms and the ngKSI.
If a UE is already registered over one access to a PLMN and the AMF decides to skip primary authentication and key agreement procedure when the UE attempts to register over the other access to the same PLMN, the AMF shall take into use the UE's current 5G NAS security context over the other access that the UE is registering. In this case, SECURITY MODE COMMAND message is not sent to the UE.
If the UE is registered to the same AMF and the same PLMN over both 3GPP access and non-3GPP access, and the UE is in 5GMM-CONNECTED mode over both the 3GPP and non-3GPP accesses, then at any time the primary authentication and key agreement procedure has successfully completed over:
a)	the 3GPP access, the AMF includes the ngKSI in the SECURITY MODE COMMAND message over the 3GPP access. When the AMF sends the SECURITY MODE COMMAND message to UE over the non-3GPP access to take into use the new 5G NAS security context, the AMF shall include the same ngKSI in the SECURITY MODE COMMAND message to identify the new 5G NAS security context; or
b)	the non-3GPP access, the AMF includes the ngKSI in the SECURITY MODE COMMAND message over the non-3GPP access. When the AMF sends the SECURITY MODE COMMAND message to UE over the 3GPP access to take into use the new 5G NAS security context, the AMF shall include the same ngKSI in the SECURITY MODE COMMAND message to identify the new 5G NAS security context.
The AMF may initiate a SECURITY MODE COMMAND in order to change the 5G security algorithms for a current 5G NAS security context already in use. The AMF re-derives the 5G NAS keys from KAMF with the new 5G algorithm identities as input and provides the new 5GS algorithm identities within the SECURITY MODE COMMAND message. The AMF shall set the security header type of the message to "integrity protected with new 5G NAS security context".
If, during an ongoing registration procedure, the AMF is initiating a SECURITY MODE COMMAND (i.e. after receiving the REGISTRATION REQUEST message, but before sending a response to that message) and:
a)	the REGISTRATION REQUEST message does not successfully pass the integrity check at the AMF; or
b)	the AMF can not decipher the value part of the NAS message container IE in the REGISTRATION REQUEST message;
the AMF shall include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message requesting the UE to send the entire REGISTRATION REQUEST message in the SECURITY MODE COMPLETE message as described in 3GPP TS 33.501 [24].
If, during an ongoing deregistration procedure, the AMF is initiating a SECURITY MODE COMMAND (i.e. after receiving the DEREGISTRATION REQUEST message, but before sending a response to that message) and:
a)	the DEREGISTRATION REQUEST message does not successfully pass the integrity check at the AMF; or
b)	the AMF can not decipher the value part of the NAS message container IE in the DEREGISTRATION REQUEST message;
the AMF shall include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message requesting the UE to send the entire DEREGISTRATION REQUEST message in the SECURITY MODE COMPLETE message as described in 3GPP TS 33.501 [24].
NOTE 2:	The AMF uses the UE security capability which was provided by the UE.
If, during an ongoing service request procedure for a UE with an emergency PDU session, the AMF is initiating a SECURITY MODE COMMAND (i.e. after receiving the SERVICE REQUEST message or the CONTROL PLANE SERVICE REQUEST message, but before sending a response to that message) and the SERVICE REQUEST message or the CONTROL PLANE SERVICE REQUEST message does not successfully pass the integrity check at the AMF, the AMF shall include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message requesting the UE to send the entire:
a)	SERVICE REQUEST message; or
b)	CONTROL PLANE SERVICE REQUEST message excluding non-cleartext IEs, except the Uplink data status IE if needed (see subclause 5.4.2.3);
in the SECURITY MODE COMPLETE message as described in 3GPP TS 33.501 [24].
Additionally, the AMF may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.
If the AMF supports N26 interface and the UE set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message and the AMF needs to provide the selected EPS NAS security algorithms to the UE, the AMF shall select ciphering and integrity algorithms to be used in the EPS and indicate them to the UE via the Selected EPS NAS security algorithms IE in the SECURITY MODE COMMAND message.
NOTE 3:	The AS and NAS security capabilities are the same, i.e. if the UE supports one algorithm for NAS, the same algorithm is also supported for AS.
If the AMF performs horizontal key derivation e.g. during the mobility and periodic registration update or when the UE is already registered in the PLMN with another access type as described in 3GPP TS 33.501 [24], the AMF shall include horizontal derivation parameter in the SECURITY MODE COMMAND message.
If the security mode control procedure is initiated after successful EAP based primary authentication and key agreement procedure and the security mode control procedure intends to bring into use the partial native 5G NAS security context created by the EAP based primary authentication and key agreement procedure, the AMF shall set the EAP message IE of the SECURITY MODE COMMAND message to an EAP-success message to be sent to the UE. If the SECURITY MODE COMMAND message is provided to a 5G-RG that is acting on behalf of an AUN3 device and the EAP message IE is set to an EAP-success message, the AMF shall include the AUN3 device security key Master session key IE in the SECURITY MODE COMMAND message with its value set to:
a)	the Master session key, if the AUN3 device does not support 5G key hierarchy; or
b)	the KWAGF key, if the AUN3 device supports 5G key hierarchy.
NOTE 4:	The network is aware from the AUN3 device subscription data in UDM whether the AUN3 device supports 5G key hierarchy or not as specified in subclause 7B.7 of 3GPP TS 33.501 [24].


Figure 5.4.2.2: Security mode control procedure
***** Next change *****
[bookmark: _Toc20232890][bookmark: _Toc27746994][bookmark: _Toc36213178][bookmark: _Toc36657355][bookmark: _Toc45287020][bookmark: _Toc51948289][bookmark: _Toc51949381][bookmark: _Toc146295524]8.2.3.1	Message definition
The AUTHENTICATION RESULT message is sent by the AMF to the UE to provide result of EAP authentication of the UE identity. See table 8.2.3.1.1.
Message type:	AUTHENTICATION RESULT
Significance:	dual
Direction:	network to UE
Table 8.2.3.1.1: AUTHENTICATION RESULT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Authentication result message identity
	Message type
9.7
	M
	V
	1

	
	ngKSI 
	NAS key set identifier
9.11.3.32
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	EAP message
	EAP message
9.11.2.2
	M
	LV-E
	6-1502

	38
	ABBA
	ABBA
9.11.3.10
	O
	TLV
	4-n

	55
	AUN3 device security keyMaster session key
	AUN3 device security keyMaster session key
9.11.3.107
	O
	TLV
	36-n66



NOTE:	It is possible for AMFs compliant with version 18.3.0 or 18.3.1 of this specification to send the AUN3 device security key IE with a fixed length of 66 octets.

***** Next change *****
[bookmark: _Toc139050384][bookmark: _Toc146295526]8.2.3.3	AUN3 device security keyMaster session key
This IE shall be included when the AUTHENTICATION RESULT message is provided to a 5G-RG that is acting on behalf of an AUN3 device if the EAP message IE is set to an EAP-success message.

***** Next change *****
[bookmark: _Toc20233049][bookmark: _Toc27747160][bookmark: _Toc36213351][bookmark: _Toc36657528][bookmark: _Toc45287199][bookmark: _Toc51948473][bookmark: _Toc51949565][bookmark: _Toc146295791]8.2.25.1	Message definition
The SECURITY MODE COMMAND message is sent by the AMF to the UE to establish NAS signalling security. See table 8.2.25.1.1.
Message type:	SECURITY MODE COMMAND
Significance:	dual
Direction:	network to UE
Table 8.2.25.1.1: SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type
9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Security mode command message identity
	Message type
9.7
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms
9.11.3.34
	M
	V
	1

	
	ngKSI
	NAS key set identifier
9.11.3.32
	M
	V
	1/2

	
	Spare half octet
	Spare half octet
9.5
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability
9.11.3.54
	M
	LV
	3-9

	E-
	IMEISV request
	IMEISV request
9.11.3.28
	O
	TV
	1

	57
	Selected EPS NAS security algorithms
	EPS NAS security algorithms
9.11.3.25
	O
	TV
	2

	36
	Additional 5G security information
	Additional 5G security information
9.11.3.12
	O
	TLV
	3

	78
	EAP message
	EAP message
9.11.2.2
	O
	TLV-E
	7-1503

	38
	ABBA
	ABBA
9.11.3.10
	O
	TLV
	4-n

	19
	Replayed S1 UE security capabilities
	S1 UE security capability
9.11.3.48A
	O
	TLV
	4-7

	55
	AUN3 device security keyMaster session key
	AUN3 device security keyMaster session key
9.11.3.107
	O
	TLV
	36-n66



NOTE:	It is possible for AMFs compliant with version 18.3.0 or 18.3.1 of this specification to send the AUN3 device security key IE with a fixed length of 66 octets.

***** Next change *****
[bookmark: _Toc139050650][bookmark: _Toc146295799]8.2.25.9	AUN3 device security keyMaster session key
This IE shall be included when the SECURITY MODE COMMAND message is provided to a 5G-RG that is acting on behalf of an AUN3 device if the EAP message IE is set to an EAP-success message.
***** Next change *****
[bookmark: _Toc139050890][bookmark: _Toc146296153]9.11.3.107	Master session keyAUN3 device security key
The purpose of the AUN3 device security key Master session key information element is to provide the Master sessionsecurity keys to the 5G-RG that is acting on behalf of an AUN3 device.
The AUN3 device security key Master session key information element is coded as shown in figure 9.11.3.107.1 and table 9.11.3.107.1.
The AUN3 device security key Master session key is a type 4 information element with a minimum length of 3666 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	AUN3 device security keyMaster session key IEI
	octet 1

	Length of AUN3 device security key Master session key content
	octet 2

	0
	0
	0
	0
	0
	0
	ASKI
	octet 3

	Spare
	
	

	Length of key content
	octet 4

	
Master session Kkey content
	octet 53

octet 66n


Figure 9.11.3.107.1: AUN3 device security keyMaster session key information element
Table 9.11.3.107.1: AUN3 device security keyMaster session key information element
	AUN3 device security key indication (ASKI) (bits 1 and 2 of octet 3)

	The ASKI indicates which AUN3 device security key is included in the IE.
Bits

	2
	1
	

	0
	1
	Master session key is included

	1
	0
	KWAGF key is included

	All other values are spare. If received, they shall be ignored.

	

	Master session Kkey content (octets 53 to -n66):
If ASKI is set to "Master session key included", the Key content Indicates contains the value of the Master session key value as defined in annex Z of 3GPP TS 33.501 [24]. If ASKI is set to "KWAGF key included", the Key content contains the value of the KWAGF key as defined in 3GPP TS 33.501 [24].
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