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1. Introduction
In CT1#143 meeting held in Gothenburg in August 2023, multiple alternative proposals on the encoding of the connection capabilities or URSP rule enforcement report information which is to be included in the PDU SESION ESTABLISHMENT REQUEST or the PDU SESION MODIFICATION REQUEST messages. The author would like to analyze the relevant requirements in the stage 2, and would like to propose a way forwards based on our observations.

2. Discussion
In CT1#143 meeting, there were two alternative proposals discussed during the meeting, which are:
· Alt 1. C1-235336 and its revisions, proposed by China Mobile, Ericsson and China Southern Power Grid.
· Alt 2. C1-235557 and its revisions, proposed by Google Inc.
In the first round of discussion, the main arguing points are on the name of new IE (connection capabilities vs URSP rule enforcement report) and whether additional octet is needed to indicate the inclusion of specific information. While these differences can be compromised, a new point arose during the offline discussion, which is on the inclusion of multiple reports in a single 5GSM message. This is based on the stage 2 requirements captured in TS 23.503 as follows:
	TS 23.503 v18.3.0, clause 6.6.2.4
(…)
If the UE enforces several URSP rules for multiple applications, and these multiple applications' traffic are all associated to this PDU session, in order to reduce the number of uplink NAS messages, the UE may include more than one URSP rule enforcement report in one PDU Session Modification Request to 5GC (see clause 4.3.3.2 of TS 23.502 [3]).
(…)



What need to be reported from the UE for the PCF is captured in several places in TS 23.503, which is connection capabilities contained in the TD field of the rule, and nothing else.
	TS 23.503 v18.3.0, clause 6.1.3.5
(…)
The UE reporting Connection Capabilities from associated URSP rule trigger indicates to the SMF that when a UE includes Connection Capabilities in the PDU Session Establishment Request or PDU Modification Request, the SMF shall forward this information to the PCF as described in clause 6.6.2.4, if the PCRT is set in the SMF.
(…)
clause 6.1.3.18
(…)
A request to forward UE reporting Connection Capabilities from an associated URSP rule triggers the reporting when the PCF receives UE reporting of URSP rule enforcement information from the SMF matching specific Connection Capabilities (see clause 6.6.2.4). The request may include SUPI(s), DNN(s) and/or S-NSSAI(s) to which the request applies. The PCF includes the received Connection Capabilities and PDU session information including the allocated UE address/prefix, SUPI, UE requested DNN, Selected DNN, S-NSSAI, SSC Mode, Request-Type, Access Type, RSN, PDU Session Pair ID. The reception of a subscription to this event triggers the setting of the corresponding Policy Control Request Trigger to SMF, if not already subscribed.
(…)
clause 6.6.2.4
(…)
A UE supporting URSP rule enforcement reporting shall report URSP rule enforcement to the SMF if a URSP rule includes an indication for reporting URSP rule enforcement and if Connection Capabilities is in the TD (see clause 6.6.2.1), when:
-	the UE associates a newly detected application to a new PDU Session based on URSP evaluation result (see clause 6.6.2.3) for such a URSP rule, the UE shall include in the PDU Session Establishment Request (see clause 4.3.2.2.1 of TS 23.502 [3]) the Connection Capabilities contained in the Traffic descriptor of the associated URSP rule, or
-	the UE associates a newly detected application to an existing PDU Session based on URSP evaluation result (see clause 6.6.2.3) for such a URSP rule, the UE shall send a PDU Session Modification Request (see clause 4.3.3.2 of TS 23.502 [3]) including the Connection Capabilities contained in the Traffic descriptor of the associated URSP rule.
(…)



So as per current stage 2 requirements clearly specify that the connection capabilities are the only information to be provided by the UE for the rule enforcement report. Other information may be further provided by the SMF only if the information is available, as well as the UE reported information. 
	TS 23.503 v18.3.0, clause 6.1.6.1
(…)
The PCF for the UE may adjust the URSP rules when needed, based on the notified URSP rule enforcement information, which may include UE reported Connection Capabilities if available, PDU Session parameters if available, and detected application event if applicable.
(…)



Observation 1. The connection capabilities are the only information to be provided by the UE for the rule enforcement report.
If the PCF of the network wants to distinguish different rules reported by the UE, clearer identifier may be needed, which was actually proposed during the study phase by multiple solutions while it did not go forward for the conclusion. The evaluation on the relevant key issue (#2) clearly specified that:
	TR 23.700-85 v18.0.0, Clause 7.2
Most of the solution proposes that the UE provides the URSP ID or the URSP Precedence or includes the Application ID in the PDU Session Est. or Modification or in NAS signalling from UE to PCF. This may help the PCF to determine the RSD component that the UE used, potentially validate it and then provide PCC Rules with Session Management policies for the Traffic Descriptors. However, the PCF can also do this determination based on internal logic, such as checking the PDU Session Parameters provided at SM Policy Association Est./Mod. to identify the URSP Rule that the UE enforced.
Observation 2: The PCF can determine the URSP Rule used by the UE analysing the PDU Session parameters to find the candidate RSD(s) and the Traffic Descriptors. If the UE sends the URSP Rule ID, this will also be used in the process to identify the URSP Rule.



And the conclusion did not include those solutions with a specific identifier for each URSP rule, i.e. URSP ID. Although the conclusion, and also current normative stage 2, includes the feature of URSP rule enforcement report, it only includes connection capabilities as shown in the observation 1.
Observation 2. Current stage 2 requirements imply that only indirect assistance information such as connection capabilities should be provided as a UE’s report on the rule enforcement.
One of the reason that the conclusion did not consider the specific ID to be included is a potential issue on the privacy, i.e. the information on what the user is using can be leaked to the other entities. If a specific identifier for the rule is provided by the UE, it will definitely break the user’s privacy which is not desirable in general. Providing connection capabilities is a result of compromise during the study phase, and even has potential issue with privacy as well.
	TR 23.700-85, Clause 8.2
NOTE 6:	If SA WG3 feedbacks that it sees an issue with privacy and that it cannot be solved, work on UE assistance won't proceed. Feedback has been asked from SA WG3 and will be included regarding the following aspects:
-	Whether SA WG3 sees an issue with privacy regarding the UE sending information to the 5GC via NAS to identify an enforced URSP rule
-	Whether SA WG3 see an issue with user consent regarding the UE sending information to the 5GC via NAS to identify an enforced URSP rule that SA2 would need to consider and if yes, whether SA WG2 is correct to assume that details regarding user consent would fall under the scope of SA WG3 (e.g. FS_UC3S_Ph2)


In above quoted conclusion, the UE assistance implies the connection capabilities, and the more specific information such as URSP ID or App ID is not considered for this aspects. Unfortunately, SA3 failed to provide feedback on this aspect so far, but the author sees that clear differentiation between enforced rules should be avoided in terms of user's privacy.
Observation 3. Providing information on a specific rule or application can intrude user’s privacy.
So in conclusion, the author would like to argue that CT1 shall stick to the stage 2 conclusions that only connection capabilities are reported by the UE, not any additional information or assumption to be able to assist to figure out a specific rule of the report. It is clear that the conclusion and the current stage 2 assume that this can be done with internal logic assisted by “best-effort” additional information. So our proposal is that CT1 needs to define the encoding of the report only with a single list of the connection capabilities to be included in a single 5GSM message.
Proposal: URSP rule enforcement report should contain a single list of the connection capabilities per each 5GSM message, not per enforced rule.

3. Conclusions

Observation 1. The connection capabilities are the only information to be provided by the UE for the rule enforcement report.
Observation 2. Current stage 2 requirements imply that only indirect assistance information such as connection capabilities should be provided as a UE’s report on the rule enforcement.
Observation 3. Providing information on a specific rule or application can intrude user’s privacy.
Proposal: URSP rule enforcement report should contain a single list of the connection capabilities per each 5GSM message, not per enforced rule.

The actual change proposals against TS 24.501 is submitted under C1-237571 to this meeting.
