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1. Introduction
This p-CR provides content for general description on security for ranging and sidelink positioning.
2. Reason for Change
Security mechanisms are defined to provide protection for ranging and sidelink positioning UE discovery and ranging and sidelink positioning communication for ProSe capable UE in 3GPP TS 33.533. The security procedures defined for 5G ProSe UE-to-Network Relay communication in clause 6.3.3.2 of TS 33.503 are reused with the following modifications:
-	The SLPKMF instead of 5G PKMF is used to generate and provision the key materials for secure unicast direct communication of Ranging/SL Positioning services.
-	UE SLP Key Request/Response are used instead of ProSe Remote User Key Request/Response.
-	SL Positioning service identifier is used instead of RSC.
-	SLPK and SLPK ID are used instead of SLPK and SLPK ID.
-	SLP Key Request/Response are used instead of Key Request/Response.
-	KSLP is used instead of KNRP.
-	KDF of KSLP uses SL Positioning service identifier as input instead of RSC
So the procedure of SLP Key Request/Response is defined.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 24.514 v0.3.0.

[bookmark: _Toc132660978][bookmark: _Toc132660979]* * * First Change * * * *
x.3.1.1	Security for unicast direct communication over RSPP between the UEs
Editor’s Note:	This clause will provide description for security for unicast direct communication over RSPP between the UEs with 5G ProSe capable UE.
[bookmark: _Toc146712319]x.3.1.1.1	General
For ranging and sidelink positioning services provided by application providers, long-term credentials provided by applications are assumed available on the UE and the security procedures for unicast communication with long-term credentials are specified in clause x.3.2.
For Ranging/SL Positioning services provided by network operators, there are no long-term credentials provided by applications on the UE. The security procedures for ranging and sidelink positioning services provided by network include the 5G ProSe UE SLP key request procedure as defined in clause x.3.1.1.2.
x.3.1.1.2	5G ProSe UE SLP key request procedure
[bookmark: _Toc146712320]x.3.1.1.2.1	General
The purpose of the 5G ProSe UE SLP key request procedure is for the UE authorized to act as any UE role for ranging and sidelink positioning to obtain a SLPK and a SLPK ID. The UE roles for ranging and sidelink positioning include target UE, reference UE, located UE, and sidelink positioning server UE.
Before initiating this procedure, the UE needs to be authorized to perform ranging and sidelink positioning service in the registered PLMN or local PLMN based on the configuration parameters as specified in clause 5.2.5.
x.3.1.1.2.2	5G ProSe UE SLP key request procedure initiation
If the UE is authorized to perform ranging and sidelink positioning service in the registered PLMN or local PLMN, it shall initiate this procedure.
The UE shall initiate the 5G ProSe UE SLP key request procedure by sending a PROSE_SLPK_REQUEST message with the <SLPK-request> element. In the <SLPK-request> element, the UE:
a)	shall include a new transaction ID not used in any other procedures in PC8* interface; and
b)	shall include the SLPK ID set to the SLPK ID associated with the UE stored SLPK, if the UE stores SLPK.
Figure x.3.1.1.2.2.1 illustrates the interaction of the UE and the SLPKMF in the 5G ProSe UE SLP key request procedure.


Figure x.3.1.1.2.2.1: 5G ProSe UE SLP key request procedure
[bookmark: _Toc146712321]x.3.1.1.2.3	5G ProSe UE SLP key request procedure accepted by the SLPKMF
Upon receiving a PROSE_SLPK_REQUEST message, the SLPKMF shall check whether the UE is authorized to act as a 5G ProSe remote UE. If authorized, the SLPKMF shall then send a PROSE_SLPK_RESPONSE message with the <PRUK-accept> element. In the <PRUK-accept> element, the SLPKMF shall include:
a)	the transaction ID set to the value of the transaction ID received in the PROSE_SLPK_REQUEST message from the UE;
b)	the SLPK ID set to the value of the SLPK ID associated with the SLPK; and
c)	the SLPK set to the value of the allocated SLPK to the UE.
[bookmark: _Toc146712322]x.3.1.1.2.4	5G ProSe UE SLP key request procedure completion by the UE
Upon receipt of the PROSE_SLPK_RESPONSE message, if the transaction ID matches the value sent by the UE in a PROSE_SLPK_REQUEST message, the UE shall delete any previously stored SLPK and SLPK ID and store the received SLPK and the associtated SLPK ID.
[bookmark: _Toc146712323]x.3.1.1.2.5	5G ProSe UE SLP key request procedure not accepted by the SLPKMF
If the PROSE_SLPK_REQUEST message cannot be accepted by the SLPKMF, the SLPKMF sends a PROSE_SLPK_RESPONSE message containing a <SLPK-reject> element to the UE including an appropriate PC8* control protocol cause value and including the transaction ID set to the value of the transaction ID received in the PROSE_SLPK_REQUEST message.
Upon receipt of the PROSE_SLPK_RESPONSE message containing a <SLPK-reject> element, if the transaction ID matches the value sent by the UE in a PROSE_SLPK_REQUEST message, the UE shall consider the 5G ProSe UE SLP key request procedure as rejected.
If the UE is not authorized for acting as a 5G ProSe remote UE, the SLPKMF shall send the PROSE_SLPK_RESPONSE message containing a <SLPK-reject> element with PC8 control protocol cause value #1 "UE authorization failure".
[bookmark: _Toc146712324]x.3.1.1.2.6	Abnormal cases in the UE
The following abnormal cases can be identified:
a)	Indication from the transport layer of transmission failure of PROSE_SLPK_REQUEST message (e.g., after TCP retransmission timeout).
	The UE shall close the existing secure connection to the SLPKMF, establish a new secure connection and then restart the SLPK request procedure.
b)	No response from the SLPKMF after the PROSE_SLPK_REQUEST message has been successfully delivered (e.g., TCP ACK has been received for the PROSE_SLPK_REQUEST message).
	The UE shall retransmit the PROSE_SLPK_REQUEST message.
NOTE:	The timer to trigger retransmission and the maximum number of allowed retransmissions are UE implementation specific.
[bookmark: _Toc146712325]x.3.1.1.2.7	Abnormal cases in the SLPKMF
The following abnormal cases can be identified:
a)	Indication from the lower layer of transmission failure of PROSE_SLPK_RESPONSE message.
	After receiving an indication from lower layer that the PROSE_SLPK_RESPONSE message has not been successfully acknowledged (e.g. TCP ACK is not received), the SLPKMF shall abort the procedure.

* * * End of Changes * * * *
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