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1. Introduction
This p-CR provides content for general description on security for ranging and sidelink positioning.
2. Reason for Change
Security mechanisms are defined to provide protection for ranging and sidelink positioning UE discovery and ranging and sidelink positioning communication for both ProSe capable UE and V2X capable UE in in 3GPP TS 33.533. The related stage 3 description needs to be provided.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 24.514 v0.3.0.
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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[5]	3GPP TS 33.533: "Security aspects of ranging based services and sidelink positioning".
[6]	3GPP TS 24.554: "Proximity-services (ProSe) in 5G System (5GS) protocol aspects".
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[9]	ISO TS 17419 ITS-AID AssignedNumbers : http://standards.iso.org/iso/ts/17419/TS17419%20Assigned%20Numbers/TS17419_ITS-AID_AssignedNumbers.pdf.
[10]	ISO/IEC 10118-3:2018: "IT Security techniques – Hash-functions – Part 3: Dedicated hash-functions".
[11]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
[x1]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[x2]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[x3]	3GPP TS 24.526: "UE policies for 5G System (5GS); Stage 3".
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[bookmark: _Toc144237036]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
RSLPP	Ranging and sidelink provisioningpositioning policy
RSPP		Ranging and Sidelink Positioning Protocol
SLPKMF	SideLink Positioning Key Management Function
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x	Security for ranging and sidelink positioning
x.1	Overview
Security mechanisms are defined in 3GPP TS 33.533 [5] to provide protection for ranging and sidelink positioning UE discovery and ranging and sidelink positioning communication for both ProSe capable UE and V2X capable UE.
For ProSe capable UEs, the security mechanisms with interaction between UE and the SideLink Positioning Key Management Function (SLPKMF), where the interface is PC8* for generation and provisioning of security materials used for ranging and sidelink positioning services are defined in clause x.2.1 and clause x.3.1.
For V2X capable UE, the security mechanisms used for ranging and sidelink positioning services are defined in clause x.2.2 and clause x.3.2.
[bookmark: _Toc146712304]x.1.1	Overview for procedures over PC8* interface
The UE and SLPKMF shall use HTTP 1.1 as specified in IETF RFC 7230 [x1] and IETF RFC 7231 [x2] as the transport protocol for PC8* messages over the PC8* interface. The PC8* messages described here shall be included in the body of either an HTTP request message or an HTTP response message.
The following rules apply for UE-initiated procedures over PC8*:
a)	the UE initiates 5G ProSe transactions with an HTTP request message containing the PC8* request(s);
b)	the SLPKMF responds to the requests with an HTTP response message containing the PC8* response(s) for the PC8* request(s); and
c)	HTTP POST methods are used for 5G ProSe procedures over PC8* interface.
The UE may use UE local configuration or URSP, as defined in 3GPP TS 24.526 [x3], to establish a PDU session for reaching the HPLMN SLPKMF:
a)	if a PDU session for reaching the HPLMN SLPKMF is not established yet, the UE shall establish the PDU session for reaching the HPLMN SLPKMF and shall send the HTTP request message via the PDU session for reaching the HPLMN SLPKMF; and
b)	if a PDU session for reaching the HPLMN SLPKMF is already established (e.g., either due to other 5G ProSe feature or due to other application), the UE shall send the HTTP request message via the PDU session for reaching the HPLMN SLPKMF.
The SLPKMF address can be pre-configured in the UE or provided in the ProSeP by the PCF. The UE shall use the 5G PKMF address in the following order of decreasing precedence:
a)	provided in the ProSeP by the PCF;
b)	pre-configured in the ME.
x.2	Security for ranging and sidelink positioning UE discovery
x.2.1	Security for ranging and sidelink positioning UE discovery with 5G ProSe capable UE
Editor’s Note:	This clause will provide description for security for ranging and sidelink positioning UE discovery with 5G ProSe capable UE
x.2.2	Security for ranging and sidelink positioning UE discovery with V2X capable UE
For V2X capable UE, the security mechanisms used for ranging and sidelink positioning services are defined in clause 6.1.2 of 3GPP TS 24.587 [4]
x.3	Security for ranging and sidelink positioning communication
x.3.1	Security for ranging and sidelink positioning communication with 5G ProSe capable UE
Editor’s Note:	This clause will provide description for security for ranging and sidelink positioning communication with 5G ProSe capable UE.
x.3.1.1	Security for unicast direct communication over RSPP between the UEs
Editor’s Note:	This clause will provide description for security for unicast direct communication over RSPP between the UEs with 5G ProSe capable UE.
x.3.1.2	Security for broadcast/groupcast communication over RSPP
Editor’s Note:	This clause will provide description for security for broadcast/groupcast communication over RSPP with 5G ProSe capable UE.
x.3.2	Security for ranging and sidelink positioning communication with V2X capable UE
For V2X capable UE, the security mechanisms used for ranging and sidelink positioning services are defined in clause 6.1.2 of 3GPP TS 24.587 [4]
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