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[bookmark: _Toc146544544]10.6.3.3.1	Migration service authorization procedure
The procedure for service authorization for migration to a partner MC system and subsequent service authorization to migration partner MC system is shown in figure 10.6.3.3.1-1. 
Pre-conditions
-	The MC service user wishes to migrate to the partner MC system.
-	The MC service client has been configured with an MC service user profile that contains the necessary parameters needed for connectivity with the partner MC system.
-	A user authentication process has taken place which has supplied the necessary credentials to the MC service client to permit service authorization to take place in the partner MC system.


Figure 10.6.3.3.1-1: Service authorization for migration to partner MC system and subsequent service authorization
1.	The MC service client requests migration service authorization with the partner MC service server indicating the selected MC service user profile to be used during migrated MC service. The MC service client provides both the MC service ID provided during user authentication in the partner MC system, and the MC service ID of the MC service user in the primary MC system of the MC service user.
NOTE 1:	The migrating MC service client also provides authentication credentials which are specified in 3GPP TS 33.180 [25].
2.	The partner MC service server performs an initial authorization check to verify that the MC service user is permitted to migrate to the partner MC system from the primary MC system of the MC service user. 
NOTE 2:	The criteria for the initial authorization check is outside the scope of the present document, but for example could be based on a pre-configured list of users who are expected to request migrated service authorization.
3.	The partner MC service server identifies the primary MC system of the MC service user of the MC service client by use of the MC service ID of the MC service user in the primary MC system of the MC service user, which was presented by the MC service client in step 1, and sends a migration service authorization request to the gateway server in the partner MC system.
4.	The partner MC system gateway server identifies the primary MC system of the MC service user from the MC service ID presented in step 3, and forwards the migration service authorization request to the gateway server of the primary MC system.
5.	The gateway server in the primary MC system of the MC service user identifies the primary MC service server of the MC service user from the MC service ID presented in step 3, and forwards the migration service authorization request to that MC service server.
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* * * First Change * * *
[bookmark: _Toc20155734][bookmark: _Toc27500889][bookmark: _Toc36049014][bookmark: _Toc45209777][bookmark: _Toc51860602][bookmark: _Toc138440889]7A	Migration service authorization
[bookmark: _Toc20155735][bookmark: _Toc27500890][bookmark: _Toc36049015][bookmark: _Toc45209778][bookmark: _Toc51860603][bookmark: _Toc138440890]7A.1	General
This clause describes the migration service authorization procedure for the MCPTT client. The MCPTT UE uses SIP REGISTER to perform authorization for migration.
[bookmark: _Toc20155736][bookmark: _Toc27500891][bookmark: _Toc36049016][bookmark: _Toc45209779][bookmark: _Toc51860604][bookmark: _Toc138440891]7A.2	MCPTT client procedures
[bookmark: _Toc20155737][bookmark: _Toc27500892][bookmark: _Toc36049017][bookmark: _Toc45209780][bookmark: _Toc51860605][bookmark: _Toc138440892]7A.2.1	SIP REGISTER request for migration service authorization
When the MCPTT client performs SIP registration for migration service authorization, the MCPTT client shall perform the registration procedures as specified in 3GPP TS 24.229 [4].
The MCPTT client shall include the following media feature tags in the Contact header field of the SIP REGISTER request:
1)	the g.3gpp.mcptt media feature tag; and
2)	the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt".
If the MCPTT client supports MCPTT service continuity, then the MCPTT client shall follow the IMS registration procedures for PS to PS service continuity as specified in clause 6.2.2 of 3GPP TS 24.237 [58].
If the MCPTT client, upon performing SIP registration:
1)	has successfully finished the user authentication procedure as described in 3GPP TS 24.482 [49];
2)	has available an access token from the partner IdM server;
4)	confidentiality protection is disabled as specified in clause 6.6.2.3.1; and
5)	integrity protection is disabled as specified in clause 6.6.3.3.1;
then the MCPTT client shall include in the SIP REGISTER request an application/vnd.3gpp.mcptt-info+xml MIME body as defined in annex F.1 with:
1)	the <mcptt-access-token> element set to the value of the access token received from the partner IdM server;
NOTE:	The access token contains the MCPTT ID of the user in the partner MCPTT system.
2)	the <mcptt-request-uri> element set to the value of the MCPTT ID of the user in the primary MCPTT system; and
3)	the <selected-user-profile-index> element as defined in clause 7.4.1.2.2 set to the value contained in the "user-profile-index" attribute of the MCPTT user profile selected according to clause 4.2.2.1.2.3 of 3GPP TS 24.484 [50].
If the MCPTT client, upon performing SIP registration:
1)	has successfully finished the user authentication procedure as described in 3GPP TS 24.482 [49];
2)	has an available access token; and
3)	either confidentiality protection is enabled as specified in clause 6.6.2.3.1 or integrity protection is enabled as specified in clause 6.6.3.3.1;
then the MCPTT client:
1)	shall include an application/mikey MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.180 [78] in the body of the SIP REGISTER request;
2)	if confidentiality protection is enabled as specified in clause 6.6.2.3.1, shall include in the body of the SIP REGISTER request, an application/vnd.3gpp.mcptt-info+xml MIME body with the following clarifications:
a)	shall encrypt the received access-token using the client server key (CSK) and include the <mcptt-access-token> element set to the encrypted access-token, as specified in clause 6.6.2.3.3;
b)	shall encrypt the MCPTT ID of the user in the primary MCPTT system and include the <mcptt-request-uri> element set to the encrypted MCPTT ID; and
c)	shall encrypt the value contained in the "user-profile-index" attribute of the MCPTT user profile selected according to clause 4.2.2.1.2.3 of 3GPP TS 24.484 [50] and include the <selected-user-profile-index> element set to the encrypted value;
3)	if confidentiality protection is disabled as specified in clause 6.6.2.3.1, shall include an application/vnd.3gpp.mcptt-info+xml MIME body as defined in Annex F.1 with:
a)	the <mcptt-access-token> element set to the access token received from the partner IdM server;
b)	the <mcptt-request-uri> element set to the MCPTT ID of the user in the primary MCPTT system; and
c)	the <selectd-user-profile-index> element set to the value contained in the "user-profile-index" attribute of the MCPTT user profile selected according to clause 4.2.2.1.2.3 of 3GPP TS 24.484 [50]; and
4)	if integrity protection is enabled as specified in clause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body by following the procedures in clause 6.6.3.3.3.
[bookmark: _Toc20155743][bookmark: _Toc27500898][bookmark: _Toc36049023][bookmark: _Toc45209786][bookmark: _Toc51860611][bookmark: _Toc138440898]7A.2.2	Receiving a CSK key download message
When the MCPTT client receives a SIP MESSAGE request containing:
1)	a P-Asserted-Service header field containing the "urn:urn-7:3gpp-service.ims.icsi.mcptt"; and
2)	an application/mikey MIME body;
Then, if the key identifier within the CSB-ID of the MIKEY payload is a CSK-ID (4 most-significant bits have the value '2'), the MCPTT client:
1)	shall follow the security procedures in clause 9.2.1 of 3GPP TS 33.180 [78] to extract the CSK. The client:
a)	if the initiator field (IDRi) has type 'URI' (identity hiding is not used), the client:
i)	shall extract the initiator URI from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [78]. If the initiator URI deviates from the public service identity of the participating MCPTT function serving the MCPTT user, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in clause 4.4 and shall not continue with the rest of the steps;
ii)	shall convert the initiator URI to a UID as described in 3GPP TS 33.180 [78];
b)	if the initiator field (IDRi) has type 'UID' (identity hiding in use), the client:
ii)	shall convert the public service identity of participating MCPTT function serving the MCPTT user to a UID as described in 3GPP TS 33.180 [78];
i)	shall compare the generated UID with the UID in the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [78]. If the two initiator UIDs deviate from each other, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in clause 4.4 and shall not continue with the rest of the steps;
c)	shall use the UID to validate the signature of the I_MESSAGE as described in 3GPP TS 33.180 [78];
d)	if authentication verification of the I_MESSAGE fails, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in clause 4.4 and shall not continue with the rest of the steps;
e)	shall extract and decrypt the encapsulated CSK using the participating MCPTT function's (KMS provisioned) UID key as described in 3GPP TS 33.180 [78]; and
f)	shall extract the CSK-ID, from the payload as specified in 3GPP TS 33.180 [78];
2)	Upon successful extraction, the client shall replace the existing CSK and CSK-ID associated with the participating MCPTT function, with the extracted CSK and CSK-ID in the 'key download' message.
[bookmark: _Toc20155744][bookmark: _Toc27500899][bookmark: _Toc36049024][bookmark: _Toc45209787][bookmark: _Toc51860612][bookmark: _Toc146246119]7A.3	Partner MCPTT server procedures
[bookmark: _Toc20155745][bookmark: _Toc27500900][bookmark: _Toc36049025][bookmark: _Toc45209788][bookmark: _Toc51860613][bookmark: _Toc146246120]7A.3.1	General
In order to perform initial authorization to verify whether the MCPTT user is permitted to migrate to the partner MCPTT system, the partner MCPTT server obtains information from any received third-party SIP REGISTER request (e.g., including information contained in the body of the third-party SIP REGISTER request) as specified in 3GPP TS 24.229 [4]. The body will carry the SIP REGISTER request as sent by the MCPTT client and may contain information needed for initial authorization.
[bookmark: _Toc20155746][bookmark: _Toc27500901][bookmark: _Toc36049026][bookmark: _Toc45209789][bookmark: _Toc51860614][bookmark: _Toc146246121]7A.3.2	Confidentiality and integrity protection
When the partner MCPTT server receives a SIP REGISTER request sent from the MCPTT client contained within a message/sip MIME body of a received third-party SIP REGISTER request, it first determines whether XML MIME bodies included in the request are integrity protected. If XML MIME bodies are integrity protected the MCPTT server validates the signature of each of the XML MIME bodies. If the integrity protection check(s) pass or the XML MIME bodies are not integrity protected, the partner MCPTT server then determines whether the content in specific XML elements is confidentiality protected. If XML content is confidentiality protected, the partner MCPTT server decrypts the protected content.
Upon receiving a SIP REGISTER request containing an application/vnd.3gpp.mcptt-info+xml MIME body within a message/sip MIME body of the SIP REGISTER request sent from the MCPTT client, the MCPTT server:
1)	shall determine if integrity protection has been applied to XML MIME bodies in the SIP request by following the procedures in clause 6.6.3.4.1 for each XML MIME body;
2)	if integrity protection has been applied, shall use the keying data described in clause 6.6.3.2 and the procedures described in clause 6.6.3.4.2 to verify the integrity of each of the XML MIME bodies; and
3)	if all integrity protection checks succeed, shall continue with the remaining steps of this clause.
Upon receiving a SIP REGISTER request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-access-token> element, an <mcptt-request-uri> element, and a <selected-user-profile-index> element  within a message/sip MIME body of the SIP REGISTER request sent from the MCPTT client, the MCPTT server:
1)	shall determine if confidentiality protection has been applied to the <mcptt-access-token> element, the <mcptt-request-uri> element, and the <selected-user-profile-index> element in the application/vnd.3gpp.mcptt-info+xml MIME body, by following the procedures in clause 6.6.2.4.1;
2)	if confidentiality protection has been applied to the <mcptt-access-token> element, the <mcptt-request-uri> element, and the <selected-user-profile-index> element:
a)	shall use the keying information received in the MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.180 [78], along with the procedures described in clause 6.6.2.4.2 to:
i)	decrypt the received access token in the <mcptt-access-token> element in the application/vnd.3gpp.mcptt-info+xml MIME body;
ii)	decrypt the received MCPTT ID of the user in the primary MCPTT system in the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body; and
iii)	decrypt the received selected user profile index in the <selected-user-profile-index> element in the application/vnd.3gpp.mcptt-info+xml MIME body;
b)	if the decryption procedure succeeds, shall identify the MCPTT ID of the user in the partner MCPTT system, the MCPTT ID of the user in the primary MCPTT system, and the selected user profile index from the decrypted values; and
c)	if the decryption procedure fails, shall determine that confidentiality protection has not been successful;
3)	if confidentiality protection has been applied to only one or two of the <mcptt-access-token> element, the <mcptt-request-uri> element, and the <selected-user-profile-index> element:
a)	shall determine that confidentiality protection has not been successful; and
4)	if confidentiality protection has not been applied:
a)	shall identify the MCPTT ID of the user in the partner MCPTT system from <mcptt-access-token> element received in the application/vnd.3gpp.mcptt-info+xml MIME body;
b)	shall identify the MCPTT ID of the user in the primary MCPTT system from the <mcptt-request-uri> element received in the application/vnd.3gpp.mcptt-info+xml MIME body; and
c)	shall identify the selected user profile index from the <selected-user-profile-index> element received in the application/vnd.3gpp.mcptt-info+xml MIME body.
[bookmark: _Toc20155747][bookmark: _Toc27500902][bookmark: _Toc36049027][bookmark: _Toc45209790][bookmark: _Toc51860615][bookmark: _Toc146246122]7A.3.3	SIP REGISTER request for initial authorization
The partner MCPTT server shall support obtaining migration service authorization specific information from the SIP REGISTER request sent from the MCPTT client and included in the body of a third-party SIP REGISTER request.
NOTE 1:	3GPP TS 24.229 [4] defines how based on initial filter criteria the SIP REGISTER request sent from the UE is included in the body of the third-party SIP REGISTER request.
Upon receiving a third party SIP REGISTER request with a message/sip MIME body containing the SIP REGISTER request sent from the MCPTT client containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-access-token> element, an <mcptt-request-uri> element, and a <selected-user-profile-index> within a message/sip MIME body of the SIP REGISTER request sent from the MCPTT client, the MCPTT server:
1)	shall perform initial authorization to verify whether the MCPTT user is permitted to migrate to the partner MCPTT system; and
NOTE 2:	The criteria for the initial authorization is outside the scope of the present document.
2)	if the initial authorization was successful:
a)	shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];
b)	shall set the Request-URI to the MCPTT ID of the user in the primary MCPTT system;
c)	shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-request-uri> element containing the <mcptt-Params> element with:
i)	the <mcptt-request-uri> element set to the MCPTT ID of the user in the primary MCPTT system; and
ii)	the <selected-user-profile-index> element set to the selected user profile index .
[bookmark: _Toc20155754][bookmark: _Toc27500909][bookmark: _Toc36049034][bookmark: _Toc45209797][bookmark: _Toc51860622][bookmark: _Toc146246129]d)	shall send the SIP MESSAGE request towards the partner MCPTT gateway according to the rules and procedures of 3GPP TS 24.229 [4].
7A.3.4	Sending a CSK key download message
If confidentiality protection is enabled as specified in clause 6.6.2.3.1, and if the participating MCPTT function received a Client Server Key (CSK) within a SIP REGISTER request for migration service authorization, the participating MCPTT function may decide to update the CSK. In this case, the participating MCPTT function shall perform a key download procedure for the CSK. The participating MCPTT function:
1)	shall generate an SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];
2)	shall set the Request-URI to the URI received in the To header field in a third-party SIP REGISTER request;
3)	shall include an Accept-Contact header field with the g.3gpp.icsi-ref media-feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];
4)	shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.icsi.mcptt";
5)	shall include an application/mikey MIME body containing the CSK-ID and the CSK encrypted within a MIKEY message to the MC client as specified in clause 9.2.1 of 3GPP TS 33.180 [78] in the body of the SIP MESSAGE request;
6)	shall send the SIP MESSAGE request towards the MCPTT client according to 3GPP TS 24.229 [4].
7A.4	Partner MCPTT gateway server procedures
7A.4.1	SIP MESSAGE from the partner MCPTT server
The partner MCPTT gateway server shall operate as specified in clause 6.8.2.
7A.5	Primary MCPTT gateway server procedures
7A.5.1	SIP MESSAGE from the partner MCPTT gateway
The primary MCPTT gateway server shall operate as specified in clause 6.8.3.
* * * End of Change(s) * * *
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