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1. Introduction
This p-CR provides security aspects for A2X PC5 unicast link establishment messages in 3GPP TS 24.577 specification related to the UAS_Ph2 work item.
2. Reason for Change
Security requirements for A2X PC5 unicast link establishment messages in 3GPP TS 24.577 specification need to be defined based on SA3 requirements in clause 5.6.2 in 3GPP TS 33.256.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 24.577 v0.3.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc525231348][bookmark: _Toc25070711][bookmark: _Toc34388688][bookmark: _Toc34404459][bookmark: _Toc45282304][bookmark: _Toc45882690][bookmark: _Toc51951240][bookmark: _Toc59209012][bookmark: _Toc75734851][bookmark: _Toc131184735][bookmark: _Toc144291608][bookmark: _Toc34388624][bookmark: _Toc34404395][bookmark: _Toc45282223][bookmark: _Toc45882609][bookmark: _Toc51951159][bookmark: _Toc59208913][bookmark: _Toc75734751][bookmark: _Toc123627818][bookmark: _Toc144291540]11.2.1	A2X Direct link establishment request
[bookmark: _Toc525231349][bookmark: _Toc25070712][bookmark: _Toc34388689][bookmark: _Toc34404460][bookmark: _Toc45282305][bookmark: _Toc45882691][bookmark: _Toc51951241][bookmark: _Toc59209013][bookmark: _Toc75734852][bookmark: _Toc131184736][bookmark: _Toc144291609]11.2.1.1	Message definition
This message is sent by a UE to another peer UE to establish a direct link. See table 11.2.1.1.1.
Message type:	A2X DIRECT LINK ESTABLISHMENT REQUEST
Significance:	dual
Direction:	UE to peer UE
Table 11.2.1.1.1: A2X DIRECT LINK ESTABLISHMENT REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	A2X DIRECT LINK ESTABLISHMENT REQUEST message identity
	A2X PC5 signalling message type
12.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
12.3.2
	M
	V
	1

	
	A2X service identifiers
	A2X service identifier
12.3.3
	M
	LV
	5-253

	
	Source user info
	Application layer ID
12.3.4
	M
	LV
	3-253

	
	UE security capabilities
	UE security capabilities
12.3.14
	M
	LV
	3-9

	
	UE PC5 unicast signalling security policy
	[bookmark: _MCCTEMPBM_CRPT07900001___7]UE PC5 unicast signalling security policy
12.3.15
	M
	V
	1

	[bookmark: _MCCTEMPBM_CRPT07900002___7]74
	Key establishment information container
	Key establishment information container
12.3.25
	O
	TLV-E
	4-n

	[bookmark: _MCCTEMPBM_CRPT07900003___7]53
	Nonce_1
	Nonce
12.3.13
	O
	TV
	17

	[bookmark: _MCCTEMPBM_CRPT07900004___7]54
	MSB of KNRP-sess ID
	[bookmark: _MCCTEMPBM_CRPT07900005___7]MSB of KNRP-sess ID
12.3.16
	O
	TV
	2

	28
	Target user info
	Application layer ID
12.3.4
	O
	TLV
	4-254

	52
	KNRP ID
	KNRP ID
12.3.17
	O
	TV
	5



[bookmark: _Toc34388690][bookmark: _Toc34404461][bookmark: _Toc45282306][bookmark: _Toc45882692][bookmark: _Toc51951242][bookmark: _Toc59209014][bookmark: _Toc75734853][bookmark: _Toc131184737]Editor's note (pCR , UAS_Ph2): security related parameters to be added based on SA3 conclusions when available. 
[bookmark: _Toc144291610]11.2.1.2	Target user info
The UE shall include this IE if it has received the target UE's application layer ID from upper layers or if the destination layer-2 ID is the unicast layer-2 ID of target UE.
[bookmark: _Toc45282307][bookmark: _Toc45882693][bookmark: _Toc51951243][bookmark: _Toc59209015][bookmark: _Toc75734854][bookmark: _Toc131184738]11.2.1.3	Key establishment information container
The UE shall include this IE if the UE PC5 unicast signalling security policy is set to "signalling integrity protection required" or "signalling integrity protection preferred".
[bookmark: _Toc45282308][bookmark: _Toc45882694][bookmark: _Toc51951244][bookmark: _Toc59209016][bookmark: _Toc75734855][bookmark: _Toc131184739]11.2.1.4	Nonce_1
The UE shall include this IE if the UE PC5 unicast signalling security policy is set to "signalling integrity protection required" or "signalling integrity protection preferred".
[bookmark: _Toc45282309][bookmark: _Toc45882695][bookmark: _Toc51951245][bookmark: _Toc59209017][bookmark: _Toc75734856][bookmark: _Toc131184740]11.2.1.5	MSB of KNRP-sess ID
The UE shall include this IE if the UE PC5 unicast signalling security policy is set to "signalling integrity protection required" or "signalling integrity protection preferred".
[bookmark: _Toc45282310][bookmark: _Toc45882696][bookmark: _Toc51951246][bookmark: _Toc59209018][bookmark: _Toc75734857][bookmark: _Toc131184741]11.2.1.6	KNRP ID
The UE may include this IE if it has an existing KNRP for the target UE.
* * * Next Change * * * *
[bookmark: _Toc45282311][bookmark: _Toc45882697][bookmark: _Toc51951247][bookmark: _Toc59209019][bookmark: _Toc75734858][bookmark: _Toc131184742][bookmark: _Toc144291611]11.2.2	A2X Direct link establishment accept
[bookmark: _Toc25070714][bookmark: _Toc34388692][bookmark: _Toc34404463][bookmark: _Toc45282312][bookmark: _Toc45882698][bookmark: _Toc51951248][bookmark: _Toc59209020][bookmark: _Toc75734859][bookmark: _Toc131184743][bookmark: _Toc144291612]11.2.2.1	Message definition
This message is sent by a UE to another peer UE to accept the received A2X DIRECT LINK ESTABLISHMENT REQUEST message. See table 11.2.2.1.1.
Message type:	A2X DIRECT LINK ESTABLISHMENT ACCEPT
Significance:	dual
Direction:	UE to peer UE
Table 11.2.2.1.1: A2X DIRECT LINK ESTABLISHMENT ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	A2X DIRECT LINK ESTABLISHMENT ACCEPT message identity
	A2X PC5 signalling message type
12.3.1.
	M
	V
	1

	
	Sequence number
	Sequence number
12.3.2
	M
	V
	1

	
	Source user info
	Application layer ID
12.3.4
	M
	LV
	3-253

	
	QoS flow descriptions
	PC5 QoS flow descriptions
12.3.5
	M
	LV-E
	5-65537

	
	Configuration of UE PC5 unicast user plane security protection

	Configuration of UE PC5 unicast user plane security protection
12.3.23
	M
	V
	1

	57
	IP address configuration
	IP address configuration
12.3.6
	O
	TV
	2

	58
	Link local IPv6 address 

	Link local IPv6 address
12.3.7
	O
	TV
	17



[bookmark: _Toc59209021][bookmark: _Toc75734860][bookmark: _Toc131184744]Editor's note (pCR , UAS_Ph2): security related parameters to be added based on SA3 conclusions when available. 
[bookmark: _Toc144291613]11.2.2.2	IP address configuration
The UE shall include this IE if IP communication is used.
[bookmark: _Toc59209022][bookmark: _Toc75734861][bookmark: _Toc131184745][bookmark: _Toc144291614]11.2.2.3	Link local IPv6 address
The UE shall include this IE if IP communication is used and the IP address configuration is set to "IPv6 address allocation not supported".
* * * End of Changes * * * *

