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1. Introduction
This p-CR provides content of A2X PC5 unicast link re-keying procedure (Section 6.1.2.10) in 3GPP TS 24.577 specification related to the UAS_Ph2 work item.
2. Reason for Change
A2X PC5 unicast link re-keying procedure (Section 6.1.2.10) in 3GPP TS 24.577 specification needs to be defined based on SA2 requirements in clause 6.3.3.2 in 3GPP TS 23.256 and on SA3 requirements in clause 5.6.2 in 3GPP TS 33.256.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 24.577 v0.3.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc131184668][bookmark: _Toc144291556][bookmark: _Toc59208945][bookmark: _Toc75734784][bookmark: _Toc138361870][bookmark: _Toc34388632][bookmark: _Toc34404403][bookmark: _Toc59208918][bookmark: _Toc75734756][bookmark: _Toc131184640][bookmark: _Toc34388630][bookmark: _Toc34404401][bookmark: _Toc45282229][bookmark: _Toc45882615][bookmark: _Toc51951165][bookmark: _Toc59208919][bookmark: _Toc75734757][bookmark: _Toc123627824][bookmark: _Toc126587070]6.1.2.10	A2X PC5 unicast link re-keying procedure
Editor's note (pCR , UAS_Ph2): security requirements to be added based on SA3 conclusions when available. 
[bookmark: _Toc45282254][bookmark: _Toc45882640][bookmark: _Toc51951190][bookmark: _Toc59208946][bookmark: _Toc75734785][bookmark: _Toc138361871]6.1.2.10.1	General
The purpose of the A2X PC5 unicast link re-keying procedure is to derive a new KNRP-sess and, optionally, a new KNRP for an existing A2X PC5 unicast link. The UE sending the A2X DIRECT LINK REKEYING REQUEST message is called the "initiating UE" and the other UE is called the "target UE".
NOTE:	There is no benefit in performing the A2X PC5 unicast link re-keying procedure when using the null integrity protection algorithm, hence it is recommended not to trigger it when using the null integrity protection algorithm.
[bookmark: _Toc45282255][bookmark: _Toc45882641][bookmark: _Toc51951191][bookmark: _Toc59208947][bookmark: _Toc75734786][bookmark: _Toc138361872]6.1.2.10.2	A2X PC5 unicast link re-keying procedure initiation by the initiating UE
The initiating UE shall meet the following pre-condition before initiating the A2X PC5 unicast link re-keying procedure:
a)	there is an A2X PC5 unicast link between the initiating UE and the target UE; and
1)	if the session key KNRP-sess used to protect A2X PC5 unicast link needs to be refreshed and neither timer T5310 nor T5311 are running; 
2)	if the UE wants to refresh KNRP and neither timer T5310 nor T5311 are running; or
3)	if the lower layers indicate that an A2X PC5 unicast link re-keying procedure needs to be performed.
In order to initiate the A2X PC5 unicast link re-keying procedure, the initiating UE shall create an A2X DIRECT LINK REKEYING REQUEST message. In this message, the initiating UE:
a)	shall include the Key establishment information container IE if the null integrity protection algorithm is not in use;
NOTE 1:	The key establishment information container is provided by upper layers.
b)	shall include a Nonce_1 IE set to the 128-bit nonce value generated by the initiating UE for the purpose of session key refresh over this A2X PC5 unicast link if the null integrity protection algorithm is not in use;
c)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the re-keying of this A2X PC5 unicast link;
d)	shall include the MSB of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.256 [10] if the null integrity protection algorithm is not in use; and
e)	may include a Re-authentication indication if the initiating UE wants to derive a new KNRP.
After the A2X DIRECT LINK REKEYING REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and start timer T5311. The UE shall not send a new A2X DIRECT LINK REKEYING REQUEST message to the same target UE while timer T5311 is running.
NOTE 2:	In order to ensure successful A2X PC5 unicast link re-keying, T5311 should be set to a value larger than the sum of T5304 and T5310.


Figure 6.1.2.10.2: A2X PC5 unicast link re-keying procedure
[bookmark: _Toc45282256][bookmark: _Toc45882642][bookmark: _Toc51951192][bookmark: _Toc59208948][bookmark: _Toc75734787][bookmark: _Toc138361873]6.1.2.10.3	A2X PC5 unicast link re-keying procedure accepted by the target UE
Upon receipt of an A2X DIRECT LINK REKEYING REQUEST message, if the A2X DIRECT LINK REKEYING REQUEST message includes a Re-authentication indication, the target UE shall derive a new KNRP. This may require performing one or more A2X PC5 unicast link authentication procedures as specified in clause 6.1.2.6.
NOTE:	How many times the A2X PC5 unicast link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
Then the target UE shall initiate an A2X PC5 unicast link security mode control procedure as specified in clause 6.1.2.7.
Upon successful completion of the A2X PC5 unicast link security mode control procedure, the target UE shall create an A2X DIRECT LINK REKEYING RESPONSE message. 
After the A2X DIRECT LINK REKEYING RESPONSE message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
[bookmark: _Toc45282257][bookmark: _Toc45882643][bookmark: _Toc51951193][bookmark: _Toc59208949][bookmark: _Toc75734788][bookmark: _Toc138361874]6.1.2.10.4	A2X PC5 unicast link re-keying procedure completion by the initiating UE
Upon receipt of the A2X DIRECT LINK REKEYING RESPONSE message, the initiating UE shall stop timer T5311 and check the integrity of the A2X DIRECT LINK REKEYING RESPONSE message using the new NRPIK.
[bookmark: _Toc45282258][bookmark: _Toc45882644][bookmark: _Toc51951194][bookmark: _Toc59208950]After receiving the A2X DIRECT LINK REKEYING RESPONSE message, the initiating UE shall delete the old security context it has for the target UE.
[bookmark: _Toc75734789][bookmark: _Toc138361875]6.1.2.10.5	Abnormal cases at the initiating UE
The following abnormal cases can be identified:
a)	Timer T5311 expires.
	The initiating UE shall retransmit the A2X DIRECT LINK REKEYING REQUEST message and restart timer T5311. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the A2X PC5 unicast link re-keying procedure, shall provide an indication of deactivation of the PC5 unicast security protection and deletion of security context for the A2X PC5 unicast link to the lower layer, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication and may initiate the A2X PC5 unicast link release procedure.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
b)	The need to use this A2X PC5 unicast link no longer exists before the A2X PC5 unicast link re-keying procedure is completed.
	The initiating UE shall abort the procedure and shall provide an indication of deactivation of the PC5 unicast security protection and deletion of security context for the A2X PC5 unicast link to the lower layer, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
c)	For the same A2X PC5 unicast link, if the initiating UE receives an A2X DIRECT LINK IDENTIFIER UPDATE REQUEST message after initiating the A2X PC5 unicast link re-keying procedure, the initiating UE shall stop the timer T5311, abort the A2X PC5 unicast link re-keying procedure and proceed with the A2X PC5 unicast link identifier update procedure.
* * * Next Change * * * *
[bookmark: _Toc144291672][bookmark: _Toc25070732][bookmark: _Toc34388731][bookmark: _Toc34404502][bookmark: _Toc45282412][bookmark: _Toc45882798][bookmark: _Toc51951346][bookmark: _Toc59209124][bookmark: _Toc75734966][bookmark: _Toc123628034]13.3	Timers of A2X PC5 unicast link management procedures
Table 13.3.1: A2X PC5 unicast link management timers
	TIMER NUM.
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	Txxxx
	8s 
NOTE 1
	Upon sending an A2X DIRECT LINK ESTABLISHMENT REQUEST message
	Upon receiving an A2X DIRECT LINK ESTABLISHMENT ACCEPT or A2X DIRECT LINK ESTABLISHMENT REJECT message from the target UE if the Target user info is included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message
	Retransmission of A2X DIRECT LINK ESTABLISHMENT REQUEST message if the Target user info is included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message; or
may abort the ongoing procedure if the Target user info is not included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message

	Taaaa
	5s
	Upon sending an A2X DIRECT LINK MODIFICATION REQUEST message
	Upon receiving a A2X DIRECT LINK MODIFICATION ACCEPT or A2X DIRECT LINK MODIFICATION REJECT or A2X DIRECT LINK RELEASE REQUEST message from the target UE
	Retransmission of A2X DIRECT LINK MODIFICATION REQUEST message

	Tcccc
	5s
	Upon sending an A2X DIRECT LINK RELEASE REQUEST message
	Upon receiving an A2X DIRECT LINK RELEASE ACCEPT message from the target UE
	Retransmission of A2X DIRECT LINK RELEASE REQUEST message

	Tbbbb
	Default 10m
NOTE 2
	Upon receiving a Maximum inactivity period in an A2X DIRECT LINK KEEPALIVE REQUEST message, receiving a PC5 signalling message or receiving PC5 user plane data
	Upon receiving a PC5 signalling message or PC5 user plane data
	Either initiate the A2X PC5 unicast link keep-alive procedure or the A2X PC5 unicast link release procedure

	Tzzzz
	2s
	Upon sending an A2X DIRECT LINK AUTHENTICATION REQUEST message
	Upon receiving an A2X DIRECT LINK AUTHENTICATION RESPONSE or A2X DIRECT LINK AUTHENTICATION REJECT message from the target UE
	Retransmission of A2X DIRECT LINK AUTHENTICATION REQUEST message

	Tyyyy
	NOTE 2
	Upon establishing an A2X PC5 unicast link and at least one of A2X service identifier for the A2X PC5 unicast link satisfying the privacy requirements or 
upon completing an A2X PC5 unicast link identifier update and at least one of A2X service identifiers for the A2X PC5 unicast link satisfying the privacy requirements.
	Upon completing an A2X PC5 unicast link identifier update and if available or accepting a A2X DIRECT LINK IDENTIFIER UPDATE REQUEST message or upon an A2X PC5 unicast link release and if available
	Transmission of A2X DIRECT LINK IDENTIFIER UPDATE REQUEST message

	Tasdf
	2s
	Upon sending an A2X DIRECT LINK IDENTIFIER UPDATE REQUEST message
	Upon receiving an A2X DIRECT LINK IDENTIFIER UPDATE ACCEPT or A2X DIRECT LINK IDENTIFIER UPDATE REJECT or A2X DIRECT LINK RELEASE REQUEST message from the target UE
	Retransmission of the A2X DIRECT LINK IDENTIFIER UPDATE REQUEST message

	Teeee
	2s
	Upon sending an A2X DIRECT LINK IDENTIFIER UPDATE ACCEPT message
	Upon receiving an A2X DIRECT LINK IDENTIFIER UPDATE ACK message or A2X DIRECT LINK RELEASE REQUEST message from the initiating UE
	Retransmission of the A2X DIRECT LINK IDENTIFIER UPDATE ACCEPT message

	Tkaaa
	5s
	Upon receiving an A2X PC5 signalling message or A2X PC5 user plane data
	Upon A2X PC5 unicast link release or upon initiating the A2X PC5 unicast link keep-alive procedure
	Initiate the A2X PC5 unicast link keep-alive procedure

	Tkbbb
	5s
	Upon sending an A2X DIRECT LINK KEEPALIVE REQUEST message
	Upon receiving an A2X PC5 signalling message or A2X PC5 user plane data
	Retransmission of the A2X DIRECT LINK KEEPALIVE REQUEST message

	T5311
	8s
	Upon sending an A2X DIRECT LINK REKEYING REQUEST message
	Upon receiving an A2X DIRECT LINK REKEYING RESPONSE message or A2X DIRECT LINK RELEASE REQUEST message from the target UE
	Retransmission of A2X DIRECT LINK REKEYING REQUEST message

	NOTE 1	If the Target user info is not included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message, then the initiating UE may keep the timer Txxxx running upon receiving A2X DIRECT LINK ESTABLISHMENT ACCEPT message.
NOTE 2	The value of this timer is the privacy timer value which is one of the configuration parameters for A2X communication over PC5 (see clause 5.2) and it is specified in 3GPP TS 24.578 [8] clause 5.3.



* * * End of Changes * * * *
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