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1. Introduction
This p-CR provides content of A2X PC5 unicast link security mode control procedure (Section 6.1.2.7) in 3GPP TS 24.577 specification related to the UAS_Ph2 work item.
2. Reason for Change
A2X PC5 unicast link security mode control procedure (Section 6.1.2.7) in 3GPP TS 24.577 specification needs to be defined based on SA2 requirements in clause 6.3.3.2 in 3GPP TS 23.256 and on SA3 requirements in clause 5.6.2 in 3GPP TS 33.256.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 24.577 v0.3.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc34388636][bookmark: _Toc34404407][bookmark: _Toc45282236][bookmark: _Toc45882622][bookmark: _Toc51951172][bookmark: _Toc59208926][bookmark: _Toc75734765][bookmark: _Toc138361851][bookmark: _Toc34388632][bookmark: _Toc34404403][bookmark: _Toc59208918][bookmark: _Toc75734756][bookmark: _Toc131184640][bookmark: _Toc34388630][bookmark: _Toc34404401][bookmark: _Toc45282229][bookmark: _Toc45882615][bookmark: _Toc51951165][bookmark: _Toc59208919][bookmark: _Toc75734757][bookmark: _Toc123627824][bookmark: _Toc126587070]6.1.2.7	A2X PC5 unicast link security mode control procedure
[bookmark: _Toc138361852][bookmark: _Toc34388638][bookmark: _Toc34404409][bookmark: _Toc45282238][bookmark: _Toc45882624][bookmark: _Toc51951174][bookmark: _Toc59208928][bookmark: _Toc75734767]6.1.2.7.1	General
The A2X PC5 unicast link security mode control procedure is used to establish security between two UEs during an A2X PC5 unicast link establishment procedure or an A2X PC5 unicast link re-keying procedure. After successful completion of the A2X PC5 unicast link security mode control procedure, the selected security algorithms and their non-null associated keys are used to integrity protect and cipher all A2X PC5 signalling messages exchanged over this A2X PC5 unicast link between the UEs and the security context can be used to protect all PC5 user plane data exchanged over this A2X PC5 unicast link between the UEs. The UE sending the A2X DIRECT LINK SECURITY MODE COMMAND message is called the "initiating UE" and the other UE is called the "target UE".
[bookmark: _Toc138361853]6.1.2.7.2	A2X PC5 unicast link security mode control procedure initiation by the initiating UE
The initiating UE shall meet the following pre-conditions before initiating the A2X PC5 unicast link security mode control procedure:
a)	the target UE has initiated an A2X PC5 unicast link establishment procedure toward the initiating UE by sending an A2X DIRECT LINK ESTABLISHMENT REQUEST message and:
1)	the A2X DIRECT LINK ESTABLISHMENT REQUEST message:
i)	includes a target user info IE which includes the application layer ID of the initiating UE; or
ii)	does not include a target user info IE and the initiating UE is interested in the A2X service identified by the A2X service identifier in the A2X DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	the initiating UE:
i)	has either identified an existing KNRP based on the KNRP ID included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message or derived a new KNRP; or
ii)	has decided not to activate security protection based on its UE A2X PC5 unicast signalling security policy and the target UE's A2X PC5 unicast signalling security policy; or
b)	the target UE has initiated an A2X PC5 unicast link re-keying procedure toward the initiating UE by sending an A2X DIRECT LINK REKEYING REQUEST message and:
1)	if the target UE has included a Re-authentication indication in the A2X DIRECT LINK REKEYING REQUEST message, the initiating UE has derived a new KNRP.
If a new KNRP has been derived by the initiating UE, the initiating UE shall generate the 2 MSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the initiating UE.
The initiating UE shall select security algorithms in accordance with its UE A2X PC5 unicast signalling security policy and the target UE's A2X PC5 unicast signalling security policy. If the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure, the initiating UE shall not select the null integrity protection algorithm if the initiating UE or the target UE's A2X PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required". If the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link re-keying procedure, the initiating UE:
a)	shall not select the null integrity protection algorithm if the integrity protection algorithm currently in use for the A2X PC5 unicast link is different from the null integrity protection algorithm;
b)	shall not select the null ciphering protection algorithm if the ciphering protection algorithm currently in use for the A2X PC5 unicast link is different from the null ciphering protection algorithm;
c)	shall select the null integrity protection algorithm if the integrity protection algorithm currently in use is the null integrity protection algorithm; and
d)	shall select the null ciphering protection algorithm if the ciphering protection algorithm currently in use is the null ciphering protection algorithm.
Then the initiating UE shall:
a)	generate a 128-bit Nonce_2 value;
b)	derive KNRP-sess from KNRP, Nonce_2 and Nonce_1 received in the A2X DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 33.256 [10];
c)	derive the NR PC5 encryption key NRPEK and the NR PC5 integrity key NRPIK from KNRP-sess and the selected security algorithms as specified in 3GPP TS 33.256 [10], and
d)	create an A2X DIRECT LINK SECURITY MODE COMMAND message. In this message, the initiating UE:
1)	shall include the key establishment information container IE if a new KNRP has been derived at the initiating UE and the authentication method used to generate KNRP requires sending information to complete the authentication procedure;
NOTE:	The key establishment information container is provided by upper layers.
2)	shall include the MSBs of KNRP ID IE if a new KNRP has been derived at the initiating UE;
3)	shall include a Nonce_2 IE set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this A2X PC5 unicast link if the selected integrity protection algorithms is not the null integrity protection algorithm;
4)	shall include the selected security algorithms;
5)	shall include the UE security capabilities received from the target UE in the A2X DIRECT LINK ESTABLISHMENT REQUEST message or A2X DIRECT LINK REKEYING REQUEST message;
6)	shall include the UE A2X PC5 unicast signalling security policy received from the target UE in the A2X DIRECT LINK ESTABLISHMENT REQUEST message; and
7)	shall include the LSB of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.256 [10] if the selected integrity protection algorithms is not the null integrity protection algorithm.
If the security protection of this A2X PC5 unicast link is activated by using non-null integrity protection algorithm or non-null ciphering protection algorithm, the initiating UE shall form the KNRP-sess ID from the MSB of KNRP-sess ID received in the A2X DIRECT LINK ESTABLISHMENT REQUEST message or A2X DIRECT LINK REKEYING REQUEST message and the LSB of KNRP-sess ID included in the A2X DIRECT LINK SECURITY MODE COMMAND message. The initiating UE shall use the KNRP-sess ID to identify the new security context.
After the A2X DIRECT LINK SECURITY MODE COMMAND message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in TS 33.265 [10]; an indication of activation of the A2X PC5 unicast signalling security protection for the A2X PC5 unicast link with the new security context, if applicable, and start timer T5310. The initiating UE shall not send a new A2X DIRECT LINK SECURITY MODE COMMAND message to the same target UE while timer T5310 is running.
NOTE:	The A2X DIRECT LINK SECURITY MODE COMMAND message is integrity protected (and not ciphered) at the lower layer using the new security context.
If the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link re-keying procedure, the initiating UE shall provide to the lower layers an indication of activation of the A2X PC5 unicast user plane security protection for the A2X PC5 unicast link with the new security context, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.


Figure 6.1.2.7.2: A2X PC5 unicast link security mode control procedure
[bookmark: _Toc34388639][bookmark: _Toc34404410][bookmark: _Toc45282239][bookmark: _Toc45882625][bookmark: _Toc51951175][bookmark: _Toc59208929][bookmark: _Toc75734768][bookmark: _Toc138361854]6.1.2.7.3	A2X PC5 unicast link security mode control procedure accepted by the target UE
Upon receipt of an A2X DIRECT LINK SECURITY MODE COMMAND message, if a new assigned initiating UE's layer-2 ID is included and if A2X PC5 unicast link authentication procedure has not been executed, the target UE shall replace the original initiating UE's layer-2 ID with the new assigned initiating UE's layer-2 ID for unicast communication. The target UE shall check the selected security algorithms IE included in the A2X DIRECT LINK SECURITY MODE COMMAND message. If "null integrity algorithm" is included in the selected security algorithms IE, the integrity protection is not offered for the A2X PC5 unicast link and the signalling messages are transmitted unprotected. If "null ciphering algorithm" and an integrity algorithm other than "null integrity algorithm" are included in the selected algorithms IE, the ciphering protection is not offered for the A2X PC5 unicast link and signalling messages are transmitted unprotected. If the target UE's A2X PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall check the selected security algorithms IE in the A2X DIRECT LINK SECURITY MODE COMMAND message does not include the null integrity protection algorithm. If the selected integrity protection algorithm is not the null integrity protection algorithm, the target UE shall:
a)	derive KNRP-sess from KNRP, Nonce_1 and Nonce_2 received in the A2X DIRECT LINK SECURITY MODE COMMAND message as specified in 3GPP TS 33.256 [10]; and
b)	derive NRPIK from KNRP-sess and the selected integrity algorithm as specified in 3GPP TS 33.256 [10].
If the KNRP-sess is derived and the selected ciphering protection algorithm is not the null ciphering protection algorithm, then the target UE shall derive NRPEK from KNRP-sess and the selected ciphering algorithm as specified in 3GPP TS 33.256 [10].
The target UE shall determine whether or not the A2X DIRECT LINK SECURITY MODE COMMAND message can be accepted by:
a)	checking that the selected security algorithms in the A2X DIRECT LINK SECURITY MODE COMMAND message does not include the null integrity protection algorithm if the target UE's A2X PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required";
b)	asking the lower layers to check the integrity of the A2X DIRECT LINK SECURITY MODE COMMAND message using NRPIK and the selected integrity protection algorithm, if the selected integrity protection algorithm is not the null integrity protection algorithm;
c)	checking that the received UE security capabilities have not been altered compared to the values that the target UE sent to the initiating UE in the A2X DIRECT LINK ESTABLISHMENT REQUEST message or A2X DIRECT LINK REKEYING REQUEST message;
d)	if the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure, 
1)	checking that the received UE A2X PC5 unicast signalling security policy has not been altered compared to the values that the target UE sent to the initiating UE in the A2X DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	checking that the LSB of KNRP-sess ID included in the A2X DIRECT LINK SECURITY MODE COMMAND message are not set to the same value as those received from another UE in response to the target UE's A2X DIRECT LINK ESTABLISHMENT REQUEST message; and
e)	if the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link re-keying procedure and the integrity protection algorithm currently in use for the A2X PC5 unicast link is different from the null integrity protection algorithm, checking that the selected security algorithms in the A2X DIRECT LINK SECURITY MODE COMMAND message do not include the null integrity protection algorithm.
If the target UE did not include a KNRP ID in the A2X DIRECT LINK ESTABLISHMENT REQUEST message, the target UE included a Re-authentication indication in the A2X DIRECT LINK REKEYING REQUEST message or the initiating UE has chosen to derive a new KNRP, the target UE shall derive KNRP as specified in 3GPP TS 33.256 [10]. The target UE shall choose the 2 LSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the target UE. The target UE shall form KNRP ID from the received 2 MSBs of KNRP ID and its chosen 2 LSBs of KNRP ID and shall store the complete KNRP ID with KNRP.
If the target UE accepts the A2X DIRECT LINK SECURITY MODE COMMAND message, the target UE shall create an A2X DIRECT LINK SECURITY MODE COMPLETE message. In this message, the target UE:
a)	shall include the PQFI and the corresponding PC5 QoS parameters;
b)	if IP communication is used and the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure, shall include an IP address configuration IE set to one of the following values: 
1)	"IPv6 router" if IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or
2)	"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
c)	if IP communication is used, the IP address configuration IE is set to "IPv6 address allocation not supported" and the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure, shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [16];
d)	if a new KNRP was derived, shall include the 2 LSBs of KNRP ID; and
e)	if the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure, shall include its UE A2X PC5 unicast user plane security policy for this A2X PC5 unicast link. In the case where the different A2X services are mapped to the different A2X PC5 unicast user plane security policies, when more than one A2X service identifier is included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message, each of the user plane security polices of those A2X services shall be compatible, e.g. "user plane integrity protection not needed" and " user plane integrity protection required" are not compatible.
If the selected integrity protection algorithm is not the null integrity protection algorithm, the target UE shall form the KNRP-sess ID from the MSB of KNRP-sess ID it had sent in the A2X DIRECT LINK ESTABLISHMENT REQUEST message or A2X DIRECT LINK REKEYING REQUEST message and the LSB of KNRP-sess ID received in the A2X DIRECT LINK SECURITY MODE COMMAND message. The target UE shall use the KNRP-sess ID to identify the new security context.
After the A2X DIRECT LINK SECURITY MODE COMPLETE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication, NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in 3GPP TS 33.256 [10] , and an indication of activation of the A2X PC5 unicast signalling security protection for the A2X PC5 unicast link with the new security context, if applicable.
NOTE:	The A2X DIRECT LINK SECURITY MODE COMPLETE message and further A2X PC5 unicast signalling messages are integrity protected and ciphered (if applicable) at the lower layer using the new security context.
[bookmark: _Toc34388640][bookmark: _Toc34404411][bookmark: _Toc45282240][bookmark: _Toc45882626][bookmark: _Toc51951176][bookmark: _Toc59208930]If the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link re-keying procedure, the target UE shall provide to the lower layers an indication of activation of the A2X PC5 unicast user plane security protection for the A2X PC5 unicast link with the new security context, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
[bookmark: _Toc75734769][bookmark: _Toc138361855]6.1.2.7.4	A2X PC5 unicast link security mode control procedure completion by the initiating UE
Upon receiving an A2X DIRECT LINK SECURITY MODE COMPLETE message, the initiating UE shall stop timer T5310. If the selected integrity protection algorithm is not the null integrity protection algorithm, the UE checks the integrity of the A2X DIRECT LINK SECURITY MODE COMPLETE message. If the integrity check passes, the initiating UE shall then continue the procedure which triggered the A2X PC5 unicast link security mode control procedure. If the selected integrity protection algorithm is the null integrity protection algorithm, the UE continues the procedure without checking the integrity protection.
After receiving the A2X DIRECT LINK SECURITY MODE COMPLETE message, the initiating UE shall delete the old security context it has for the target UE, if any.
[bookmark: _Toc59208931][bookmark: _Toc34388641][bookmark: _Toc34404412][bookmark: _Toc45282241][bookmark: _Toc45882627][bookmark: _Toc51951177][bookmark: _Toc75734770][bookmark: _Toc138361856]6.1.2.7.5	A2X PC5 unicast link security mode control procedure not accepted by the target UE
If the A2X DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send an A2X DIRECT LINK SECURITY MODE REJECT message, and the target UE shall abort the ongoing procedure that triggered the initiation of the A2X PC5 unicast link security mode control procedure unless the ongoing procedure is an A2X PC5 unicast link establishment procedure and the Target user info is not included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message. The A2X DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#5	lack of resources for A2X PC5 unicast link;
#7:	integrity failure;
#8:	UE security capabilities mismatch; 
#9:	LSB of KNRP-sess ID conflict;
#10:	UE PC5 unicast signalling security policy mismatch; or
#111:	protocol error, unspecified. 
If this A2X PC5 unicast link security mode control procedure is triggered during the A2X PC5 unicast link establishment procedure and the implementation-specific maximum number of established NR A2X PC5 unicast links has been reached, then the target UE shall send an A2X DIRECT LINK SECURITY MODE REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for A2X PC5 unicast link".
If the A2X DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link establishment procedure, that the selected security algorithms in the A2X DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE's A2X PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #10  "UE PC5 unicast signalling security policy mismatch" in the A2X DIRECT LINK SECURITY MODE REJECT message.
If the A2X DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the A2X PC5 unicast link security mode control procedure was triggered during an A2X PC5 unicast link re-keying procedure, the integrity protection algorithm currently in use for the A2X PC5 unicast link is different from the null integrity protection algorithm and the selected security algorithms in the A2X DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #10  "UE PC5 unicast signalling security policy mismatch" in the A2X DIRECT LINK SECURITY MODE REJECT message. 
If the target UE detects that the received UE security capabilities IE in the A2X DIRECT LINK SECURITY MODE COMMAND message has been altered compared to the latest values that the target UE sent to the initiating UE in the A2X DIRECT LINK ESTABLISHMENT REQUEST message or A2X DIRECT LINK REKEYING REQUEST message, the target UE shall include PC5 signalling protocol cause #8 "UE security capabilities mismatch" in the A2X DIRECT LINK SECURITY MODE REJECT message.
[bookmark: _Toc34388642][bookmark: _Toc34404413][bookmark: _Toc45282242][bookmark: _Toc45882628][bookmark: _Toc51951178][bookmark: _Toc59208932][bookmark: _Toc75734771]If the target UE detects that the LSB of KNRP-sess ID included in the A2X DIRECT LINK SECURITY MODE COMMAND message are set to the same value as those received from another UE in response to the target UE's A2X DIRECT LINK ESTABLISHMENT REQUEST message, the target UE shall include PC5 signalling protocol cause #9 "LSB of KNRP-sess ID conflict" in the A2X DIRECT LINK SECURITY MODE REJECT message.
After the A2X DIRECT LINK SECURITY MODE REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
Upon receipt of the A2X DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5310, provide an indication to the lower layer of deactivation of the PC5 unicast security protection and deletion of security context for the A2X PC5 unicast link, if applicable and:
a)	if the PC5 signalling protocol cause IE in the A2X DIRECT LINK SECURITY MODE REJECT message is set to #9 "LSB of KNRP-sess ID conflict", retransmit the A2X DIRECT LINK SECURITY MODE COMMAND message with a different value for the LSB of KNRP-sess ID and restart timer T5310; or
b)	if the PC5 signalling protocol cause IE is set to the value other than #9 "LSB of KNRP-sess ID conflict", abort the ongoing procedure that triggered the initiation of the A2X PC5 unicast link security mode control procedure.
[bookmark: _Toc138361857]6.1.2.7.6	Abnormal cases
[bookmark: _Toc45282243][bookmark: _Toc45882629][bookmark: _Toc51951179][bookmark: _Toc59208933][bookmark: _Toc75734772][bookmark: _Toc138361858]6.1.2.7.6.1	Abnormal cases at the initiating UE
a)	Timer T5310 expires.
	The initiating UE shall retransmit the A2X DIRECT LINK SECURITY MODE COMMAND message and restart timer T5310. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the A2X PC5 unicast link security mode control procedure, shall provide an indication to the lower layer of deactivation of the PC5 unicast security protection and deletion of security context for the A2X PC5 unicast link, if applicable, and shall abort the ongoing procedure that triggered the initiation of the A2X PC5 unicast link security mode control procedure.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
b)	The need to use this A2X PC5 unicast link no longer exists before the A2X PC5 unicast link security mode control procedure is completed.
	The initiating UE shall abort the procedure, shall provide an indication to the lower layer of deactivation of the PC5 unicast security protection and deletion of security context for the A2X PC5 unicast link, if applicable, and shall abort the ongoing procedure that triggered the initiation of the A2X PC5 unicast link security mode control procedure.
* * * Next Change * * * *
[bookmark: _Toc144291672][bookmark: _Toc25070732][bookmark: _Toc34388731][bookmark: _Toc34404502][bookmark: _Toc45282412][bookmark: _Toc45882798][bookmark: _Toc51951346][bookmark: _Toc59209124][bookmark: _Toc75734966][bookmark: _Toc123628034]13.3	Timers of A2X PC5 unicast link management procedures
Table 13.3.1: A2X PC5 unicast link management timers
	TIMER NUM.
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	Txxxx
	8s 
NOTE 1
	Upon sending an A2X DIRECT LINK ESTABLISHMENT REQUEST message
	Upon receiving an A2X DIRECT LINK ESTABLISHMENT ACCEPT or A2X DIRECT LINK ESTABLISHMENT REJECT message from the target UE if the Target user info is included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message
	Retransmission of A2X DIRECT LINK ESTABLISHMENT REQUEST message if the Target user info is included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message; or
may abort the ongoing procedure if the Target user info is not included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message

	Taaaa
	5s
	Upon sending an A2X DIRECT LINK MODIFICATION REQUEST message
	Upon receiving an A2X DIRECT LINK MODIFICATION ACCEPT or A2X DIRECT LINK MODIFICATION REJECT or A2X DIRECT LINK RELEASE REQUEST message from the target UE
	Retransmission of A2X DIRECT LINK MODIFICATION REQUEST message

	Tcccc
	5s
	Upon sending an A2X DIRECT LINK RELEASE REQUEST message
	Upon receiving an A2X DIRECT LINK RELEASE ACCEPT message from the target UE
	Retransmission of A2X DIRECT LINK RELEASE REQUEST message

	Tbbbb
	Default 10m
NOTE 2
	Upon receiving a Maximum inactivity period in an A2X DIRECT LINK KEEPALIVE REQUEST message, receiving a PC5 signalling message or receiving PC5 user plane data
	Upon receiving a PC5 signalling message or PC5 user plane data
	Either initiate the A2X PC5 unicast link keep-alive procedure or the A2X PC5 unicast link release procedure

	Tzzzz
	2s
	Upon sending an A2X DIRECT LINK AUTHENTICATION REQUEST message
	Upon receiving an A2X DIRECT LINK AUTHENTICATION RESPONSE or A2X DIRECT LINK AUTHENTICATION REJECT message from the target UE
	Retransmission of A2X DIRECT LINK AUTHENTICATION REQUEST message

	Tyyyy
	NOTE 2
	Upon establishing an A2X PC5 unicast link and at least one of A2X service identifier for the A2X PC5 unicast link satisfying the privacy requirements or 
upon completing an A2X PC5 unicast link identifier update and at least one of A2X service identifiers for the A2X PC5 unicast link satisfying the privacy requirements.
	Upon completing an A2X PC5 unicast link identifier update and if available or accepting an A2X DIRECT LINK IDENTIFIER UPDATE REQUEST message or upon an A2X PC5 unicast link release and if available
	Transmission of A2X DIRECT LINK IDENTIFIER UPDATE REQUEST message

	Tasdf
	2s
	Upon sending an A2X DIRECT LINK IDENTIFIER UPDATE REQUEST message
	Upon receiving an A2X DIRECT LINK IDENTIFIER UPDATE ACCEPT or A2X DIRECT LINK IDENTIFIER UPDATE REJECT or A2X DIRECT LINK RELEASE REQUEST message from the target UE
	Retransmission of the A2X DIRECT LINK IDENTIFIER UPDATE REQUEST message

	Teeee
	2s
	Upon sending an A2X DIRECT LINK IDENTIFIER UPDATE ACCEPT message
	Upon receiving an A2X DIRECT LINK IDENTIFIER UPDATE ACK message or A2X DIRECT LINK RELEASE REQUEST message from the initiating UE
	Retransmission of the A2X DIRECT LINK IDENTIFIER UPDATE ACCEPT message

	Tkaaa
	5s
	Upon receiving an A2X PC5 signalling message or A2X PC5 user plane data
	Upon A2X PC5 unicast link release or upon initiating the A2X PC5 unicast link keep-alive procedure
	Initiate the A2X PC5 unicast link keep-alive procedure

	Tkbbb
	5s
	Upon sending an A2X DIRECT LINK KEEPALIVE REQUEST message
	Upon receiving an A2X PC5 signalling message or A2X PC5 user plane data
	Retransmission of the A2X DIRECT LINK KEEPALIVE REQUEST message

	T5310
	2s
	Upon sending an A2X DIRECT LINK SECURITY MODE COMMAND message
	Upon receiving an A2X DIRECT LINK SECURITY MODE COMPLETE or A2X DIRECT LINK SECURITY MODE REJECT message from the target UE
	Retransmission of A2X DIRECT LINK SECURITY MODE COMMAND message

	NOTE 1	If the Target user info is not included in the A2X DIRECT LINK ESTABLISHMENT REQUEST message, then the initiating UE may keep the timer Txxxx running upon receiving A2X DIRECT LINK ESTABLISHMENT ACCEPT message.
NOTE 2	The value of this timer is the privacy timer value which is one of the configuration parameters for A2X communication over PC5 (see clause 5.2) and it is specified in 3GPP TS 24.578 [8] clause 5.3.



* * * End of Changes * * * *
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