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1. Reason for Change
NOTE: This CR is submitted along with SA6 clarification CR.
The content of this pCR is the same as C1-235809 except the changes in 5.5.4. The changes in 5.5.4 propose to use HTTP 204 response message as no further element is included in the <pin-communication-delete-reject> message.
PIN commnunication via PEGC is defined in clause 8.6.2 of TS 23.542. It should be implementated by stage-3.
As stage-3 only focus on PIN communication via 5GS triggered by PEGC, it is proposed to introduce a new term for PIN communication instead of using "PIN communication via 5GS triggered by PEGC", which is hard to understand.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 24.583 v0.3.0.
3. Revision history
- In rev1
1. Add "InterDigital" as the co-sign company.
2. IETF RFC 7231 [4] -> IETF RFC 9110 [4].
3. Rewording NOTE in 5.5.4.2.
4. Editorial changes in 5.5.3.3 and 5.5.4.2
-In rev2
1. Coversheet updates on the impacted spec and spec version.
[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc136352521][bookmark: _Toc2086438][bookmark: _Toc27161485][bookmark: _Toc136352523][bookmark: _Toc27161520][bookmark: _Toc136352638]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.542: "Application layer support for Personal IoT Network".
[3]	3GPP TS 22.261: "Service requirements for the 5G system".
[4]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[5]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
* * * Next Change * * * *
3.1	Terms
[bookmark: _Toc2086439][bookmark: _Toc27161486]For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
PIN application enabler server: An entity that provides the server side functionalities corresponding to the PIN application enabler layer.
PIN communication: A communication in a PIN between two PIN peers or between a PIN peer and an application server, which is supported by PGAE-C within the same PIN via a PDU session.
PIN element application enabler client: An entity that provides the client side functionalities corresponding to the PIN application enabler layer.
PIN gateway application enabler client: An entity that provides the client side functionalities corresponding to the PIN application enabler layer.
PIN management application enabler client: An entity that provides the client side functionalities corresponding to the PIN application enabler layer.
PIN peer: The appellative of the element in the PIN, which can be a PINEPEAE-C, a PEGCPGAE-C, or a PEMCPMAE-C.
For the purposes of the present document, the following terms given in 3GPP TS 22.261 [3] apply:
Personal IoT Network
PIN Element
PIN Element with Gateway Capability
PIN Element with Management Capability
* * * Next Change * * * *
5.5	PIN communication via 5GS triggered by PEGC
Editor’s note:	The details of procedures for PIN communication via 5GS triggered by PEGC is FFS.
[bookmark: _Toc136352624]5.5.1	General
Whether a PIN communication is allowed or not is decided by PMAE-C of the PIN. Hence if a PIN peer needs to initiate a PIN communication, it should interact with PMAE-C before sending the traffic directly to the PGAE-C for routing. Once the PIN communication is allowed by the PMAE-C, the PIN peer is allowed to send the traffic to the same target PIN peer or the same PIN server via the PGAE-C directly.
The following procedures are defined for PIN communication:
a)	PIN communication create as specified in clause 5.5.2;
b)	PIN communication update as specified in clause 5.5.3; and
c)	PIN communication delete as specified in clause 5.5.4.
5.5.2	PIN communication create procedure
5.5.2.1	Requesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.
When the requesting entity needs to initiate a PIN communication, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the requesting entity:
a)	shall set the Request-URI to the URI of the PMAE-C;
NOTE 1:	In case of the requesting entity is PMAE-C, the Request-URI sets to the URI of the PGAE-C.
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-request> element in the <pinapp-info> root element and within the <pin-communication-create-request> element:
1)	shall include a <pin-id> element set to the PIN ID of the PIN;
2)	shall include a <ue-id> element set to the identity of the requesting entity;
3)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;
4)	shall include a <pin-traffic-descriptor> element set to the PIN traffic descriptor that identifies the target traffic to or from the application server or the PIN peer;
5)	shall include a <pin-packet-filter> element set to the PIN packet filter that identifies one or more packet flow(s) (i.e. for the PGAE-C to route the traffic to the target application server or PIN peer);
6)	may include a <pin-requested-qos> element set to the QoS requirement of the packet flow that requested by the requesting entity; and
7)		may include a <ue-address> element set to the MAC address or IP address of the requesting entity.
The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 9110 [4].
NOTE 2:	In case of the requesting entity is PMAE-C itself, the generated HTTP POST request is sent towards the PGAE-C.
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-accept> element in the <pinapp-info> root element,
the requesting entity shall consider the PIN communication is allowed by the PMAE-C and send the traffic to the PGAE-C when needed.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-reject> element in the <pinapp-info> root element,
the requesting entity shall consider the PIN communication is not allowed by the PMAE-C or the PGAE-C.
NOTE 3:	In case of the requested QoS requirement is not the same as the accepted QoS requirement according to the <pin-accepted-qos> element, it is left to UE implementation for further actions.
5.5.2.2	PMAE-C procedure
NOTE:	This clause is not needed to perform in case of the requesting entity is the PMAE-C itself.
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-request> element in the <pinapp-info> root element,
the PMAE-C shall determine whether the requesting entity is allowed to perform the PIN communication or not.
If the requesting entity is allowed to perform the PIN communication, the PMAE-C shall forward the HTTP POST request message to PGAE-C with changing the Request-URI to the URI of the PGAE-C;
If the requesting entity is not allowed to perform the PIN communication, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-reject> element in the <pinapp-info> root element and within the <pin-communication-create-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN communication create procedure failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-accept> element in the <pinapp-info> root element,
the PMAE-C shall forward the HTTP 200 (OK) response message to the requesting entity. 
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-reject> element in the <pinapp-info> root element,
the PMAE-C shall forward the HTTP 403 (Forbidden) response message to the requesting entity. 
5.5.2.3	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-request> element in the <pinapp-info> root element,
the PGAE-C:
a)	shall configure the local rule according to the element in the <pin-communication-create-request> element respectively if acceptable;
b)	may initiate either of the following:
1)	a PDU session establishment procedure as specified in clause 6.4.1 of 3GPP TS 24.501 [5] if no PDU session has been established for this PIN; or
2)	a PDU session modification procedure as specified in clause 6.4.2 of 3GPP TS 24.501 [5] with the following consideration:
i)	the QoS flow descriptions IE is set according to the <pin-requested-qos> element; and
ii)	the QoS rules IE is set according to the <pin-packet-filter> element;
c)	shall generate one of the following to respond:
1)	an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-accept> element in the <pinapp-info> root element and within the <pin-communication-create-accept> element:
A)	shall include a <pin-accepted-qos> element set to the QoS requirement of the packet flow that is accepted by the PGAE-C; and
B)	shall include a <pin-communication-flow-id> element set to the identity of the communication flow that is successfully created by the PGAE-C; or
2)	an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-create-reject> element in the <pinapp-info> root element and within the <pin-communication-create-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN communication create procedure failure; and
d)	shall send the HTTP 200 (OK) response or the HTTP 403 (Forbidden) response towards the PMAE-C.
5.5.3	PIN communication update procedure
5.5.3.1	Requesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.
When the requesting entity needs to update a PIN communication, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the requesting entity:
a)	shall set the Request-URI to the URI of the PMAE-C;
NOTE 1:	In case of the requesting entity is PMAE-C, the Request-URI sets to the URI of the PGAE-C.
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-request> element in the <pinapp-info> root element and within the <pin-communication-update-request> element:
1)	shall include a <pin-id> element set to the PIN ID of the PIN;
2)	shall include a <ue-id> element set to the identity of the requesting entity;
3)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service;
4)	shall include a <pin-traffic-descriptor> element set to the PIN traffic descriptor that identifies the target traffic to or from the application server or the PIN peer;
5)	shall include a <pin-packet-filter> element set to the PIN packet filter that identifies one or more packet flow(s) (i.e. for the PGAE-C to route the traffic to the target application server or PIN peer);
6)	may include a <pin-requested-qos> element set to the QoS requirement of the packet flow that requested by the requesting entity; and
7)		may include a <ue-address> element set to the MAC address or IP address of the requesting entity.
The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 9110 [4].
NOTE 2:	In case of the requesting entity is PMAE-C itself, the generated HTTP POST request is sent towards the PGAE-C.
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-accept> element in the <pinapp-info> root element,
the requesting entity shall consider the PIN communication update is allowed by the PMAE-C and send the traffic to the PGAE-C when needed.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-reject> element in the <pinapp-info> root element,
the requesting entity shall consider the PIN communication update procedure is not allowed by the PMAE-C or the PGAE-C.
5.5.3.2	PMAE-C procedure
NOTE:	This clause is not needed to perform for PMAE-C in case of the requesting entity is the PMAE-C itself.
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-request> element in the <pinapp-info> root element,
the PMAE-C shall determine whether the requesting entity is allowed to update the PIN communication or not.
If the requesting entity is allowed to update the PIN communication, the PMAE-C shall forward the HTTP POST request message to PGAE-C with changing the Request-URI to the URI of the PGAE-C;
If the requesting entity is not allowed to update the PIN communication, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-reject> element in the <pinapp-info> root element and within the <pin-communication-update-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN communication update procedure failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-accept> element in the <pinapp-info> root element,
the PMAE-C shall forward the HTTP 200 (OK) response message to the requesting entity. 
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-reject> element in the <pinapp-info> root element,
the PMAE-C shall forward the HTTP 403 (Forbidden) response message to the requesting entity. 
5.5.3.3	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-request> element in the <pinapp-info> root element,
the PGAE-C:
a)	shall configure the local rule according to the element in the <pin-communication-update-request> element respectively if acceptable;
b)	may initiate a PDU session modification procedure as specified in clause 6.4.2 of 3GPP TS 24.501 [5] with the following consideration:
1)	the QoS flow descriptions IE is set according to the <pin-requested-qos> element; and
2)	the QoS rules IE is set according to <pin-packet-filter> element;
c)	shall generate one of the following to respond:
1)	an HTTP 200 (OK) response according to IETF RFC 9110 [4]. In the HTTP 200 (OK) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-accept> element in the <pinapp-info> root element and within the <pin-communication-update-accept> element:
A)	shall include a <pin-accepted-qos> element set to the QoS requirement of the packet flow that is accepted by the PGAE-C; and
B)	shall include a <pin-communication-flow-id> element set to the identity of the communication flow that is successfully updated by the PGAE-C; or
2)	an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-update-reject> element in the <pinapp-info> root element and within the <pin-communication-update-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN communication update procedure failure; and
d)	shall send the HTTP 200 (OK) response or the HTTP 403 (Forbidden) response towards the PMAE-C.

5.5.4	PIN communication delete procedure
5.5.4.1	Requesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.
When the requesting entity needs to delete a PIN communication, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 9110 [4]. In the HTTP POST request, the requesting entity:
a)	shall set the Request-URI to the URI of the PMAE-C;
NOTE 1:	In case of the requesting entity is PMAE-C, the Request-URI sets to the URI of the PGAE-C.
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-request> element in the <pinapp-info> root element and within the <pin-communication-delete-request> element:
1)	shall include a <pin-id> element set to the PIN ID of the PIN;
2)	shall include a <ue-id> element set to the identity of the requesting entity;
3)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for the PIN service; and
4)	shall include a <pin-communication-flow-id> element set to the identity of the communication flow that is required to delete.
The requesting entity shall send the generated HTTP POST request towards the PMAE-C according to IETF RFC 9110 [4].
NOTE 2:	In case of the requesting entity is PMAE-C itself, the generated HTTP POST request is sent towards the PGAE-C.
Upon reception of an HTTP 204 (No content) response message, the requesting entity shall consider the PIN communication identified by the <pin-communication-flow-id> element is successfully deleted.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-reject> element in the <pinapp-info> root element,
the requesting entity shall consider the PIN communication is not allowed to delete by the PMAE-C.
NOTE 3:	The further actions for the requesting entity are left to UE implementation.
5.5.4.2	PMAE-C procedure
NOTE:	This procedure is not performed if the requesting entity is the PMAE-C itself.
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-request> element in the <pinapp-info> root element,
the PMAE-C shall determine whether the requesting entity is allowed to delete the PIN communication or not.
If the requesting entity is allowed to perform the PIN communication, the PMAE-C shall forward the HTTP POST request message to PGAE-C with changing the Request-URI to the URI of the PGAE-C.
If the requesting entity is not allowed to delete the PIN communication, the PMAE-C shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-reject> element in the <pinapp-info> root element and within the <pin-communication-delete-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN communication delete procedure failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
Upon reception of an HTTP 204 (No content) response message, the PMAE-C shall forward the HTTP 204 (No content) response message to the requesting entity.
5.5.4.3	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-request> element in the <pinapp-info> root element,
the PGAE-C:
a)	shall delete the local rule according to the element in the <pin-communication-delete-request> element respectively if acceptable;
b)	may initiate a PDU session modification procedure as specified in clause 6.4.2 of 3GPP TS 24.501 [5] to modify the corresponding QoS rule and delete the corresponding packet filters;
c)	shall generate one of the following to respond:
1)	an HTTP 204 (No content) response according to IETF RFC 9110 [4]; or
2)	an HTTP 403 (Forbidden) response according to IETF RFC 9110 [4]. In the HTTP 403 (Forbidden) response message, the PGAE-C:
i)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
ii)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pin-communication-delete-reject> element in the <pinapp-info> root element and within the <pin-communication-delete-reject> element:
i)	shall include a <cause> element set to an appropriate cause for PIN communication delete procedure failure; and
d)	shall send the HTTP 204 (No content) response or the HTTP 403 (Forbidden) response towards the PMAE-C.
* * * End of Changes * * * *

