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1. Introduction
This p-CR provides security related parameters in A2X PC5 signalling information elements in 3GPP TS 24.577 specification related to the UAS_Ph2 work item.
2. Reason for Change
Security related parameters in A2X PC5 signalling information elements in 3GPP TS 24.577 specification need to be defined based on SA3 requirements in clause 5.6.2 in 3GPP TS 33.256.
3. Proposal
It is proposed to agree the following changes to 3GPP TS 24.577 v0.3.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc525231502][bookmark: _Toc25070722][bookmark: _Toc34388713][bookmark: _Toc34404484][bookmark: _Toc45282380][bookmark: _Toc45882766][bookmark: _Toc51951316][bookmark: _Toc59209093][bookmark: _Toc75734935][bookmark: _Toc138362021][bookmark: _Toc144291653][bookmark: _Toc34388624][bookmark: _Toc34404395][bookmark: _Toc45282223][bookmark: _Toc45882609][bookmark: _Toc51951159][bookmark: _Toc59208913][bookmark: _Toc75734751][bookmark: _Toc123627818][bookmark: _Toc144291540]12.3.1	A2X PC5 signalling message type
The purpose of the A2X PC5 signalling message type information element is to indicate the type of messages used in A2X PC5 signalling protocol.
The value part of the A2X PC5 signalling message type information element used in the A2X PC5 signalling messages is coded as shown in table 12.3.1.1.
The A2X PC5 signalling message type is a type 3 information element, with the length of 1 octet.
Table 12.3.1.1: A2X PC5 signalling message type
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	A2X DIRECT LINK ESTABLISHMENT REQUEST

	0
	0
	0
	0
	0
	0
	1
	0
	
	A2X DIRECT LINK ESTABLISHMENT ACCEPT

	0
	0
	0
	0
	0
	0
	1
	1
	
	A2X DIRECT LINK ESTABLISHMENT REJECT

	0
	0
	0
	0
	0
	1
	0
	0
	
	A2X DIRECT LINK MODIFICATION REQUEST

	0
	0
	0
	0
	0
	1
	0
	1
	
	A2X DIRECT LINK MODIFICATION ACCEPT

	0
	0
	0
	0
	0
	1
	1
	0
	
	A2X DIRECT LINK MODIFICATION REJECT

	0
	0
	0
	0
	0
	1
	1
	1
	
	A2X DIRECT LINK RELEASE REQUEST

	0
	0
	0
	0
	1
	0
	0
	0
	
	A2X DIRECT LINK RELEASE ACCEPT

	0
	0
	0
	0
	1
	0
	0
	1
	
	A2X DIRECT LINK KEEPALIVE REQUEST

	0
	0
	0
	0
	1
	0
	1
	0
	
	A2X DIRECT LINK KEEPALIVE RESPONSE

	0
	0
	0
	0
	1
	0
	1
	1
	
	A2X DIRECT LINK IDENTIFIER UPDATE REQUEST

	0
	0
	0
	0
	1
	1
	0
	0
	
	A2X DIRECT LINK IDENTIFIER UPDATE ACCEPT

	0
	0
	0
	0
	1
	1
	0
	1
	
	A2X DIRECT LINK IDENTIFIER UPDATE ACK

	0
	0
	0
	0
	1
	1
	1
	0
	
	A2X DIRECT LINK IDENTIFIER UPDATE REJECT

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	



	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	A2X DIRECT LINK ESTABLISHMENT REQUEST

	0
	0
	0
	0
	0
	0
	1
	0
	
	A2X DIRECT LINK ESTABLISHMENT ACCEPT

	0
	0
	0
	0
	0
	0
	1
	1
	
	A2X DIRECT LINK ESTABLISHMENT REJECT

	0
	0
	0
	0
	0
	1
	0
	0
	
	A2X DIRECT LINK MODIFICATION REQUEST

	0
	0
	0
	0
	0
	1
	0
	1
	
	A2X DIRECT LINK MODIFICATION ACCEPT

	0
	0
	0
	0
	0
	1
	1
	0
	
	A2X DIRECT LINK MODIFICATION REJECT

	0
	0
	0
	0
	0
	1
	1
	1
	
	A2X DIRECT LINK RELEASE REQUEST

	0
	0
	0
	0
	1
	0
	0
	0
	
	A2X DIRECT LINK RELEASE ACCEPT

	0
	0
	0
	0
	1
	0
	0
	1
	
	A2X DIRECT LINK KEEPALIVE REQUEST

	0
	0
	0
	0
	1
	0
	1
	0
	
	A2X DIRECT LINK KEEPALIVE RESPONSE

	0
	0
	0
	0
	1
	0
	1
	1
	
	A2X DIRECT LINK AUTHENTICATION REQUEST

	0
	0
	0
	0
	1
	1
	0
	0
	
	A2X DIRECT LINK AUTHENTICATION RESPONSE

	0
	0
	0
	0
	1
	1
	0
	1
	
	A2X DIRECT LINK AUTHENTICATION REJECT

	0
	0
	0
	0
	1
	1
	1
	0
	
	A2X DIRECT LINK SECURITY MODE COMMAND

	0
	0
	0
	0
	1
	1
	1
	1
	
	A2X DIRECT LINK SECURITY MODE COMPLETE

	0
	0
	0
	1
	0
	0
	0
	0
	
	A2X DIRECT LINK SECURITY MODE REJECT

	0
	0
	0
	1
	0
	0
	0
	1
	
	A2X DIRECT LINK REKEYING REQUEST

	0
	0
	0
	1
	0
	0
	1
	0
	
	A2X DIRECT LINK REKEYING RESPONSE

	0
	0
	0
	1
	0
	0
	1
	1
	
	A2X DIRECT LINK IDENTIFIER UPDATE REQUEST

	0
	0
	0
	1
	0
	1
	0
	0
	
	A2X DIRECT LINK IDENTIFIER UPDATE ACCEPT

	0
	0
	0
	1
	0
	1
	0
	1
	
	A2X DIRECT LINK IDENTIFIER UPDATE ACK

	0
	0
	0
	1
	0
	1
	1
	0
	
	A2X DIRECT LINK IDENTIFIER UPDATE REJECT

	0
	0
	0
	1
	0
	1
	1
	1
	
	A2X DIRECT LINK AUTHENTICATION FAILURE

	



Editor's note (pCR , UAS_Ph2): security related messages to be added based on SA3 conclusions when available. 
* * * Next Change * * * *
[bookmark: _Toc144291661]12.3.9	PC5 signalling protocol cause
The purpose of the PC5 signalling protocol cause information element is to indicate the cause used in the PC5 signalling protocol procedures.
The PC5 signalling protocol cause is a type 3 information element with a length of 2 octets.
The PC5 signalling protocol cause information element is coded as shown in figure 12.3.9.1 and table 12.3.9.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	PC5 signalling protocol cause IEI
	octet 1

	PC5 signalling cause value
	octet 2



Figure 12.3.9.1: PC5 signalling protocol cause information element
Table 12.3.9.1: PC5 signalling protocol cause information element
	PC5 signalling cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	[bookmark: _PERM_MCCTEMPBM_CRPT07900026___4]1
	
	Direct communication to the target UE not allowed

	0
	0
	0
	0
	0
	0
	1
	0
	
	Direct communication to the target UE no longer needed

	0
	0
	0
	0
	0
	0
	1
	[bookmark: _PERM_MCCTEMPBM_CRPT07900027___4]1
	
	Conflict of layer-2 ID for unicast communication is detected

	0
	0
	0
	0
	0
	1
	0
	0
	
	Direct connection is not available anymore

	0
	0
	0
	0
	0
	1
	0
	1
	
	Lack of resources for PC5 unicast link

	0
	0
	0
	0
	0
	1
	1
	0
	
	Required service not allowed

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	
	
	
	
	
	
	
	
	
	

	Any other value received by the UE shall be treated as 0110 1111, "protocol error, unspecified".



	PC5 signalling cause value (octet 2)

	[bookmark: MCCQCTEMPBM_00000041]

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	Direct communication to the target UE not allowed

	0
	0
	0
	0
	0
	0
	1
	0
	
	Direct communication to the target UE no longer needed

	0
	0
	0
	0
	0
	0
	1
	1
	
	Conflict of layer-2 ID for unicast communication is detected

	0
	0
	0
	0
	0
	1
	0
	0
	
	Direct connection is not available anymore

	0
	0
	0
	0
	0
	1
	0
	1
	
	Lack of resources for 5G ProSe direct link

	0
	0
	0
	0
	0
	1
	1
	0
	
	Authentication failure

	0
	0
	0
	0
	0
	1
	1
	1
	
	Integrity failure

	0
	0
	0
	0
	1
	0
	0
	0
	
	UE security capabilities mismatch

	0
	0
	0
	0
	1
	0
	0
	1
	
	LSB of KNRP-sess ID conflict

	0
	0
	0
	0
	1
	0
	1
	0
	
	UE PC5 unicast signalling security policy mismatch

	0
	0
	0
	0
	1
	0
	1
	1
	
	Required service not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Security policy not aligned

	0
	0
	0
	0
	1
	1
	0
	1
	
	Congestion situation

	0
	0
	0
	0
	1
	1
	1
	0
	
	Authentication synchronisation error

	0
	0
	0
	0
	1
	1
	1
	1
	
	Security procedure failure of 5G ProSe UE-to-network relay

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	Any other value received by the UE shall be treated as 0110 1111, "protocol error, unspecified".



Editor's note (pCR , UAS_Ph2): security related error causes to be added based on SA3 conclusions when available. 
* * * Next Change * * * *
[bookmark: _Toc45282392][bookmark: _Toc45882778][bookmark: _Toc51951328][bookmark: _Toc59209105][bookmark: _Toc75734947][bookmark: _Toc138362033][bookmark: _Toc45282391][bookmark: _Toc45882777][bookmark: _Toc51951327][bookmark: _Toc59209104][bookmark: _Toc75734946][bookmark: _Toc138362032][bookmark: _Hlk145064414]12.3.13	Nonce
The Nonce information element contains a 128-bit nonce used during A2X PC5 unicast link security establishment.
The Nonce information element is a type 3 information element, with a length of 17 octets.
The Nonce information element is coded as shown in figure 12.3.13.1 and table 12.3.13.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Nonce IEI
	octet 1

	Nonce contents
	octet 2


	
	octet 17



Figure 12.3.13.1: Nonce information element
Table 12.3.13.1: Nonce information element
	Nonce contents (octet 2 to 17)

This field contains the 128-bit nonce value.




[bookmark: _Toc45282393][bookmark: _Toc45882779][bookmark: _Toc51951329][bookmark: _Toc59209106][bookmark: _Toc75734948][bookmark: _Toc138362034]12.3.14	UE security capabilities
The UE security capabilities information element is used to indicate which security algorithms are supported by the UE.
The UE security capabilities is a type 4 information element with a minimum length of 4 octets and a maximum length of 10 octets.
The UE security capabilities information element is coded as shown in figure 12.3.14.1 and table 12.3.14.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE security capabilities IEI
	octet 1

	Length of UE security capabilities contents
	octet 2

	
5G-EA0
	128-
5G-EA1
	128-
5G-EA2
	128-
5G-EA3
	
5G-EA4
	
5G-EA5
	
5G-EA6
	
5G-EA7
	
octet 3

	
5G-IA0
	128-
5G-IA1
	128-
5G-IA2
	128-
5G-IA3
	
5G-IA4
	
5G-IA5
	
5G-IA6
	
5G-IA7
	
octet 4

	0
	0
	0
	0
	0
	0
	0
	0
	

	Spare
	octet 5* -10*



Figure 12.3.14.1: UE security capabilities information element
Table 12.3.14.1: UE security capabilities information element
	5GS encryption algorithms supported (octet 3)

	

	5GS encryption algorithm 5G-EA0 supported (octet 3, bit 8)

	0
	
	
	
	5GS encryption algorithm 5G-EA0 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA0 supported

	

	5GS encryption algorithm 128-5G-EA1 supported (octet 3, bit 7)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA1 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA1 supported

	

	5GS encryption algorithm 128-5G-EA2 supported (octet 3, bit 6)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA2 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA2 supported

	

	5GS encryption algorithm 128-5G-EA3 supported (octet 3, bit 5)

	0
	
	
	
	5GS encryption algorithm 128-5G-EA3 not supported

	1
	
	
	
	5GS encryption algorithm 128-5G-EA3 supported

	

	5GS encryption algorithm 5G-EA4 supported (octet 3, bit 4)

	0
	
	
	
	5GS encryption algorithm 5G-EA4 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA4 supported

	

	5GS encryption algorithm 5G-EA5 supported (octet 3, bit 3)

	0
	
	
	
	5GS encryption algorithm 5G-EA5 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA5 supported

	

	5GS encryption algorithm 5G-EA6 supported (octet 3, bit 2)

	0
	
	
	
	5GS encryption algorithm 5G-EA6 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA6 supported

	

	5GS encryption algorithm 5G-EA7 supported (octet 3, bit 1)

	0
	
	
	
	5GS encryption algorithm 5G-EA7 not supported

	1
	
	
	
	5GS encryption algorithm 5G-EA7 supported

	

	5GS integrity algorithms supported (octet 4)

	

	5GS integrity algorithm 5G-IA0 supported (octet 4, bit 8)

	0
	
	
	
	5GS integrity algorithm 5G-IA0 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA0 supported

	

	5GS integrity algorithm 128-5G-IA1 supported (octet 4, bit 7)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA1 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA1 supported

	

	5GS integrity algorithm 128-5G-IA2 supported (octet 4, bit 6)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA2 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA2 supported

	

	5GS integrity algorithm 128-5G-IA3 supported (octet 4, bit 5)

	0
	
	
	
	5GS integrity algorithm 128-5G-IA3 not supported

	1
	
	
	
	5GS integrity algorithm 128-5G-IA3 supported

	

	5GS integrity algorithm 5G-IA4 supported (octet 4, bit 4)

	0
	
	
	
	5GS integrity algorithm 5G-IA4 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA4 supported

	

	5GS integrity algorithm 5G-IA5 supported (octet 4, bit 3)

	0
	
	
	
	5GS integrity algorithm 5G-IA5 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA5 supported

	

	5GS integrity algorithm 5G-IA6supported (octet 4, bit 2)

	0
	
	
	
	5GS integrity algorithm 5G-IA6 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA6 supported

	

	5GS integrity algorithm 5G-IA7 supported (octet 4, bit 1)

	0
	
	
	
	5GS integrity algorithm 5G-IA7 not supported

	1
	
	
	
	5GS integrity algorithm 5G-IA7 supported

	



[bookmark: _Toc45282394][bookmark: _Toc45882780][bookmark: _Toc51951330][bookmark: _Toc59209107][bookmark: _Toc75734949][bookmark: _Toc138362035]12.3.15	UE PC5 unicast signalling security policy
The purpose of the UE PC5 unicast signalling security policy information element is to indicate the UE's configuration for integrity protection and ciphering of PC5 signalling messages.
The UE PC5 unicast signalling security policy is a type 3 information element with a length of 2 octets.
The UE PC5 unicast signalling security policy information element is coded as shown in figure 12.3.15.1.1 and table 12.3.15.1.
	[bookmark: _PERM_MCCTEMPBM_CRPT07900028___4]8
	7
	6
	5
	4
	3
	2
	1
	[bookmark: _MCCTEMPBM_CRPT07900029___7]

	[bookmark: _PERM_MCCTEMPBM_CRPT07900030___4]UE PC5 unicast signalling security policy IEI
	[bookmark: _MCCTEMPBM_CRPT07900031___7]octet 1

	[bookmark: _PERM_MCCTEMPBM_CRPT07900032___4]0
spare
	Signalling ciphering policy
	0
spare
	Signalling integrity protection policy
	[bookmark: _MCCTEMPBM_CRPT07900033___7]octet 2



Figure 12.3.15.1: UE PC5 unicast signalling security policy information element
Table 12.3.15.1: UE PC5 unicast signalling security policy information element
	[bookmark: _MCCTEMPBM_CRPT07900036___7]Signalling integrity protection policy (octet 2, bit 1 to 3)

	[bookmark: _MCCTEMPBM_CRPT07900037___7]Bits

	[bookmark: _PERM_MCCTEMPBM_CRPT07900038___4]3
	2
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900039___7]

	[bookmark: _PERM_MCCTEMPBM_CRPT07900040___4]0
	0
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900041___7]Signalling integrity protection not needed

	[bookmark: _PERM_MCCTEMPBM_CRPT07900042___4]0
	0
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900043___7]Signalling integrity protection preferred

	[bookmark: _PERM_MCCTEMPBM_CRPT07900044___4]0
	1
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900045___7]Signalling integrity protection required

	[bookmark: _PERM_MCCTEMPBM_CRPT07900046___4]0
	1
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900047___7]

	[bookmark: _MCCTEMPBM_CRPT07900048___7]	to	Spare

	[bookmark: _PERM_MCCTEMPBM_CRPT07900049___4]1
	1
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900050___7]

	[bookmark: _PERM_MCCTEMPBM_CRPT07900051___4]1
	1
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900052___7]Reserved

	[bookmark: _MCCTEMPBM_CRPT07900053___7]

	[bookmark: _MCCTEMPBM_CRPT07900054___7]If the UE receives a signalling integrity protection policy value that the UE does not understand, the UE shall interpret the value as 010 "Signalling integrity protection required".

Signalling ciphering policy (octet 2, bit 5 to 7)

	[bookmark: _MCCTEMPBM_CRPT07900055___7]Bits

	[bookmark: _PERM_MCCTEMPBM_CRPT07900056___4]7
	6
	5
	
	[bookmark: _MCCTEMPBM_CRPT07900057___7]

	[bookmark: _PERM_MCCTEMPBM_CRPT07900058___4]0
	0
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900059___7]Signalling ciphering not needed

	[bookmark: _PERM_MCCTEMPBM_CRPT07900060___4]0
	0
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900061___7]Signalling ciphering preferred

	[bookmark: _PERM_MCCTEMPBM_CRPT07900062___4]0
	1
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900063___7]Signalling ciphering required

	[bookmark: _PERM_MCCTEMPBM_CRPT07900064___4]0
	1
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900065___7]

	[bookmark: _MCCTEMPBM_CRPT07900066___7]	to	Spare

	[bookmark: _PERM_MCCTEMPBM_CRPT07900067___4]1
	1
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900068___7]

	[bookmark: _PERM_MCCTEMPBM_CRPT07900069___4]1
	1
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900070___7]Reserved

	[bookmark: _MCCTEMPBM_CRPT07900071___7]

	[bookmark: _MCCTEMPBM_CRPT07900072___7]If the UE receives a signalling ciphering policy value that the UE does not understand, the UE shall interpret the value as 010 "Signalling ciphering required".

Bit 4 and 8 of octet 2 are spare and shall be coded as zero.

	[bookmark: _MCCTEMPBM_CRPT07900073___7]



[bookmark: _Toc45282395][bookmark: _Toc45882781][bookmark: _Toc51951331][bookmark: _Toc59209108][bookmark: _Toc75734950][bookmark: _Toc138362036]12.3.16	MSB of KNRP-sess ID
The purpose of the MSB of KNRP-sess ID information element is to carry the 8 most significant bits of the KNRP-sess ID.
The MSB of KNRP-sess ID information element is a type 3 information element with a length of 2 octets.
The MSB of KNRP-sess ID information element is coded as shown in figure 12.3.16.1 and table 12.3.16.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	MSB of KNRP-sess ID IEI
	octet 1

	MSB of KNRP-sess ID contents
	octet 2



Figure 12.3.16.1: MSB of KNRP-sess ID information element
Table 12.3.16.1: MSB of KNRP-sess ID information element
	MSB of KNRP-sess ID contents (octet 2)

This field contains the 8 most significant bits of KNRP-sess ID.


	NOTE: This field is set to all zeros if the KNRP-sess ID is not generated, i.e., the null integrity algorithm is used.



[bookmark: _Toc138362037]12.3.17	KNRP ID
The purpose of the KNRP ID information element is to carry the identity of the KNRP held by a UE.
The KNRP ID is a type 3 information element with a length of 5 octets.
The KNRP ID information element is coded as shown in figure 12.3.17.1 and table 12.3.17.1
	8
	7
	6
	5
	4
	3
	2
	1
	

	KNRP ID IEI
	octet 1

	KNRP ID contents
	octet 2


	
	octet 5



Figure 12.3.17.1: KNRP ID information element
Table 12.3.17.1: KNRP ID information element
	KNRP ID contents (octet 2 to 5)

This field contains the 32-bit identifier of a KNRP.




[bookmark: _Toc45282397][bookmark: _Toc45882783][bookmark: _Toc51951333][bookmark: _Toc59209110][bookmark: _Toc75734952][bookmark: _Toc138362038]12.3.18	Selected security algorithms
[bookmark: _Toc502240465][bookmark: _Toc45282398][bookmark: _Toc45882784][bookmark: _Toc51951334][bookmark: _Toc59209111][bookmark: _Toc75734953][bookmark: _Toc138362039]Editor's note (pCR , UAS_Ph2): To be added after defining the related message.
12.3.19	LSB of KNRP-sess ID
The purpose of the LSB of KNRP-sess ID information element is to carry the 8 least significant bits of the KNRP-sess ID.
The LSB of KNRP-sess ID is a type 3 information element with a length of 2 octets.
The LSB of KNRP-sess ID information element is coded as shown in figure 12.3.19.1 and table 12.3.19.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	LSB of KNRP-sess ID
	octet 1

	LSB of KNRP-sess ID contents
	octet 2



Figure 12.3.19.1: LSB of KNRP-sess ID information element
Table 12.3.19.1: LSB of KNRP-sess ID information element
	LSB of KNRP-sess ID contents (octet 2)

This field contains the 8 least significant bits of KNRP-sess ID.




[bookmark: _Toc138362040]12.3.20	MSBs of KNRP ID
The purpose of the MSBs of KNRP ID information element is to carry the 16 most significant bits of the KNRP ID.
The MSBs of KNRP ID is a type 3 information element with a length of 3 octets.
The MSBs of KNRP ID information element is coded as shown in figure 12.3.20.1 and table 12.3.20.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	MSBs of KNRP ID IEI
	octet 1

	MSBs of KNRP ID contents
	octet 2

	
	octet 3



Figure 12.3.20.1: MSBs of KNRP ID information element
Table 12.3.20.1: MSBs of KNRP ID information element
	MSBs of KNRP ID contents (octet 2 to 3)

This field contains the 16 most significant bits of KNRP ID.




[bookmark: _Toc45282400][bookmark: _Toc45882786][bookmark: _Toc51951336][bookmark: _Toc59209113][bookmark: _Toc75734955][bookmark: _Toc138362041]12.3.21	LSBs of KNRP ID
The purpose of the LSBs of KNRP ID information element is to carry the 16 least significant bits of the KNRP ID.
The LSBs of KNRP ID is a type 3 information element with a length of 3 octets.
The LSBs of KNRP ID information element is coded as shown in figure 12.3.21.1 and table 12.3.21.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	LSBs of KNRP ID IEI
	octet 1

	LSBs of KNRP ID contents
	octet 2

	
	octet 3



Figure 12.3.21.1: LSBs of KNRP ID information element
Table 12.3.21.1: LSBs of KNRP ID information element
	LSBs of KNRP ID contents (octet 2 to 3)

This field contains the 16 least significant bits of KNRP ID.




[bookmark: _Toc45282401][bookmark: _Toc45882787][bookmark: _Toc51951337][bookmark: _Toc59209114][bookmark: _Toc75734956][bookmark: _Toc138362042]12.3.22	UE PC5 unicast user plane security policy
[bookmark: _MCCTEMPBM_CRPT07900177___4][bookmark: _Toc45282402][bookmark: _Toc45882788][bookmark: _Toc51951338][bookmark: _Toc59209115][bookmark: _Toc75734957][bookmark: _Toc138362043]Editor's note (pCR , UAS_Ph2): To be added after defining the related message.
12.3.23	Configuration of UE PC5 unicast user plane security protection
The purpose of the configuration of UE PC5 unicast user plane security protection information element is to indicate the agreed configuration for security protection of PC5 user plane data between UEs over the PC5 unicast link.
The configuration of UE PC5 unicast user plane security protection is a type 3 information element with a length of 2 octets.
The configuration of UE PC5 unicast user plane security protection information element is coded as shown in figure 12.3.23.1 and table 12.3.23.1.
	[bookmark: _MCCTEMPBM_CRPT07900178___4]8
	7
	6
	5
	4
	3
	2
	1
	[bookmark: _MCCTEMPBM_CRPT07900179___7]

	[bookmark: _MCCTEMPBM_CRPT07900180___4]configuration of UE PC5 unicast user plane security protection IEI
	[bookmark: _MCCTEMPBM_CRPT07900181___7]octet 1

	[bookmark: _MCCTEMPBM_CRPT07900182___4]0
spare
	User plane ciphering configuration
	0
spare
	User plane integrity protection configuration
	[bookmark: _MCCTEMPBM_CRPT07900183___7]octet 2



Figure 8.4.23.1: Configuration of UE PC5 unicast user plane security protection information element
Table 8.4.23.1: Configuration of UE PC5 unicast user plane security protection information element
	[bookmark: _MCCTEMPBM_CRPT07900185___7]User plane integrity protection configuration (octet 2, bit 1 to 3)

	[bookmark: _MCCTEMPBM_CRPT07900186___7]Bits

	[bookmark: _MCCTEMPBM_CRPT07900187___4]3
	2
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900188___7]

	[bookmark: _MCCTEMPBM_CRPT07900189___4]0
	0
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900190___7]Off

	[bookmark: _MCCTEMPBM_CRPT07900191___4]0
	0
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900192___7]Off or On

	[bookmark: _MCCTEMPBM_CRPT07900193___4]0
	1
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900194___7]On

	[bookmark: _MCCTEMPBM_CRPT07900195___4]0
	1
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900196___7]

	[bookmark: _MCCTEMPBM_CRPT07900197___7]	to	Spare

	[bookmark: _MCCTEMPBM_CRPT07900198___4]1
	1
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900199___7]

	[bookmark: _MCCTEMPBM_CRPT07900200___4]1
	1
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900201___7]Reserved

	[bookmark: _MCCTEMPBM_CRPT07900202___7]

	[bookmark: _MCCTEMPBM_CRPT07900203___7]User plane ciphering configuration (octet 2, bit 5 to 7)

	[bookmark: _MCCTEMPBM_CRPT07900204___7]Bits

	[bookmark: _MCCTEMPBM_CRPT07900205___4]7
	6
	5
	
	[bookmark: _MCCTEMPBM_CRPT07900206___7]

	[bookmark: _MCCTEMPBM_CRPT07900207___4]0
	0
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900208___7]Off

	[bookmark: _MCCTEMPBM_CRPT07900209___4]0
	0
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900210___7]Off or On

	[bookmark: _MCCTEMPBM_CRPT07900211___4]0
	1
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900212___7]On

	[bookmark: _MCCTEMPBM_CRPT07900213___4]0
	1
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900214___7]

	[bookmark: _MCCTEMPBM_CRPT07900215___7]	to	Spare

	[bookmark: _MCCTEMPBM_CRPT07900216___4]1
	1
	0
	
	[bookmark: _MCCTEMPBM_CRPT07900217___7]

	[bookmark: _MCCTEMPBM_CRPT07900218___4]1
	1
	1
	
	[bookmark: _MCCTEMPBM_CRPT07900219___7]Reserved

	[bookmark: _MCCTEMPBM_CRPT07900220___7]

	[bookmark: _MCCTEMPBM_CRPT07900221___7]Bit 4 and 8 of octet 2 are spare and shall be coded as zero.

	[bookmark: _MCCTEMPBM_CRPT07900222___7]



[bookmark: _Toc45282403][bookmark: _Toc45882789][bookmark: _Toc51951339][bookmark: _Toc59209116][bookmark: _Toc75734958][bookmark: _Toc138362044]12.3.24	Re-authentication indication
Editor's note (pCR , UAS_Ph2): To be added after defining the related message.
12.3.25	Key establishment information container
The Key establishment information container information element contains information for A2X PC5 unicast link key establishment.
The Key establishment information container is a type 6 information element with a minimum length of 4 octets.
The Key establishment information container information element is coded as shown in figure 12.3.25.1 and table 12.3.25.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Key establishment information container IEI
	octet 1

	Length of key establishment information container contents

	octet 2
octet 3

	Key establishment information container contents
	octet 4


	
	octet n


Figure 12.3.25.1: Key establishment information container information element
Table 12.3.25.1: Key establishment information container information element
	Key establishment information container contents (octet 4 to n)

This field contains the key establishment information container.




* * * End of Changes * * * *

