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***** First change *****
[bookmark: _Toc138361235]8a.2.x	5G ProSe security procedures over PC3a interface for 5G ProSe UE-to-UE relay
[bookmark: _Toc138361236]8a.2.x.1	General
[bookmark: _Toc138361237]8a.2.x.1.1	Transport protocol for PC3a messages
The transport protocol for PC3a messages are the same as described in clause 8.2.12.1.1.
[bookmark: _Toc138361238]8a.2.x.1.2	Handling of UE-initiated procedures
[bookmark: _Hlk147905462]The handling of UE-initiated procedures are the same as described in clause 8.2.12.1.2.
[bookmark: _Toc138361241]8a.2.x.2	Procedures
[bookmark: _Toc138361242]8a.2.x.2.1	Types of 5G ProSe security procedures over PC3a interface for 5G ProSe UE-to-UE relay
The following procedures are defined:
a)	5G ProSe UE-to-UE relay discovery security material request procedure.
In the following descriptions of 5G procedures over PC3a interface, the terms "request" and "response" refer to the corresponding PC3a messages, not to the HTTP request or response. The following procedure descriptions use a single PC3a message for illustration purposes.
The PC3a control protocol procedures for 5G ProSe UE-to-UE relay discovery shall be integrity protected and confidentiality protected using the security procedures defined in clause 5.2.3 in 3GPP TS 33.503 [34].
NOTE:	A single HTTP request message can contain multiple PC3a control protocol requests and a single HTTP response message can contain multiple PC3a control protocol responses.
When the TLS tunnel between the UE and the 5G DDNMF for transport of PC3a messages is established by the UE according to 3GPP TS 33.503 [34], the 5G DDNMF shall obtain identity of the served UE using the procedures specified in 3GPP TS 33.220 [46] or 3GPP TS 33.535 [47].
[bookmark: _Toc138361243]8a.2.x.2.2	5G ProSe UE-to-UE relay discovery security material request procedure
[bookmark: _Toc138361244]8a.2.x.2.2.1	General
The purpose of the 5G ProSe UE-to-UE relay discovery security material request procedure is for the UE:
a)	to obtain the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE, applicable when the UE acts as a 5G ProSe end UE and uses the security procedure over control plane as specified in 3GPP TS 33.503 [34]; and
b)	to obtain the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe UE-to-UE relay UE, applicable when the UE acts as a 5G ProSe UE-to-UE relay UE and uses the security procedure over control plane as specified in 3GPP TS 33.503 [34].
[bookmark: _Toc138361245]8a.2.x.2.2.2	5G ProSe UE-to-UE relay discovery security material request procedure initiation
The UE shall initiate the 5G ProSe UE-to-UE relay discovery security material request procedure:
a)	if the UE is authorized to act as a 5G ProSe end UE and uses the security procedure over control plane as specified in 3GPP TS 33.503 [34]:
1)	when the UE has no 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE and the UE is in NG-RAN coverage; or
2)	after expiration of timer T50aa, when in NG-RAN coverage or when entering NG-RAN coverage; or
b)	if the UE is authorized to act as a 5G ProSe UE-to-UE relay UE and uses the security procedure over control plane as specified in 3GPP TS 33.503 [34]:
1)	when the UE has no 5G ProSe UE-to-UE relay discovery security material for 5G ProSe UE-to-UE relay UE and the UE is in NG-RAN coverage; or
2)	after expiration of timer T50yy, when in NG-RAN coverage or when entering NG-RAN coverage.
The UE shall initiate the 5G ProSe UE-to-UE relay discovery security material request procedure by sending a PROSE_SECURITY_MATERIAL_REQUEST message with the <UUR-discovery-security-parameters-request> element. In the <UUR-discovery-security-parameters-request> element, the UE:
a)	shall include a new transaction ID;
b)	shall indicate whether the UE requests the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE, the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe UE-to-UE relay UE or both;
c)	shall include the PC5 UE security capabilities indicating ciphering algorithms supported by the UE;
d)	if the UE requests the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE, may include a list of PLMN identities of the visited PLMNs;
e)	may indicate the requested model indicating the model of the 5G ProSe UE-to-UE relay discovery over PC5 interface for which security parameters are requested, set to "model A" or "model B"; and
NOTE:	If the requested model is not included in the PROSE_SECURITY_MATERIAL_REQUEST message, security parameters are requested for both model A and model B of the 5G ProSe UE-to-UE relay discovery over PC5 interface.
f)	shall include the relay service code indicating the connectivity service to be discovered.
Figure 8a.2.x.2.2.2.1 illustrates the interaction of the UE and the 5G DDNMF in the 5G ProSe UE-to-UE relay discovery security material request procedure.


Figure 8a.2.x.2.2.2.1: 5G ProSe UE-to-UE relay discovery security material request procedure
[bookmark: _Toc138361246]8a.2.x.2.2.3	5G ProSe UE-to-UE relay discovery security material request procedure accepted by the 5G DDNMF
Upon receiving a PROSE_SECURITY_MATERIAL_REQUEST message with the <UUR-discovery-security-parameters-request> element, if:
a)	the UE requests the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE only and the PROSE_SECURITY_MATERIAL_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe end UE;
b)	the UE requests the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe UE-to-UE relay UE only and the PROSE_SECURITY_MATERIAL_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe UE-to-UE relay UE; or
c)	the UE requests the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE and the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe UE-to-UE relay UE and the PROSE_SECURITY_MATERIAL_REQUEST message is received over a TLS tunnel established by a UE authorized to act as a 5G ProSe UE-to-UE relay UE and authorized to act as a 5G ProSe end UE;
the 5G DDNMF shall send a PROSE_SECURITY_MATERIAL_RESPONSE message containing a <UUR-discovery-security-parameters-accept> element. In the <UUR-discovery-security-parameters-accept> element, the 5G DDNMF:
a)	shall include the transaction ID set to the value of the transaction ID received in the <UUR-discovery-security-parameters-request> element in the PROSE_SECURITY_MATERIAL_REQUEST message;
b)	if the UE requests the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE:
1)	shall include the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE. In the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE, the 5G DDNMF:
A)	shall include the expiration timer of the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE; and
B)	for the received relay service code for which the UE is authorized to act as a 5G ProSe end UE:
i)	if the requested model is not indicated in the <UUR-discovery-security-parameters-request> element in the PROSE_SECURITY_MATERIAL_REQUEST message or is set to "model A", may include the code-receiving security parameters for model A containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask;
ii)	if the requested model is not indicated in the <UUR-discovery-security-parameters-request> element in the PROSE_SECURITY_MATERIAL_REQUEST message or is set to "model B", may include the code-receiving security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask and the code-sending security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask; and
iii)	shall include the selected ciphering algorithm; and
2)	may include the PC5 security policies for the received relay service code for 5G ProSe end UE. In the PC5 security policies for the received relay service code for 5G ProSe end UE, the 5G DDNMF:
A)	for the received relay service code for which the UE is authorized to act as a 5G ProSe end UE:
i)	shall include the PC5 security policies;
c)	if the UE requests the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe UE-to-UE relay UE:
1)	shall include the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe UE-to-UE relay UE. In the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe UE-to-UE relay UE, the 5G DDNMF:
A)	shall include the expiration timer of the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe UE-to-UE relay UE; and
B)	for the received relay service code for which the UE is authorized to act as a 5G ProSe UE-to-UE relay UE:
i)	if the requested model is not indicated in the <UUR-discovery-security-parameters-request> element in the PROSE_SECURITY_MATERIAL_REQUEST message or is set to "model A", may include the code-sending security parameters for model A containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask;
ii)	if the requested model is not indicated in the <UUR-discovery-security-parameters-request> element in the PROSE_SECURITY_MATERIAL_REQUEST message or is set to "model B", may include the code-receiving security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask and the code-sending security parameters for model B containing one or more of DUSK, DUIK and DUCK with associated encrypted bitmask; and
iii)	shall include the selected ciphering algorithm; and
2)	may include the PC5 security policies for the received relay service code for 5G ProSe UE-to-UE relay UE. In the PC5 security policies for the received relay service code for 5G ProSe UE-to-UE relay UE, the 5G DDNMF:
A)	for the received relay service code for which the UE is authorized to act as a 5G ProSe UE-to-UE relay UE:
i)	shall include the PC5 security policies; and
d)	shall include the current time set to the current UTC-based time at the 5G DDNMF and the max offset.
If the UE requests the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE, the UE identity in the PROSE_SECURITY_MATERIAL_REQUEST message indicates a UE authorized to act as a 5G ProSe end UE and the <UUR-discovery-security-parameters-request> element in the PROSE_SECURITY_MATERIAL_REQUEST message contains a list of PLMN identities of the visited PLMNs, the 5G DDNMF shall include in the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE any information received from 5G DDNMFs of potential 5G ProSe UE-to-UE relay UEs which can serve the UE.
[bookmark: _Toc138361247]8a.2.x.2.2.4	5G ProSe UE-to-UE relay discovery security material request procedure completion by the UE
Upon receipt of the PROSE_SECURITY_MATERIAL_RESPONSE message with the <UUR-discovery-security-parameters-accept>, if the transaction ID contained in the <UUR-discovery-security-parameters-accept> element matches the value sent by the UE in the <UUR-discovery-security-parameters-request> element in the PROSE_SECURITY_MATERIAL_REQUEST message, the UE:
a)	if the <UUR-discovery-security-parameters-accept> element contains the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE:
1)	shall store the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE, shall stop timer T50aa, if running and shall start timer T50aa with the value of the expiration timer indicated in the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe end UE; and
2)	if the PC5 security policies for the relay service code for 5G ProSe end UE are received, shall store the PC5 security policies for the relay service code for 5G ProSe end UE;
b)	if the <UUR-discovery-security-parameters-accept> element contains the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe UE-to-UE relay UE:
1)	shall store the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe UE-to-UE relay UE, shall stop timer T50bb, if running and shall start timer T50bb with the value of the expiration timer indicated in the 5G ProSe UE-to-UE relay discovery security material for 5G ProSe UE-to-UE relay UE; and
2)	if the PC5 security policies for the relay service code for 5G ProSe UE-to-UE relay UE are received, shall store the PC5 security policies for the relay service code for 5G ProSe UE-to-UE relay UE; and
c)	shall set a ProSe clock (see 3GPP TS 33.503 [34]) to the value of the received current time parameter and store the received max offset.
[bookmark: _Toc138361248]8a.2.x.2.2.5	5G ProSe UE-to-UE relay discovery security material request procedure not accepted by the 5G DDNMF
If the PROSE_SECURITY_MATERIAL_REQUEST message with the <UUR-discovery-security-parameters-request> element cannot be accepted by the 5G DDNMF, the 5G DDNMF shall send a PROSE_SECURITY_MATERIAL_RESPONSE message containing a <UUR-discovery-security-parameters-reject> element. In the <UUR-discovery-security-parameters-reject> element, the 5G DDNMF shall include the transaction ID set to the value of the transaction ID received in the <UUR-discovery-security-parameters-request> element in the PROSE_SECURITY_MATERIAL_REQUEST message and shall include an appropriate PC3a control protocol cause value.
Upon receipt of the PROSE_SECURITY_MATERIAL_RESPONSE message with the <UUR-discovery-security-parameters-reject> element, if the transaction ID contained in the <UUR-discovery-security-parameters-reject> element matches the value sent by the UE in the <UUR-discovery-security-parameters-request> element in the PROSE_SECURITY_MATERIAL_REQUEST message, the UE shall consider the 5G ProSe UE-to-UE relay discovery security material request procedure as rejected.
[bookmark: _Toc138361249]8a.2.x.2.2.6	Abnormal cases in the UE
The following abnormal cases can be identified:
a)	Indication from the transport layer of transmission failure of PROSE_SECURITY_MATERIAL_REQUEST message (e.g. after TCP retransmission timeout).
	The UE shall close the existing secure connection to the 5G DDNMF, establish a new secure connection and then restart the 5G ProSe UE-to-UE relay discovery security material request procedure.
b)	No response from the 5G DDNMF after the PROSE_SECURITY_MATERIAL_REQUEST message has been successfully delivered (e.g. TCP ACK has been received for the PROSE_SECURITY_MATERIAL_REQUEST message)
	The UE shall retransmit the PROSE_SECURITY_MATERIAL_REQUEST message.
NOTE:	The timer to trigger retransmission and the maximum number of allowed retransmissions are UE implementation specific.
[bookmark: _Toc138361250]8a.2.x.2.2.7	Abnormal cases in the 5G DDNMF
The following abnormal cases can be identified:
a)	Indication from the lower layer of transmission failure of PROSE_SECURITY_MATERIAL_RESPONSE message.
	After receiving an indication from lower layer that the PROSE_SECURITY_MATERIAL_RESPONSE message has not been successfully acknowledged (e.g. TCP ACK is not received), the 5G DDNMF shall abort the procedure.
***** End of changes *****
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