3GPP TSG-CT WG1 Meeting #143 	C1-236449
Goteborg, 21– 25 August 2023


Title:	Reply LS on Mitigation of Downgrade attacks
[bookmark: OLE_LINK57][bookmark: OLE_LINK58]Response to:	LS on Mitigation of Downgrade attacks (S3-234173)
[bookmark: OLE_LINK59][bookmark: OLE_LINK60][bookmark: OLE_LINK61]Release:	Rel-18
Work Item:	TEI18

Source:	CT1
To:	SA3
[bookmark: OLE_LINK45][bookmark: OLE_LINK46]Cc:	RAN2

Contact person:
Name: Lionel Morand	
Tel. Number: +33607758936	
E-mail Address: lionel.morand@orange.com
	
Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org

Attachments:	TS 24.301 CR#3924 (C1-236303)

1	Overall description
CT1 thanks SA3 for their LS on the mitigation of downgrade attacks.
CT1 had the following action point:
· SA3 asks CT1 strengthen the text in TS 24.301 to make it clearer that it is mandatory to support the redir-policy bit in MMEs and UEs and extension the redir-policy solution to also prohibit insecure re-direct to 3G as per the request from GSMA.
Following the recommendations, CT1 discussed and agreed the CR#3924 to TS 24.301 (C1-236303) which:
· Makes madatory the support and the inclusion of the redir-policy bit in ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT messages. 
· Updates the definition of the redir-policy bit to indicate that the redirection policy applies to UTRAN as well.
2	Actions
To SA3 and RAN2:
ACTION: 	
· CT1 would like to ask SA3 and RAN2 to take these changes into account and perform any needed changes to related specifications accordingly.
3	Dates of next TSG CT WG 1 meetings
CT1#144	9th   – 13th October 2023 		Xiamen, CN
CT1#145	13th   – 17th November 2023 		Chicago, US
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