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1. Reason for Change
The coding of PIN server discovery is missing.
Besides, the PIN server discovery contains the failure case, it should be aligned in stage-3.
Table 8.3.3.3-1: PIN server discovery response
	Information element
	Status
	Description

	Successful response
	O
(see NOTE)
	Indicates that the PIN server discovery request was successful.

	> PIN server endpoint information
	M
	Includes URI(s), FQDN(s), IP address(es)) of PIN server.

	Failure response
	O
(see NOTE)
	Indicates that the PIN server discovery request failed.

	> Cause
	M
	Provides the cause for PIN server discovery request failure.

	NOTE:	At least one of the IE shall be present.



2. Proposal
It is proposed to agree the following changes to 3GPP TS 24.583 v0.2.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc136352533][bookmark: _Toc136352653]5.2.3.1	PEAE-C procedure
When the PEAE-C needs to receive one or more endpoint information of PAE-S, the PEAE-C shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the PEAE-C:
a)	shall set the Request-URI to the URI corresponding to the PGAE-C;
NOTE:	How to obtain the URI corresponding to the PGAE-C is left to UE implementation.
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-request> element in the <pinapp-info> root element and within the <server-discovery-request> element:
1)	shall include a <ue-id> element set to the identity of the PEAE-C (i.e. GPSI);
2)	may include a <mac-address> element set to the MAC address of the PEAE-C; and
3)	may include a <ue-location> element set to the location information of the PEAE-C.
The PEAE-C shall send the generated HTTP POST request towards the PGAE-C according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-responseaccept> element in the <pinapp-info> root element,
the PEAE-C shall store the endpoint information of PAE-S and consider the client procedure for PAE-S discovery via PGAE-C is complete.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-reject> element in the <pinapp-info> root element,
the PEAE-C shall consider the endpoint information is not available neither in PMAE-C nor in PGAE-C.
[bookmark: _Toc136352534]5.2.3.2	PGAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-request> element in the <pinapp-info> root element
the PGAE-C shall:
a)	if the endpoint information of PAE-S is available in the PGAE-C, the PGAE-C shall generate an HTTP 200 (OK) response according to IETF RFC 7231 [4] and send the HTTP 200 (OK) response towards the PEAE-C. In the HTTP 200 (OK) response message, the PGAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-responseaccept> element in the <pinapp-info> root element and within the <server-discovery-responseaccept> element:
i)	shall include a <endpoint-information-content> element set to the endpoint information of PAE-S; and
b)	else, if the endpoint information of PAE-S is not available in PGAE-C, the PGAE-C shall send the HTTP POST request message received from PEAE-C to PMAE-C directly to request the endpoint information of PIN serve from the PMAE-C.
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-responseaccept> element in the <pinapp-info> root element,
the PGAE-C shall send the HTTP 200 (OK) response message received from PMAE-C to PEAE-C directly to deliver the endpoint information of PAE-S towards PEAE-C.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-reject> element in the <pinapp-info> root element,
the PGAE-C shall forward the HTTP 403 (Forbidden) response message to the PEAE-C.
[bookmark: _Toc136352535]5.2.3.3	PMAE-C procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-request> element in the <pinapp-info> root element,
the PMAE-C shall check whether the endpoint information of PAE-S is available in the PMAE-C.
If the endpoint information of PAE-S is available in the PMAE-C:
a)	generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-responseaccept> element in the <pinapp-info> root element and within the <server-discovery-responseaccept> element:
i)	shall include a <endpoint-information-content> element set to the endpoint information of PAE-S; and
b)	send the HTTP 200 (OK) response towards the PGAE-C.
If the endpoint information of PAE-S is not available in the PMAE-C:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the HTTP 403 (Forbidden) response message, the PMAE-C:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-reject> element in the <pinapp-info> root element and within the <server-discovery-reject> element:
i)	shall include a <cause> element to indicate the endpoint information of PAE-S is not available; and
b)	send the HTTP 403 (Forbidden) response towards the PGAE-C.

[bookmark: _Toc136352536]5.2.3.2	PAE-S discovery via PGAE-C completion
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <server-discovery-response> element in the <pinapp-info> root element,
the PEAE-C shall store the endpoint information of PAE-S and consider the client procedure for PAE-S discovery via PGAE-C is complete.
* * * Next Change * * * *
6.1	General
Editor’s note:	This clause contains the definition and contents of the messages used in the procedures described in the present document.
This clause contains the definition and contents of the messages used in the procedures described in the present document.
[bookmark: _Toc136352655]6.2.1	General
Editor’s note:	This clause defines the XML schema and MIME type related to messages between PIN element and PIN element.
This clause defines the XML schema and MIME type related to messages between PIN peer and PIN peer.
[bookmark: _Toc136352656]6.2.2	Structure
The <pinapp-info> element shall be the root element of the document.
The <pinapp-info> element shall include at least one of the followings:
a)	<server-discovery-request> element;
b)	<server-discovery-accept>element; and
c)	<server-discovery-reject>element;
The <server-discovery-request> element:
a)	shall include a <ue-id> element;
b)	may include a <ue-location> element; and
c)	may include a <mac-address> element.
The <server-discovery-accept> element shall include a <endpoint-information-content> element.
The <endpoint-information-content> element shall include at least one of the followings:
a)	a <uri> element;
b)	a <fqdn> element;
c)	a <ipv4-address> element; and
d)	a <ipv6-address> element.
The <server-discovery-reject> element shall include a <casue> element.
[bookmark: _Toc136352657]6.2.3	MIME type
The MIME type of the document shall be "application/vnd.3gpp.pinapp-info+xml MIME body".
The MIME type is used to carry information related to the PINAPP operation. It shall be coded as an XML document containing one of the following PINAPP protocol messages:
a)	server-discovery-request;
b)	server-discovery-accept; and
c)	server-discovery-reject.
Each of the above message is presented in the XML document as an XML element named after the corresponding message.

[bookmark: _Toc136352658]6.2.4	XML schema
An entity receiving the XML body ignores any unknown XML element and any unknown XML attribute.
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"
           xmlns="urn:3GPP:ns:pinapp:2023"
           elementFormDefault="qualified"
           targetNamespace="urn:3GPP:ns:pinapp:2023">
        <xs:annotation>
            <xs:documentation>
                Info for PINAPP protocol Messages Syntax
            </xs:documentation>
        </xs:annotation>

<!--  Top level PINAPP protocpl Message definition  -->
  <xs:element name="pinapp-info">
    <xs:complexType>
      <xs:choice>
        <xs:element name="server-discovery-request" type="pin-server-discovery-req-info"/>
        <xs:element name="server-discovery-accept" type="pin-server-discovery-acc-info"/>
        <xs:element name="server-discovery-reject" type="pin-server-discovery-rej-info"/>
        <xs:element name="message-ext" type="DiscMsgExtType"/>
        <xs:any namespace="##other" processContents="lax"/>
      </xs:choice>
    </xs:complexType>
  </xs:element>

  <!-- Complex types defined for Message-level -->
  <xs:complexType name="pin-server-discovery-req-info">
    <xs:sequence>
     <xs:element name="discovery-request" type="SerDiscReq-info" minOccurs="0" maxOccurs="unbounded"/>
     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:complexType name="pin-server-discovery-acc-info">
    <xs:sequence>
     <xs:element name="discovery-accept" type="SerDiscAcc-info" minOccurs="0" maxOccurs="unbounded"/>
     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:complexType name="pin-server-discovery-rej-info">
    <xs:sequence>
     <xs:element name="discovery-reject" type="SerDiscRej-info" minOccurs="0" maxOccurs="unbounded"/>
     <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
     <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <!-- Complex types defined for parameters with complicated structure -->
  <xs:complexType name="SerDiscReq-info">
    <xs:sequence>
      <xs:element name="ue-id" type="xs:string"/>
      <xs:element name="mac-address" type="xs:string" minOccurs="0"/>
      <xs:element name="ue-location" type="xs:string" minOccurs="0"/>
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:complexType name="Location-info">
    <xs:sequence>
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:attribute name="NCGI" type="NCGI-type" use="optional"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:simpleType name="NCGI-type">
    <xs:restriction base="xs:hexBinary"/>
  </xs:simpleType>

  <xs:complexType name="SerDiscAcc-info">
    <xs:sequence>
      <xs:element name="endpoint-information-content" type="EndPoiInfo"/>
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:complexType name="EndPoiInfo">
    <xs:sequence>
      <xs:element name="uri" type="xs:anyURI" minOccurs="0" maxOccurs="1"/>
      <xs:element name="fqdn" type="xs:string" minOccurs="0" maxOccurs="1"/>
      <xs:element name="ipv4-address" type="xs:string" minOccurs="0" maxOccurs="1"/>
      <xs:element name="ipv6-address" type="xs:string" minOccurs="0" maxOccurs="1"/>
      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:complexType name="SerDiscRej-info">
    <xs:sequence>
      <xs:element name="cause-value" type="Binary"/>
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <!--  extension allowed -->
  <xs:complexType name="DiscMsgExtType">
    <xs:sequence>
      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <!--  XML attribute for any future extensions  -->
  <xs:complexType name="anyExtType">
    <xs:sequence>
      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
  </xs:complexType>

</xs:schema>
[bookmark: _Toc136352659]6.2.5	Data semantics
6.2.5.1	General
The <pinapp-info> element is the root element of this XML document and it can be one of the following elements:
a)	<server-discovery-request> element;
b)	<server-discovery-accept>element; and
c)	<server-discovery-reject>element.
[bookmark: _Toc138361510]6.2.5.1	Semantics of <service-discovery-request>
The < service-discovery-request> element contains:
a)	one <ue-id> element as specified in clause 7.2.1;
b)	zero or one <mac-address> element as specified in clause 7.2.2;
c)	zero or one <ue-location> element;
d)	zero or one <anyExt> element containing elements defined in future releases;
e)	zero, one or more elements from other namespaces defined in future releases; and
f)	zero, one or more attributes defined in future releases.
The <ue-location> element carries information about an NG-RAN cell where the UE was camping on or which the UE used in the 5GMM-CONNECTED mode. The <location> element contains:
a)	a "NCGI" attribute containing the parameter defined in clause 7.2.3;
b)	zero or one <anyExt> element containing elements defined in future releases;
c)	zero, one or more elements from other namespaces defined in future releases; and
d)	zero, one or more attributes defined in future releases.
6.2.5.2	Semantics of <service-discovery-accept>
The < service-discovery-accept> element contains:
a)	one <endpoint-information-content> element as specified in clause 7.2.4;
b)	zero or one <anyExt> element containing elements defined in future releases;
c)	zero, one or more elements from other namespaces defined in future releases; and
d)	zero, one or more attributes defined in future releases.
The <endpoint-information-content> element contains one of the followings:
a)	a <uri> element;
b)	a <fqdn> element;
c)	a <ipv4-address> element; and
d)	a <ipv6-address> element.
6.2.5.3	Semantics of <service-discovery-reject>
The < service-discovery-reject> element contains:
a)	one <cause-value> element as specified in clause 7.2.5;
b)	zero or one <anyExt> element containing elements defined in future releases;
c)	zero, one or more elements from other namespaces defined in future releases; and
d)	zero, one or more attributes defined in future releases.
[bookmark: _Toc136352660]6.2.6	IANA registration
Editor's note: The registration should be made after approval of the specification.
<MCC name>
Your Email Address:
<MCC email address>
Media Type Name:
Application
Subtype name:
application/vnd.3gpp.pinapp-info+xml
Required parameters:
None
Optional parameters:
"charset"	the parameter has identical semantics to the charset parameter of the "application/xml" media type as specified in section 9.1 of IETF RFC 7303.
Encoding considerations:
binary.
Security considerations:
Same as general security considerations for application/xml media type as specified in section 9.1 of IETF RFC 7303. In addition, this media type provides a format for exchanging information in SIP or in HTTP, so the security considerations from IETF RFC 3261 apply while exchanging information in SIP and the security considerations from IETF RFC 7231 apply while exchanging information in HTTP.
The information transported in this media type does not include active or executable content.
Mechanisms for privacy and integrity protection of protocol parameters exist. Those mechanisms as well as authentication and further security mechanisms are described in 3GPP TS 24.229.
This media type does not include provisions for directives that institute actions on a recipient's files or other resources.
This media type does not include provisions for directives that institute actions that, while not directly harmful to the recipient, may result in disclosure of information that either facilitates a subsequent attack or else violates a recipient's privacy in any way.
This media type does not employ compression.
Interoperability considerations:
Same as general interoperability considerations for application/xml media type as specified in section 9.1 of IETF RFC 7303. Any unknown XML elements and any unknown XML attributes are to be ignored by recipient of the MIME body.
Published specification:
3GPP TS 24.583 "Application layer support for Personal IoT Network (PINAPP); Stage 3" version 0.2.0, available via https://www.3gpp.org/ftp/Specs/archive/24_series/24.583.
Applications which use this media type:
Application layer support for Personal IoT Network (PINAPP) as described in the published specification.
Fragment identifier considerations:
The handling in section 5 of IETF RFC 7303 applies.
Restrictions on usage:
None
Provisional registration? (standards tree only):
N/A
Additional information:
1.	Deprecated alias names for this type: none
2.	Magic number(s): none
3.	File extension(s): none
4.	Macintosh File Type Code(s): none
5.	Object Identifier(s) or OID(s): none
Intended usage:
Common
Person to contact for further information:
-	Name: <MCC name>
-	Email: <MCC email address>
-	Author/Change controller:
i)	Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WG1@LIST.ETSI.ORG
ii)	Change controller: <MCC name>/<MCC email address>

* * * Next Change * * * *
[bookmark: _Toc136352670]7.2	Parameter format
7.2.1	UE identity
This parameter is used to carry the UE identity contained in a PINAPP protocol message. The format of the UE identity is encoded as the "VarUeId" Type Name as specified in clause 5.2.2 of 3GPP TS 29.571 [X].
7.2.2	MAC address
This parameter is used to carry the MAC address contained in a PINAPP protocol message. The format of the MAC address contains the binary representation of the MAC address of the PIN peer, starting with the least significant bit of the first octet of the MAC address.
7.2.3	NCGI
This parameter is used to indicate the NG-RAN Cell Global ID (NCGI) of the serving cell where the PIN peer is camping. It is an length of 512 long binary number as shown in figure 7.2.3-1 and table 7.2.3-1.
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Figure 7.2.3.1: NCGI parameter
Table 7.2.3.1: NCGI parameter
	MCC, Mobile country code
The MCC field is coded as in ITU-T Rec. E.212 [X1], Annex A.

MNC, Mobile network code
The coding of this field is the responsibility of each administration but BCD coding shall be used. If MNC consists of 2 digits, MNC is coded as "1111".

NCI, NR cell identity 
The NCI field is coded as in 3GPP TS 23.003 [X2].

Spare
The Spare field is coded as zeros.


7.2.4	Endpoint information
This parameter is used to carry the endpoint information contained in a PINAPP protocol message. The format of the endpoint information is coded as one of the followings:
a)	URI;
b)	FQDN;
c)	IPv4 address; and
d)	IPv6 address.
The format of FQDN contains a sequence of one octet FQDN length field and a FQDN value of variable size. The FQDN value field shall be encoded as defined in clause 28.3.2.1 of 3GPP TS 23.003 [X2].
The format of IPv4 address structure is defined in IETF RFC 791 [X3].
The format of IPv6 address structure is defined in IETF RFC 2373 [X4].
The format of URI structure is defined in IETF RFC 2396 [X5].
7.2.5	PINAPP protocol cause value
This parameter is used to indicate the particular reason why a PINAPP protocol message is rejected either by a PIN peer or PAE-S. It is an integer in the 0-255 range encoded in table 7.2.5.1.
Table 7.2.5.1: PINAPP protocol cause value
	0	Protocol error, unspecified

	1	Operation not allowed

	2	Requested information not available

	3-255	Unused. Any other value received by the entity shall be treated as 0, "protocol error, unspecified".



