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1. Reason for Change
TS 23.542 introduces direct deregistration procedure, indirect deregistration procedure, and registration update procedure as follows:



Figure 8.4.2.2.5-1: PINE de-registration directly to PIN server


Figure 8.4.2.2.6-1: PINE de-registration indirectly to PIN server


Figure 8.4.2.2.7-1: PINE update registration directly to PIN server
The above should be captured in TS 24.583 v0.2.0.
For a better review, the direct PINE de-registration is same as direct PINE registration except for the message content, the indirect PINE de-registration is same as indirect PINE registration except for the message content, and the PINE registration update procedure is same as direct PINE registration except for the message content and purposes.
2. Proposal
It is proposed to agree the following changes to 3GPP TS 24.583 v0.2.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc136352537][bookmark: _Toc14352756][bookmark: _Toc19026783][bookmark: _Toc19034184][bookmark: _Toc19036374][bookmark: _Toc19037372][bookmark: _Toc25612630][bookmark: _Toc25613333][bookmark: _Toc25613597][bookmark: _Toc27161505]5.3	PIN Registration to PIN serverManagement
[bookmark: _Toc136352538]5.3.1	General
The purpose of PIN Registration to PAE-S procedure is to register to PAE-S before consuming a certain PIN service for a PIN peer. 
The PIN Registration Management procedure includes the following aspects:
a)	PINE registration to PAE-S;
b)	PINE deregistration to PAE-S; and
c)	PINE registration update to PAE-S.
The PIN Registration to PAE-S procedure is different for different PIN peers:
a)	for the PMAE-C, the PMAE-C directly registers to the PAE-S. The PAE-S allocates the PIN client ID to this PEAE-C and hence the PEAE-C receives the role of being PMAE-C in a PIN;
b)	for PGAE-C, the following procedures are supported:
1)	the PGAE-C directly registers to the PAE-S. The PAE-S allocates the PIN client ID to this PGAE-C; and
2)	the PMAE-C substitutes the PEAE-C or the PGAE-C to register to PAE-S. The PAE-S allocates the PIN client ID to this PEAE-C; and
c)	for PEAE-C, the following procedures are supported:
1)	the PEAE-C registers to the PAE-S via the PGAE-C. The PAE-S allocates the PIN client ID to this PEAE-C; and
2)	the PMAE-C substitutes the PEAE-C or the PGAE-C to register to PAE-S. The PAE-S allocates the PIN client ID to this PEAE-C.
The following procedures are defined for PIN Registration to PAE-Smanagement:
a)	PIN registration to PAE-S as a PMAE-C as specified in clause 5.3.2;
b)	PIN registration to PAE-S as a PGAE-C as specified in clause 5.3.3; and
c)	PIN registration to PAE-S as a PEAE-C as specified in clause 5.3.4;
d)	Direct PIN deregistration to PAE-S as specified in clause 5.3.x;
e)	Indirect PIN deregistration to PAE-S as specified in clause 5.3.y; and
f)	Direct PIN registration update to PAE-S as specified in clause 5.3.z,
wherein the direct PIN deregistration to PAE-S is for PIN peer that is able to communicate with PIN server directly to deregister (including PMAE-C, PGAE-C, and PEAE-C), the indirect PIN deregistration to PAE-S is for PIN peer that is not able to communicate with PIN server directly to deregister (including PGAE-C, PEAE-C), and the direct PIN registration update to PAE-S is for PIN peer that is able to communicate with PIN server directly to update the registration status.
* * * Next Change * * * *
5.3.x	Direct PIN deregistration to PAE-S
[bookmark: _Toc136352540][bookmark: _Hlk141115892]5.3.x.1	Requesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.
When the requesting entity needs to deregister to the PAE-S directly, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the requesting entity:
a)	shall set the Request-URI to the URI of PAE-S;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-request> element in the <pinapp-info> root element and within the <pine-deregistration-request> element:
1)	shall include a <ue-id> element set to the identity of the requesting entity (i.e. GPSI);
2)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for a PIN service;
3)	may include a <mac-address> element set to the MAC address of the requesting entity;
4)	may include a <vendor-name> element set to the vendor’s name of the requesting entity;
5)	may include a <device-description> element set to the description of the requesting entity; and
6)	may include a <ip-address> element set to the IP address of the requesting entity if available in the requesting entity.
The requesting entity shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-accept> element in the <pinapp-info> root element,
the requesting entity shall consider the direct PIN registration to PAE-S is complete.
[bookmark: _Toc136352541]5.3.x.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-request> element in the <pinapp-info> root element,
the PAE-S shall:
a)	consider the requesting entity identified by the <ue-id> element is not registered as a PIN peer;
b)	generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-accept> element in the <pinapp-info> root element; and
c)	send the HTTP 200 (OK) response towards the requesting entity.
* * * Next Change * * * *
5.3.y	Indirect PIN deregistration to PAE-S
5.3.y.1	Requesting entity procedure
The requesting entity can be PEAE-C or PGAE-C.
When the requesting entity needs to deregister to the PAE-S via PMAE-C or PGAE-C, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the requesting entity:
a)	shall set the Request-URI to the URI of receiving entity;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-request> element in the <pinapp-info> root element and within the <pine-deregistration-request> element:
1)	shall include a <ue-id> element set to the identity of the requesting entity (i.e. GPSI);
2)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for a PIN service;
3)	may include a <mac-address> element set to the MAC address of the requesting entity;
4)	may include a <vendor-name> element set to the vendor’s name of the requesting entity;
5)	may include a <device-description> element set to the description of the requesting entity; and
6)	may include a <ip-address> element set to the IP address of the requesting entity if available in the requesting entity.
The requesting entity shall send the generated HTTP POST request towards the receiving entity according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-accept> element in the <pinapp-info> root element,
the requesting entity shall consider the direct PIN registration to PAE-S is complete.
5.3.y.2	Receiving entity procedure
The receiving entity can be PMAE-C or PGAE-C.
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-request> element in the <pinapp-info> root element,
the receiving entity shall forward the received HTTP POST request message to PAE-S with changing the Request-URI to the URI of PAE-S.
Upon reception of an HTTP 200 (OK) response message containing:
1)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-accept> element in the <pinapp-info> root element; or
the receiving entity shall forward the received HTTP 200 (OK) response message to the requesting entity.
5.3.y.3	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-request> element in the <pinapp-info> root element,
the PAE-S shall:
a)	consider the requesting entity identified by the <ue-id> element is not registered as a PIN peer;
b)	generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-deregistration-accept> element in the <pinapp-info> root element; and
c)	send the HTTP 200 (OK) response towards the receiving entity.
* * * Next Change * * * *
5.3.z	Direct PIN registration update to PAE-S
5.3.z.1	Requesting entity procedure
The requesting entity can be PMAE-C, PEAE-C, or PGAE-C.
When the requesting entity needs to update the registration status to the PAE-S directly, the requesting entity shall generate an HTTP POST request according to procedures as specified in IETF RFC 7231 [4]. In the HTTP POST request, the requesting entity:
a)	shall set the Request-URI to the URI of PAE-S;
b)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
c)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-update-registration-request> element in the <pinapp-info> root element and within the <pine-update-registration-request> element:
1)	shall include a <ue-id> element set to the identity of the requesting entity (i.e. GPSI);
2)	shall include a <security-credentials> element set to the security credentials resulting from a successful authorization for a PIN service;
3)	may include a <mac-address> element set to the MAC address of the requesting entity;
4)	may include a <vendor-name> element set to the vendor’s name of the requesting entity;
5)	may include a <device-description> element set to the description of the requesting entity; and
6)	may include a <ip-address> element set to the IP address of the requesting entity if available in the requesting entity.
The requesting entity shall send the generated HTTP POST request towards the PAE-S according to IETF RFC 7231 [4].
Upon reception of an HTTP 200 (OK) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-update-registration-accept> element in the <pinapp-info> root element,
the requesting entity shall consider the direct PIN registration update to PAE-S is complete.
Upon reception of an HTTP 403 (Forbidden) response message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-update-registration-reject> element in the <pinapp-info> root element,
the requesting entity shall consider the direct PIN registration update to PAE-S is rejected by the PAE-S.
5.3.z.2	PAE-S procedure
Upon reception of an HTTP POST request message containing:
a)	a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
b)	an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-update-registration-request> element in the <pinapp-info> root element,
the PAE-S shall check whether the requesting entity identified by the <ue-id> element is authorized to update the registration status. 
If the requesting entity identified by the <ue-id> element is authorized to update the registration status, PAE-S shall:
a)	generate an HTTP 200 (OK) response according to IETF RFC 7231 [4]. In the HTTP 200 (OK) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-update-registration-accept> element in the <pinapp-info> root element and within the <pine-update-registration-accept> element; and
b)	send the HTTP 200 (OK) response towards the requesting entity.
If the requesting entity identified by the <ue-id> element is not authorized to update the registration status, PAE-S shall:
a)	generate an HTTP 403 (Forbidden) response according to IETF RFC 7231 [4]. In the 403 (Forbidden) response message, the PAE-S:
1)	shall include a Content-Type header field set to "application/vnd.3gpp.pinapp-info+xml"; and
2)	shall include an application/vnd.3gpp.pinapp-info+xml MIME body with a <pine-update-registration-reject> element in the <pinapp-info> root element and within the <pine-update-registration-reject> element:
i)	shall include a <cause> element set to an appropriate cause for direct PIN registration update to PAE-S failure; and
b)	send the HTTP 403 (Forbidden) response towards the requesting entity.
* * * End of Changes * * * *
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