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1. Abstract
This document discusses the issue related to link establishment procedure for PC5 communication between source 5G ProSe layer-3 end UE and target 5G ProSe layer-3 end via 5G ProSe Layer-3 UE-to-UE relay. It explains the rationale on how to detect and resolve MAC address conflict, as proposed in C1-235413 [1] for Rel-18 [2]. The current stage-3 specification TS 24.554 [2] allows the PC5 link establishment and transfer of Ethernet traffic even when an Ethernet MAC address conflict is detected, which may lead to traffic being transferred to the wrong target end UE. 
2. Discussion
2.1 Introduction
If the PC5 link is used for Ethernet traffic between source 5G ProSe layer-3 end UE and target 5G ProSe layer-3 end UE via 5G ProSe Layer-3 UE-to-UE relay, the source 5G ProSe Layer-3 End UE sends its Ethernet MAC address to the 5G ProSe Layer-3 UE-to-UE Relay in PROSE DIRECT LINK SECURITY MODE COMPLETE message after the security protection is enabled. According to TS 23.304 [3], the relay may detect that the source 5G ProSe end UE is using a non-unique MAC address and may send a message to the source 5G ProSe Layer-3 End UE indicating there is Ethernet MAC address conflict. The PC5 link between the source 5G ProSe end UE and the relay is established even when an Ethernet MAC address is detected The relay keeps the association of source end UE’s MAC address and PC5 link which is used to handled traffic forwarding based on the destination MAC address. There is a possibility of MAC address conflict, i.e. the same MAC address is used by multiple UEs.
TS 23.304 [3] clause 6.7.1.1 states as below;
“If the Ethernet MAC address of source 5G ProSe Layer-3 End UE is already used by another 5G ProSe Layer-3 End UE, then the 5G ProSe Layer-3 UE-to-UE Relay may send a message to the source 5G ProSe Layer-3 End UE indicating there is Ethernet MAC address conflict.”
And in TS 23.304 [3] clause 8a.2.8:
The 5G ProSe layer-3 UE-to-UE relay UE acts as an Ethernet switch by maintaining associations between the 5G ProSe direct links and Ethernet MAC addresses provided by the 5G ProSe layer-3 end UEs of the 5G ProSe direct links.

2.2 Discussion
As mentioned above, the existing procedures in TS 24.554 [2] allows the establishment of a PC5 link between a source 5G ProSe layer-3 end UE and target 5G ProSe layer-3 end UE via 5G ProSe Layer-3 UE-to-UE relay, even if the MAC address of the source end UE is not unique. 
Moreover, in TS 23.304 [3], it is specified that the 5G ProSe Layer-3 UE-to-UE relay may send a message to the source end UE indicating there is an Ethernet MAC address conflict,however, this message to the source end UE is not mandatory and the source end UE’s behavior is not defined either. This implies that the PC5 link is still allowed to be established even when an Ethernet MAC address conflict is detected, and the relay keeps the association of the source end UE’s non-unique MAC address and PC5 link in its forwarding table.
Observation 1: The source 5G ProSe end UE may establish a PC5 Layer 3 link with UE-to-UE relay even when its MAC address is not unique

When the PC5 link is used for Ethernet traffic between source 5G ProSe layer-3 end UE and target 5G ProSe layer-3 end via 5G ProSe Layer-3 UE-to-UE relay, the target 5G ProSe Layer-3 End UE sends its Ethernet MAC address to the 5G ProSe Layer-3 UE-to-UE Relay using the Direct Communication Accept message. The relay may detect a MAC address conflict when receiving the target end UE MAC address however, the relay’s behavior is not defined in this case. 
In TS 24.554 [4] clause 8a.2.8 stated as below;
if the target 5G ProSe direct link is being established, MAC address of the source 5G ProSe layer-3 end UE is indicated in TBD message of the target 5G ProSe direct link and MAC address of the target 5G ProSe layer-3 end UE is indicated in the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message of the target 5G ProSe direct link;

Observation 2: The target 5G ProSe end UE may establish a PC5 unicast link, with the 5G ProSe UE-to-UE relay UE, which is associated to a non-unique MAC address.

The current stage-3 specification TS 24.554 [2] do not specify how to resolve the non-unique MAC address conflict issue, and allow PC5 link establishment and transfer of Ethernet traffic even when an Ethernet MAC address conflict is detected, Thus, once the PC5 link between the 5G ProSe end UEs via UE-to-UE relay is establishedand upon receiving Ethernet traffic with a non-unique destination MAC address, the relay cannot determine to which PC5 link the traffic should be forwarded since multiple entries in its forwarding table are associated with the same destination MAC address. Hence, the UE-to-UE relay may decide to forward the Ethernet traffic to the wrong 5G ProSe end UE or may drop the traffic with non-unique MAC address. 
Observation 3: The 5G ProSe UE-to-UE relay UE receiving an Ethernet packet from a 5G ProSe end UE with a non-unique destination MAC address can not determine to which PC5 link the traffic should be forwarded to.
Given the observations 1-3, the following question need to be addressed;
Question: How can the Relay ensure uniqueness of source end UE’s MAC address and target end UE’s MAC address?

3. Proposal
To ensure uniqueness of MAC address:
Proposal 1: the relay sends a PC5 message to the source end UE, during the PC5 link establishment procedure, requesting a new MAC address, when receiving the source end UE’s MAC address and detecting it is non-unique, proposed in C1-235413 [1] for Rel-18 [2].
Proposal 2: the relay receiving the target end UE’s MAC address, when completing the PC5 link establishment, and detecting the MAC address is non-unique sends a direct link modification request message to the target end UE requesting a new MAC address, proposed in C1-235413 [1] for Rel-18 [2].
References
[1]    C1-235413.
[2]    3GPP TS 24.554.
[3]    3GPP TS 23.304.
