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	Reason for change:
	Since it is a security risk for UEs to use null encryption in non-emergency scenarios, this CR clarifies which cause code to use for a high-security UE in which the user has opted to not use null encrypted connections.

This change is motivated by stage 1 requirement (specified in TS 22.101) and stage 2 requirements (specified in TS 33.401 subclause 5.2, and TS 33.501 subclause 5.10.1), which mandate that users must be notified if null encryption is used. Clarifying the EMM cause code to support the aforementioned notifications becoming actionable is more in line with the intent and spirit of the spec of notifying users of security risks, and giving them something they can do to protect themselves.

Backwards compatibility analysis:
The change is backward compatable as it only clarifies the use case of existing 5GMM cause code #24. This can make the situation more clear when the UE reject the SMC message with 5GMM #24.


	
	

	Summary of change:
	Clarify 5GMM cause code 24 (“Security mode rejected, unspecified”) includes the case where a UE rejects the use of null ciphering algorithm for non-emergency scenarios.


	
	

	Consequences if not approved:
	UEs cannot guarantee secure connections. Null ciphering notifications are not actionable.
Based on the GSMA acknowledgement that “rejecting null ciphered connections for non-emergency scenarios” is the only existing feature to prevent against the ongoing fraud/malware SMS FBS attacks while avoid interfering with the connectivity of a well-secure network, this CR proposal is critical for implementation.
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[bookmark: OLE_LINK44]* * * First Change * * * *
[bookmark: _Toc45286750][bookmark: _Toc51948019][bookmark: _Toc51949111][bookmark: _Toc131396033][bookmark: _Toc131396975]5.4.2.5	NAS security mode command not accepted by the UE
If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message. The SECURITY MODE REJECT message contains a 5GMM cause that typically indicates one of the following cause values:
#23	UE security capabilities mismatch.
#24	security mode rejected, unspecified.
If the UE detects that the received Replayed UE security capabilities IE has been altered compared to the latest values that the UE sent to the network, the UE shall set the cause value to #23 "UE security capabilities mismatch".
As an implementation option, if the UE rejects the use of "null ciphering algorithm" when the registration is not for emergency services, the UE may set the cause value to #24 "security mode rejected, unspecified".
Upon receipt of the SECURITY MODE REJECT message, the AMF shall stop timer T3560. The AMF shall also abort the ongoing procedure that triggered the initiation of the NAS security mode control procedure.
Both the UE and the AMF shall apply the 5G NAS security context in use before the initiation of the security mode control procedure, if any, to protect the SECURITY MODE REJECT message and any other subsequent messages according to the rules in subclause 4.4.4 and 4.4.5.

* * * Next Change * * * *
A.3	Causes related to PLMN or SNPN specific network failures and congestion/authentication failures
Cause #20 – MAC failure
	This 5GMM cause is sent to the network if the USIM detects that the MAC in the AUTHENTICATION REQUEST message is not fresh.
Cause #21 – Synch failure
	This 5GMM cause is sent to the network if the USIM detects that the SQN in the AUTHENTICATION REQUEST message is out of range.
Cause #22 – Congestion
	This 5GMM cause is sent to the UE because of congestion in the network (e.g. no channel, facility busy/congested etc.).
Cause #23 – UE security capabilities mismatch
	This 5GMM cause is sent to the network if the UE detects that the UE security capability does not match the one sent back by the network.
Cause #24 – Security mode rejected, unspecified
	This 5GMM cause is sent to the network if the security mode command is rejected by the UE for unspecified reasons. This includes if the UE rejects the use of "null ciphering algorithm" for non-emergency scenarios.
Cause #26 – Non-5G authentication unacceptable
	This 5GMM cause is sent to the network in N1 mode if the "separation bit" in the AMF field of AUTN is set to 0 in the AUTHENTICATION REQUEST message (see 3GPP TS 33.501 [24]).
Cause #28 – Restricted service area
	This 5GMM cause is sent to the UE if it requests service in a tracking area of the 3GPP access or in an area of the wireline access, which is a part of the UE's non-allowed area or is not a part of the UE's allowed area.
Cause #43 – LADN not available
	This 5GMM cause is sent to the UE if the user-plane resources of the PDU session are not established when the UE is located outside the LADN service area.
Cause #62 – No network slices available
	This 5GMM cause is sent by the network if there are no available network slices allowed for use by the UE.
NOTE:	Network does not send this cause in REGISTRATION REJECT message if the UE does not include a requested NSSAI in the REGISTRATION REQUEST message. In that case, if the UE is not registered for onboarding services in SNPN, the network uses other causes (e.g. #13, #15, etc.) based on the subscription.
Cause #65 – Maximum number of PDU sessions reached
	This 5GMM cause is used by the network to indicate that the procedure requested by the UE was rejected as the network has reached the maximum number of simultaneously active PDU sessions for the UE.
Cause #67 – Insufficient resources for specific slice and DNN
	This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice and DNN.
Cause #69 – Insufficient resources for specific slice
	This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice.
Cause #71 – ngKSI already in use
	This 5GMM cause is sent to the network in N1 mode if the ngKSI value received in the AUTHENTICATION REQUEST message is already associated with one of the 5G security contexts stored in the UE.
Cause #73 – Serving network not authorized
	This 5GMM cause is sent to the UE if the UE initiates registration towards a serving network and the serving network fails to be authorized by the UE's home network.
Cause #78 –PLMN not allowed to operate at the present UE location
	This 5GMM cause is sent to the UE to indicate that the PLMN is not allowed to operate at the present UE location.
NOTE:	This cause is only applicable for satellite NG-RAN access.
Cause #81 – Selected N3IWF is not compatible with the allowed NSSAI
	This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to the selected N3IWF is not compatible with the allowed NSSAI.
Cause #82 – Selected TNGF is not compatible with the allowed NSSAI
	This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to the selected TNGF is not compatible with the allowed NSSAI.
Cause #90 – Payload was not forwarded
	This 5GMM cause is sent by the network to indicate that the requested service cannot be provided because payload could not be forwarded by AMF.
Cause #91 – DNN not supported or not subscribed in the slice
	This 5GMM cause is sent by the network to indicate that the requested service cannot be provided because payload could not be forwarded by AMF because the DNN is not supported or not subscribed in the slice selected by the network if the UE did not indicate a slice, or the DNN is not supported or not subscribed in the slice indicated by the UE.
Cause #92 – Insufficient user-plane resources for the PDU session
	This 5GMM cause is sent by the network to indicate that the requested service cannot be provided due to insufficient user-plane resources for the PDU session.
Cause #93 – Onboarding services terminated
[bookmark: _GoBack]	This 5GMM cause is sent by the network if the network initiates a de-registration procedure because the onboarding services are terminated.

* * * End of Change * * * *

