3GPP TSG-CT WG1 Meeting #141e	C1-232186
Online 17– 21 April 2023


Title:	Reply LS on Research highlighting potential 5G and 4G Bidding Down Attacks
Response to:	LS (C1-230735) on Research highlighting potential 5G and 4G Bidding Down Attacks
Release:	Rel-18
Work Item:	TEI18

Source:	CT1
To:	GSMA
Cc:	SA3, RAN2

Contact Person:	
Name:	Osama Lotfallah
E-mail Address:	osamal at qti dot qualcomm dot com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 	

Attachments:	C1-232183, C1-232184 



1. Overall Description:
CT1 thanks GSMA for their LS C1-230735 on research highlighting potential 5G and 4G Bidding Down Attacks. 

GSMA asked: 

GSMA CVD politely asks 3GPP SA3 and CT1 to provide the reason for the lack of checking of the UE Additional Security Capabilities in the specifications with regards to handling of invalid, unacceptable or missing 5GS security capabilities. 

GSMA CVD also asks 3GPP SA3 and CT1 to provide an explanation of the expected MME behaviour described in the quoted text

CT1 agreed in the attached documents for the core network to check all received security capabilities from the UE. Mandatory security algorithms are defined in the SA3 specification and have not been changed for many releases. It is very convenient for implementation and testing to keep such reference. We can review the reference to “mandatory” security capabilities when SA3 decides to change the set of mandatory security algorithms. 


2. Actions:
To GSMA group.
ACTION: 	CT1 kindly asks GSMA to consider above responses into consideration. 

3. Date of Next CT1 Meetings:
CT1#142	22nd – 26th May 2023 		Bratislava
CT1#143	21st  – 25th August 2023 		Goteborg
CT1#144	9th   – 13th October 2023 		China (TBC)
CT1#145	13th   – 17th November 2023 		Chicago

