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[bookmark: _Hlk131656997]1. Introduction
[bookmark: _Hlk131656488]Discussion paper in C1-230376 outlines a deployment scenario for providing the IoT NTN services using sparse LEO constellations with a restricted number of ground stations. This means that while the satellite can communicate with IoT NTN capable UE when flying overhead, it cannot communicate with a ground station for processing the authentication procedure of the UE upon receiving the ATTACH REQUEST message. To address this issue, the CR in C1-230377 proposes that the network should send an ATTACH REJECT message including a corresponding new reject cause to the UE, and the UE can retry the attach procedure in the next satellite pass.

This paper provides analysis of this approach and further considerations.

2. Risks of sending unprotected ATTACH REJECT message
In the scenario described above, it is important to note that the ATTACH REJECT message with a new reject cause sent by the network is not integrity protected. A malicious terrestrial base station could potentially impersonate a non-terrestrial base station by broadcasting misleading information in the SIB, which is only valid for a non-terrestrial base station to broadcast.

This could have serious consequences for the UE, because if the ATTACH REJECT message with a new reject cause was sent by the malicious base station, the UE could be put out of service. This could have such a significant impact on user experience and service availability.

[bookmark: _heading=h.3znysh7]3. Further considerations
Consideration of the existing UE handling if the network fails to authenticate the UE due to lack of communication with the ground station (e.g. HSS) are highlighted in the following sequences.

1. UE sends ATTACH REQUEST and starts T3410 (default value 15s)
2. Network fails to authenticate the UE due to lack of communication with the ground station (e.g. HSS)
3. T3410 times out and as specified in case c) in clause 5.5.1.2.6 of TS24.301, the UE shall abort the attach procedure. And release the NAS signalling connection if any. Additionally, it is described in the NOTE that the UE deems the network has failed the authentication check.
4. The UE starts T3411 (default value 10s) and repeats steps 1 to 3 until attach attempt counter reaches 5.
5. Upon the attach attempt counter reaching 5 which will take 125s when the default values of T3410 and T3411 are used, the UE starts T3402 (default value 12mins).
6. At expiring of T3402, the UE re-initiate the attach procedure if still needed.
The total time value resulting from UE processing the sequences above is about 14.1 minutes.

Assuming that the LEO satellite can provide services only when it is above 10 degrees above the horizon, the time range during which the UE can receive services from the satellite will be limited. For instance, at the equator, if the satellite is at an altitude of 500 km, it will be above 10 degrees above the horizon for approximately 11 minutes during each pass (please refer to the Annex for more details). The UE is unable to re-initiate the attach procedure beyond the limited time window of 11 minutes, leading to significant battery drain.

This limited time range in which the UE can receive services from the LEO satellite brings up the question of whether there are other viable solutions to limit the unnecessary reattempts from the UE to attach to the network raised by C1-230376. For example, reducing the number of retries by setting the attach attempt counter to 5 after the expiration of T3410 and T3411, implementing a new time value for T3402, or introducing a new timer could all be potential solutions.


4. Conclusion
To address the issue of potential abuse by malicious base stations sending of unprotected ATTACH REJECT messages with a new reject cause to the UE, it is crucial and beneficial to explore alternative options, 

It is recommended that CT1 examine the issues associated with the network sending unprotected ATTACH REJECT messages with a new reject cause and explore potential alternative solutions as part of the work on the new WID proposal.

5. Annex
Assuming the observer is located at the equator (0 degree latitude), and the LEO satellite is in a circular orbit at an altitude of h km, the time that the satellite spends above 10 degrees above the horizon during each pass can be calculated using the following simplified equation:

t = {[acos (r / (r + h))] / pi}* C / V

Where:

r is the radius of the Earth;
h is the altitude of the satellite;
C is the circumference of the Earth at the observer's latitude and is C = 2 * pi * r * cos(latitude);
V is the satellite's orbital velocity:
Assuming a circular orbit, the orbital velocity is given by:
V = sqrt (G * M / (r + h))
where G is the gravitational constant, M is the mass of the Earth.


Annex A
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