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	Reason for change:
	CR#3747 to TS 23.501 (S2-2209563), approved and part of TS 23.501, and CR#4871 to TS 24.501 (C1-226883), approved and part of TS 24.501, identified that in order to create a derived QoS rule from a downlink ESP packet, NAS layer needs to know SPI of uplink IPsec SA corresponding to the downlink IPsec SA of the SPI in the downlink ESP packet, and that this information might be available only in application layer. 

TS 24.501 states:
----------------
If the UE needs to derive a packet filter for UL direction from the DL user data packet (see subclause 6.2.5.1.4.3 and 6.2.5.1.4.4), the UE shall proceed as follows:
a)	if the received DL user data packet belongs to a PDU session of IPv4 or IPv4v6 PDU session type and is an IPv4 packet and:
1)	the protocol field of the received DL user data packet indicates TCP as specified in IETF RFC 793 [33];
2)	the protocol field of the received DL user data packet indicates UDP as specified in IETF RFC 768 [32]; or
3)	the protocol field of the received DL user data packet indicates ESP as specified in IETF RFC 4303 [38] and an uplink IPSec SA corresponding to a downlink IPSec SA indicated in the security parameters index field of the received DL user data packet exists;
	then the packet filter for UL direction contains the following packet filter components:
1)	an IPv4 remote address component set to the value of the source address field of the received DL user data packet;
2)	an IPv4 local address component set to the value of the destination address field of the received DL user data packet;
3)	a protocol identifier/next header type component set to the value of the protocol field of the received DL user data packet;
4)	if the protocol field of the received DL user data packet indicates TCP as specified in IETF RFC 793 [33] or UDP as specified in IETF RFC 768 [32]:
i)	a single local port type component set to the value of the destination port field of the received DL user data packet; and
ii)	a single remote port type component set to the value of the source port field of the received DL user data packet;
5)	if the protocol field of the received DL user data packet indicates ESP as specified in IETF RFC 4303 [38], an uplink IPSec SA corresponding to a downlink IPSec SA of the SPI in the DL user data packet exists and the SPI of the uplink IPSec SA is known to the NAS layer:
i)	a security parameter index type component set to the security parameters index of the uplink IPSec SA corresponding to the downlink IPSec SA indicated in the security parameters index field of the received DL user data packet; and
6)	if the protocol field of the received DL user data packet indicates UDP and the received DL user data packet contains a UDP-encapsulated ESP header as specified in IETF RFC 3948 [55], an uplink IPSec SA corresponding to a downlink IPSec SA of the SPI in the DL user data packet exists and the SPI of the uplink IPSec SA is known to the NAS layer:
i)	a security parameter index type component set to the security parameters index of the uplink IPSec SA corresponding to the downlink IPSec SA indicated in the security parameters index field of the ESP header field of the UDP-encapsulated ESP header as specified in IETF RFC 3948 [55] of the received DL user data packet;
	otherwise it is not possible to derive a packet filter for UL direction from the DL user data packet;
b)	if the received DL user data packet belongs to a PDU session of IPv6 or IPv4v6 PDU session type and is an IPv6 packet and:
1)	the last next header field of the received DL user data packet indicates TCP as specified in IETF RFC 793 [33];
2)	the last next header field of the received DL user data packet indicates UDP as specified in IETF RFC 768 [32]; or
3)	the last next header field of the received DL user data packet indicates ESP as specified in IETF RFC 4303 [38] and an uplink IPSec SA corresponding to a downlink IPSec SA indicated in the security parameters index field of the received DL user data packet exists;
	then the packet filter for UL direction contains the following packet filter components:
1)	an IPv6 remote address/prefix length component set to the value of the source address field of the received DL user data packet;
2)	an IPv6 local address/prefix length component set to the value of the destination address field of the received DL user data packet;
3)	a protocol identifier/next header type component set to the value of the last next header field of the received DL user data packet;
4)	if the last next header field of the received DL user data packet indicates TCP as specified in IETF RFC 793 [33] or UDP as specified in IETF RFC 768 [32]:
i)	a single local port type component set to the value of the destination port field of the received DL user data packet; and
ii)	a single remote port type component set to the value of the source port field of the received DL user data packet;
5)	if the last next header field of the received DL user data packet indicates ESP as specified in IETF RFC 4303 [38], an uplink IPSec SA corresponding to a downlink IPSec SA of the SPI in the DL user data packet exists and the SPI of the uplink IPSec SA is known to the NAS layer:
i)	a security parameter index type component set to the security parameters index of the uplink IPSec SA corresponding to the downlink IPSec SA indicated in the security parameters index field of the received DL user data packet; and
6)	if the last next header field of the received DL user data packet indicates UDP, and the received DL user data packet contains a UDP-encapsulated ESP header as specified in IETF RFC 3948 [55], an uplink IPSec SA corresponding to a downlink IPSec SA of the SPI in the DL user data packet exists and the SPI of the uplink IPSec SA is known to the NAS layer:
i)	a security parameter index type component set to the security parameters index of the uplink IPSec SA corresponding to the downlink IPSec SA indicated in the security parameters index field of the ESP header field of the UDP-encapsulated ESP header as specified in IETF RFC 3948 [55] of the received DL user data packet;
	otherwise it is not possible to derive a packet filter for UL direction from the DL user data packet;
...
----------------

Hence an AT command is needed to enable the application layer to keep the NAS layer up-to-date on uplink IPsec SAs corresponding to downlink IPsec SAs, created in the application layer and used for ESP protected IP packets exchanged:
- between a local IP address and a remote IP address if EPS without UDP encapsulation is used; or
- between a local IP address and a local UDP port, and a remote IP address and a remote UDP port, if EPS with UDP encapsulation is used.

	
	

	Summary of change:
	Specify an AT command to enable the application layer to keep the NAS layer up-to-date on uplink IPsec SAs corresponding to downlink IPsec SAs, created in the application layer and used for ESP protected IP packets exchanged:
- between a local IP address and a remote IP address if EPS without UDP encapsulation is used; or
- between a local IP address and a local UDP port, and a remote IP address and a remote UDP port, if EPS with UDP encapsulation is used.

	
	

	Consequences if not approved:
	Not possible to create a derived QoS rule from a downlink ESP packet, if the downlink ESP packet contains an SPI of an downlink IPsec SA established in application layer.
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[rfc3948]	IETF RFC 3948: "UDP Encapsulation of IPsec ESP Packets".
***** change *****
10.1.x	Uplink IPsec SA corresponding to downlink IPsec SA for unicast ESP +CUISDISUE2NAS
Table 10.1.86-1: +CUISDISUE2NAS parameter command syntax
	Command
	Possible Response(s)

	+CUISDISUE2NAS=<cid>,[<type>],[<local_ipv4_address>], [<local_ipv6_address>], [<local_UDP_port>], [<remote_ipv4_address>], [<remote_ipv6_address>], [<remote_UDP_port>], [<DL_IPsec_SA_SPI>],[<UL_IPsec_SA_SPI>]
	+CME ERROR: <err>

	+CUISDISUE2NAS=?
	



Description
This command allows the TE to provide information on an uplink IP security (IPSec) security association (SA) corresponding to a downlink IPsec SA, in the TE, see 3GPP TS 24.501 [161], to TA/MT, such that, if UDP encapsulation of ESP packets as specified in IETF RFC3948 [rfc3948] is not used:
-	the downlink IPsec SA uses EPS to protect IP packets to be sent from a remote IP address to a local IP address; and
-	the uplink IPsec SA uses EPS to protect IP packets to be sent from the local IP address to the remote IP address;
and if UDP encapsulation of ESP packets as specified in IETF RFC3948 [rfc3948] is used:
-	the downlink IPsec SA uses EPS to protect IP packets to be sent from a remote IP address and a remote UDP port to a local IP address and a local UDP port; and
-	the uplink IPsec SA uses EPS to protect IP packets to be sent from the local IP address and the local UDP port to the remote IP address and the remote UDP port.
Refer clause 9.2 for possible <err> values.
Defined values
<cid>: integer type, specifies a particular PDP context definition (see the +CGDCONT and +CGDSCONT commands).
<type>: integer type, identifies type of provided information:
[bookmark: _PERM_MCCTEMPBM_CRPT80110069___2]0	no uplink IPsec SA corresponds to any downlink IPsec SA.
1	the uplink IPsec SA corresponds to the downlink IPsec SA.
2	the uplink IPsec SA no longer corresponds to the downlink IPsec SA.
<local_ipv4_address>: string type, given as dot-separated numeric (0-255) parameters which indicate a local IPv4 address, in the form of "a1.a2.a3.a4". When the <type> parameter is set to value 1 or 2, and the uplink IPsec SA and the downlink IPsec SA protect IPv4 packets, then this parameter is present, otherwise this parameter is absent.
<local_ipv6_address>: string type, given as dot-separated numeric (0-255) parameters which indicate a local IPv6 address, in the form of "a1.a2.a3.a4.a5.a6.a7.a8.a9.a10.a11.a12.a13.a14.a15.a16". When the <type> parameter is set to value 1 or 2, and the uplink IPsec SA and the downlink IPsec SA protect IPv6 packets, then this parameter is present, otherwise this parameter is absent.
<local_UDP_port>: integer type, with value range from 0 to 65535, which indicates a local UDP port. When the <type> parameter is set to value 1 or 2, and UDP encapsulation of ESP packets as specified in IETF RFC3948 [rfc3948] is used, then this parameter is present, otherwise this parameter is absent.
<remote_ipv4_address>: string type, given as dot-separated numeric (0-255) parameters which indicate a remote IPv4 address, in the form of "a1.a2.a3.a4". When the <type> parameter is set to value 1 or 2, and the uplink IPsec SA and the downlink IPsec SA protect IPv4 packets, then this parameter is present, otherwise this parameter is absent.
<remote_ipv6_address>: string type, given as dot-separated numeric (0-255) parameters which indicate a remote IPv6 address, in the form of "a1.a2.a3.a4.a5.a6.a7.a8.a9.a10.a11.a12.a13.a14.a15.a16". When the <type> parameter is set to value 1 or 2, and the uplink IPsec SA and the downlink IPsec SA protect IPv6 packets, then this parameter is present, otherwise this parameter is absent.
<remote_UDP_port>: integer type, with value range from 0 to 65535, which indicates a remote UDP port. When the <type> parameter is set to value 1 or 2, and UDP encapsulation of ESP packets as specified in IETF RFC3948 [rfc3948] is used, then this parameter is present, otherwise this parameter is absent.
<DL_IPsec_SA_SPI>: string type, contains an SPI of the downlink IPsec SA, encoded using eight hexadecimal digits. The first digit is the most significat digit. When the <type> parameter is set to value 1 or 2, then this parameter is present otherwise this parameter is absent.
<UL_IPsec_SA_SPI>: string type, contains an SPI of the uplink IPsec SA, encoded using eight hexadecimal digits. The first digit is the most significat digit. When the <type> parameter is set to value 1 or 2, then this parameter is present otherwise this parameter is absent.
Implementation
Optional.

