

	
3GPP TSG-CT WG1 Meeting #140	C1-230560
Athens, Greece, 27 February – 3 March 2023
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	24.301
	CR
	3871
	rev
	-
	Current version:
	18.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Resolving the EN related to the inclusion of SDNAEPC support indicator in the PCO or the ePCO

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell, Ericsson

	Source to TSG:
	C1

	
	

	Work item code:
	TEI18_SDNAEPC
	
	Date:
	2023-01-19

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	The following EN (exists 2 times):

Editor’s note: (CR#3852, TEI18_SDNAEPC) it is FFS whether the Protocol configuration options IE, the Extended protocol configuration options IE or both of them are allowed to carry the SDNAEPC support indicator parameter.

was added to capture the issue whether the SDNAEPC support indicator flag can be sent inside the Protocol configuration options IE or the Extended protocol configuration options IE in the PDN CONNECTIVITY REQUEST message.

Actually looking to many other flags, we can see that it is possible and allowed to send all of them in Protocol configuration options IE or the Extended protocol configuration options IE. See the following examples:


If the UE supporting N1 mode supports receiving QoS rules with the length of two octets or QoS flow descriptions with the length of two octets via the extended protocol configuration options IE, the UE shall include the QoS rules with the length of two octets support indicator or the QoS flow descriptions with the length of two octets support indicator, respectively, in the protocol configuration options IE or the extended protocol configuration options IE.
(…)
If the UE supports APN rate control, the UE shall include an APN rate control support indicator and an additional APN rate control for exception data support indicator in the protocol configuration options IE or extended protocol configuration options IE.
(…)
If the UE supports provisioning of ECS configuration information to the EEC in the UE, then the UE may include the ECS configuration information provisioning support indicator in the Protocol configuration options IE or the Extended protocol configuration options IE in the PDN CONNECTIVITY REQUEST message.

Hence it is proposed to follow the same approach for the SDNAEPC support indicator and to allow including it in both Protocol configuration options IE or the Extended protocol configuration options IE.
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In order to request connectivity to a PDN, the UE shall send a PDN CONNECTIVITY REQUEST message to the MME, start timer T3482 and enter the state PROCEDURE TRANSACTION PENDING (see example in figure 6.5.1.2.1).
When the PDN CONNECTIVITY REQUEST message is sent together with an ATTACH REQUEST message, the UE shall not start timer T3482 and shall not include the APN.
NOTE 1:	If the UE needs to provide protocol configuration options which require ciphering or provide an APN, or both, during the attach procedure, the ESM information transfer flag is included in the PDN CONNECTIVITY REQUEST. The MME then at a later stage in the PDN connectivity procedure initiates the ESM information request procedure in which the UE can provide the MME with protocol configuration options or APN or both.
In order to request a PDN connection for emergency bearer services or for access to RLOS, the UE shall not include an APN in the PDN CONNECTIVITY REQUEST message or, when applicable, in the ESM INFORMATION RESPONSE message.
In order to request connectivity to a PDN using the default APN, the UE includes the access point name IE in the PDN CONNECTIVITY REQUEST message or, when applicable, in the ESM INFORMATION RESPONSE message, according to the following conditions:
-	if use of a PDN using the default APN requires PAP/CHAP, then the UE should include the Access point name IE; and
-	in all other conditions, the UE need not include the Access point name IE.
In order to request connectivity to an additional PDN using a specific APN, the UE shall include the requested APN in the PDN CONNECTIVITY REQUEST message or, when applicable, in the ESM INFORMATION RESPONSE message.
NOTE 2:	The requested APN in the PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE message is for UAS services when the request to establish a PDN connection for UAS services is requested by the upper layers.
NOTE 3:	By configuration provided by the operator, the UE supporting UAS services knows that an APN is for UAS services when the request to establish a PDN connection for UAS services is requested by the upper layers and how this UE configuration is achieved is implementation specific.
In the PDN type IE the UE shall either indicate the IP version capability of the IP stack associated with the UE or non IP or Ethernet as specified in clause 6.2.2.
If the PDN type value of the PDN type IE is set to IPv4 or IPv6 or IPv4v6 and the UE indicates "Control plane CIoT EPS optimization supported" in the UE network capability IE of the ATTACH REQUEST message, the UE may include the Header compression configuration IE in the PDN CONNECTIVITY REQUEST message.
When the connectivity to a PDN is to be transferred from a non-3GPP access network to the 3GPP access network, the UE shall set the PDN type value of the PDN type IE to:
-	IPv4, if the previously allocated home address information consists of an IPv4 address only;
-	IPv6, if the previously allocated home address information consists of an IPv6 prefix only; or
-	IPv4v6, if the previously allocated home address information consists of both an IPv4 address and an IPv6 prefix.
The UE shall set the request type to "initial request" when the UE is establishing a new PDN connectivity to a PDN in an attach procedure or in a stand-alone PDN connectivity procedure or when the UE requests establishment of a PDN connection as a user-plane resource of an MA PDU session to be established. The UE shall set the request type to "emergency" when the UE is requesting a new PDN connectivity for emergency bearer services. The UE shall set the request type to "handover" when the connectivity to a PDN is to be transferred from a non-3GPP access network to the 3GPP access network, when the UE initiates the procedure to add 3GPP access to the PDN connection which is already established over WLAN, when the UE supporting N1 mode requests transfer of an existing non-emergency PDU session in 5GS or when the UE requests establishment of a PDN connection as a user-plane resource of an already established MA PDU session. The UE shall set the request type to "handover of emergency bearer services" when a PDN connection for emergency bearer services is to be transferred from a WLAN to the 3GPP access network or when the UE supporting N1 mode requests transfer of an existing emergency PDU session in 5GS. The UE shall set the request type to "RLOS" when the UE is requesting a new PDN connection for RLOS.
If the UE supports DSMIPv6, the UE may include a request for obtaining the IPv6 address and optionally the IPv4 address of the home agent in the Protocol configuration options IE in the PDN CONNECTIVITY REQUEST message. The UE may also include a request for obtaining the IPv6 Home Network Prefix. The UE shall request the IPv6 Home Network Prefix only if the UE has requested the home agent IPv6 address. The requested home agent address(es) and the Home Network Prefix are related to the APN the UE requested connectivity for.
The UE may set the ESM information transfer flag in the PDN CONNECTIVITY REQUEST message to indicate that it has ESM information, i.e. protocol configuration options, APN, or both, that needs to be sent after the NAS signalling security has been activated between the UE and the MME.
If the UE supports A/Gb mode or Iu mode or both, the UE shall indicate the support of the network requested bearer control procedures (see 3GPP TS 24.008 [13]) in A/Gb mode or Iu mode in the protocol configuration options IE.
If the UE supports N1 mode and the request type is:
a)	"initial request" or "emergency", the UE shall generate a PDU session ID, associate the PDU session ID with the PDN connection that is being established, and include the PDU session ID in the protocol configuration options IE or the extended protocol configuration options IE;
b)	"handover" or "handover of emergency bearer services", and the UE requests:
1)	transfer of an existing PDU session in 5GS or establishment of a PDN connection as a user-plane resource of an already established MA PDU session, the UE shall associate the PDU session ID of the PDU session with the PDN connection that is being established for the existing PDU session and include the PDU session ID in the protocol configuration options IE or the extended protocol configuration options IE; or
2)	transfer of an existing PDN connection in a non-3GPP access connected to the EPC and a PDU session ID is associated with the existing PDN connection, the UE shall include the PDU session ID in the protocol configuration options IE or the extended protocol configuration options IE and associate the PDU session ID with the PDN connection that is being established. If the existing PDN connection is a non-emergency PDN connection and an S-NSSAI and a related PLMN ID are associated with the existing PDN connection, the UE shall in addition associate the S-NSSAI and the related PLMN ID with the PDN connection that is being established.
NOTE 4:	The UE can also have an S-NSSAI and the related PLMN ID associated with the PDN connection, if the S-NSSAI and the related PLMN ID was associated with the existing PDN connection in a non-3GPP access connected to the EPC as specified in 3GPP TS 24.302 [48]. The UE stores this S-NSSAI and the related PLMN ID for later use during inter-system change from S1 mode to N1 mode.
If the N1 mode capability is disabled, the UE may apply a) and b.2) above for service continuity support at inter-system change from S1 mode to N1 mode once its N1 mode capability is enabled again.
If the UE supporting N1 mode supports receiving QoS rules with the length of two octets or QoS flow descriptions with the length of two octets via the extended protocol configuration options IE, the UE shall include the QoS rules with the length of two octets support indicator or the QoS flow descriptions with the length of two octets support indicator, respectively, in the protocol configuration options IE or the extended protocol configuration options IE.
If the UE supports providing PDU session ID in the protocol configuration options IE or the extended protocol configuration option IE when its N1 mode capability is disabled, the UE shall include the QoS rules with the length of two octets support indicator or the QoS flow descriptions with the length of two octets support indicator, respectively, in the protocol configuration options IE or the extended protocol configuration options IE.
Protocol configuration options provided in the ESM INFORMATION RESPONSE message replace any protocol configuration options provided in the PDN CONNECTIVITY REQUEST message.
When the UE initiates the procedure to add 3GPP access to the PDN connection that is already established over WLAN, the UE shall provide the same APN as that of the PDN connection established over WLAN in the PDN connectivity procedure as specified in the clause 6.2.2 of 3GPP TS 23.161 [34].
If the UE supports APN rate control, the UE shall include an APN rate control support indicator and an additional APN rate control for exception data support indicator in the protocol configuration options IE or extended protocol configuration options IE.
If the UE supports DNS over (D)TLS (see 3GPP TS 33.501 [24]), the UE shall include the Protocol configuration options IE or the Extended protocol configuration options IE in the PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE message and include the DNS server security information indicator and optionally, if the UE wishes to indicate which security protocol type(s) are supported by the UE, it may include the DNS server security protocol support.
NOTE 5:	Support of DNS over (D)TLS is based on the informative requirements as specified in 3GPP TS 33.501 [24].
When the UE supporting UAS services initiates a UE requested PDN connectivity procedure for UAS services during an attach procedure, the UE:
a)	shall create the service-level-AA container with the length of two octets. In the service-level-AA container with the length of two octets, the UE:
1)	shall include the service-level device ID parameter set to the UE's CAA-level UAV ID;
2)	shall include the service-level-AA server address parameter set to the USS address, if it is provided by the upper layers;
3)	shall include the service-level-AA payload parameter set to the UUAA payload and the service-level-AA payload type parameter set to "UUAA payload", if the UUAA payload is provided by the upper layer; and
4)	shall include the service-level-AA payload parameter set to the C2 authorization payload and the service-level-AA payload type parameter set to "C2 authorization payload", if the C2 authorization procedure is requested; and
NOTE 6:	The C2 authorization payload in the service-level-AA payload parameter can include the pairing information for C2 communication and the flight authorization information.
b)	shall include the created service-level-AA container with the length of two octets in the extended protocol configuration options IE of the PDN CONNECTIVITY REQUEST or ESM INFORMATION RESPONSE message.
When the UE supporting UAS services initiates a UE requested PDN connectivity procedure for C2 communication after the completion of the attach procedure, the UE:
a)	shall create the service-level-AA container with the length of two octets. In the service-level-AA container with the length of two octets, the UE:
1)	shall include the service-level device ID parameter set to the UE's CAA-level UAV ID; and
2)	shall include the service-level-AA payload parameter set to the C2 authorization payload and the service-level-AA payload type parameter set to "C2 authorization payload"; and
NOTE 7:	The C2 authorization payload in the service-level-AA payload parameter can include the pairing information for C2 communication and the flight authorization information.
b)	shall include the created service-level-AA container with the length of two octets in the extended protocol configuration options IE of the PDN CONNECTIVITY REQUEST message.
If the UE supports provisioning of ECS configuration information to the EEC in the UE, then the UE may include the ECS configuration information provisioning support indicator in the Protocol configuration options IE or the Extended protocol configuration options IE in the PDN CONNECTIVITY REQUEST message.
If the UE supports secondary DN authentication and authorization over EPC and has included the PDU session ID in the Protocol configuration options IE or the Extended protocol configuration options IE, the UE shall include the SDNAEPC support indicator in the Protocol configuration options IE or the Extended protocol configuration options IE in the PDN CONNECTIVITY REQUEST message.
Editor’s note: (CR#3851, TEI18_SDNAEPC) it is FFS whether the Protocol configuration options IE, the Extended protocol configuration options IE or both of them are allowed to carry the SDNAEPC support indicator parameter.


Figure 6.5.1.2.1: UE requested PDN connectivity procedure
***** Next change *****
[bookmark: _Toc20218117][bookmark: _Toc27744002][bookmark: _Toc35959573][bookmark: _Toc45203006][bookmark: _Toc45700382][bookmark: _Toc51920118][bookmark: _Toc68251178][bookmark: _Toc123633866]6.5.1.4.1	General
If connectivity with the requested PDN cannot be accepted by the network, the MME shall send a PDN CONNECTIVITY REJECT message to the UE. The message shall contain the PTI and an ESM cause value indicating the reason for rejecting the UE requested PDN connectivity.
The ESM cause IE typically indicates one of the following ESM cause values:
#8:	operator determined barring;
#26:	insufficient resources;
#27:	missing or unknown APN;
#28:	unknown PDN type;
#29:	user authentication or authorization failed;
#30:	request rejected by Serving GW or PDN GW;
#31:	request rejected, unspecified;
#32:	service option not supported;
#33:	requested service option not subscribed;
#34:	service option temporarily out of order;
#35:	PTI already in use;
#38:	network failure;
#50:	PDN type IPv4 only allowed;
#51:	PDN type IPv6 only allowed;
#53:	ESM information not received;
#54:	PDN connection does not exist;
#55:	multiple PDN connections for a given APN not allowed;
#57:	PDN type IPv4v6 only allowed;
#58:	PDN type non IP only allowed;
#61:	PDN type Ethernet only allowed;
#65:	maximum number of EPS bearers reached;
#66:	requested APN not supported in current RAT and PLMN combination;
#95 – 111:	protocol errors;
#112:	APN restriction value incompatible with active EPS bearer context;
#113:	Multiple accesses to a PDN connection not allowed.
The network may include a Back-off timer value IE in the PDN CONNECTIVITY REJECT message. If the ESM cause value is #26 "insufficient resources" and the PDN CONNECTIVITY REQUEST message was received via a NAS signalling connection established with RRC establishment cause "High priority access AC 11 – 15" or the request type in the PDN CONNECTIVITY REQUEST message was set to "emergency" or "handover of emergency bearer services", the network shall not include a Back-off timer value IE.
If the ESM cause value is different from #26 "insufficient resources", #28 "unknown PDN type", #50 "PDN type IPv4 only allowed", #51 "PDN type IPv6 only allowed", #54 "PDN connection does not exist", #57 "PDN type IPv4v6 only allowed", #58 "PDN type non IP only allowed",  #61 "PDN type Ethernet only allowed", #65 "maximum number of EPS bearers reached", and #66 "requested APN not supported in current RAT and PLMN combination", and the PDN CONNECTIVITY REQUEST message was received via a NAS signalling connection established with RRC establishment cause "High priority access AC 11 – 15", the network shall not include a Back-off timer value IE.
If the Back-off timer value IE is included and the ESM cause value is different from #26 "insufficient resources", #50 "PDN type IPv4 only allowed", #51 "PDN type IPv6 only allowed", #57 "PDN type IPv4v6 only allowed", #58 "PDN type non IP only allowed", #61 "PDN type Ethernet only allowed", and #65 "maximum number of EPS bearers reached", the network may include the Re-attempt indicator IE to indicate:
-	whether the UE is allowed to attempt a PDP context activation procedure in the PLMN for the same APN in A/Gb or Iu mode or a PDU session establishment procedure in the PLMN for the same APN in N1 mode; and
-	whether another attempt in A/Gb and Iu mode, in S1 mode or in N1 mode is allowed in an equivalent PLMN.
If the ESM cause value is #50 "PDN type IPv4 only allowed", #51 "PDN type IPv6 only allowed", #57 "PDN type IPv4v6 only allowed", #58 "PDN type non IP only allowed" or #61 "PDN type Ethernet only allowed", the network may include the Re-attempt indicator IE without Back-off timer value IE to indicate whether the UE is allowed to attempt a PDN connectivity procedure in an equivalent PLMN for the same APN in S1 mode using the same PDN type.
If the ESM cause value is #66 "requested APN not supported in current RAT and PLMN combination", the network may include the Re-attempt indicator IE without Back-off timer value IE to indicate whether the UE is allowed to attempt a PDN connectivity procedure in an equivalent PLMN for the same APN in S1 mode.
Upon receipt of the PDN CONNECTIVITY REJECT message, the UE shall stop timer T3482 and enter the state PROCEDURE TRANSACTION INACTIVE.
If the PDN CONNECTIVITY REJECT message is due to an ESM failure notified by EMM layer (i.e., EMM cause #19 "ESM failure" included in an ATTACH REJECT message), the UE may include a different APN in the PDN CONNECTIVITY REQUEST message.
NOTE 1:	When receiving EMM cause #19 "ESM failure", coordination is required between the EMM and ESM sublayers in the UE to notify the ESM failure.
If the PDN CONNECTIVITY REQUEST message was sent with request type set to "emergency" or "handover of emergency bearer services" in a stand-alone PDN connectivity procedure and the UE receives a PDN CONNECTIVITY REJECT message, then the UE may:
a)	inform the upper layers of the failure to establish the emergency bearer; or
NOTE 2:	This can result in the upper layers requesting establishment of a CS emergency call (if not already attempted in the CS domain) or other implementation specific mechanisms, e.g. procedures specified in 3GPP TS 24.229 [13D] can result in the emergency call being attempted to another IP-CAN.
b)	detach locally, if not detached already, attempt EPS attach for emergency bearer services.
If the PDN CONNECTIVITY REQUEST message was sent with PDN type set to "Ethernet" and the UE receives a PDN CONNECTIVITY REJECT message with ESM cause #58 "PDN type non IP only allowed", then the UE may attempt a PDN connectivity procedure with the non-IP PDN type.
If the PDN CONNECTIVITY REJECT message contains the UAS services not allowed indication parameter in the extended protocol configuration options IE and the UE has not provided its CAA-level UAV ID to the network, the UE shall not send another PDN CONNECTIVITY REQUEST message for UAS services without providing its CAA-level UAV ID to the network.
NOTE 3:	If the PDN CONNECTIVITY REJECT message contains the UAS services not allowed indication parameter in the Extended protocol configuration options IE, the ESM cause value #29 "user authentication or authorization failed" is included in the PDN CONNECTIVITY REJECT message.
[bookmark: _Hlk116552409]NOTE 4:	The PDN CONNECTIVITY REJECT message contains the UAS services not allowed indication parameter included in the extended protocol configuration options IE, if the PDN connection is identified to be for UAS services based on the APN, and the CAA-level UAV ID is not provided by the UE in the request.
NOTE 5:	If the PDN CONNECTIVITY REQUEST message does not contain the SDNAEPC support indicator parameter in the Protocol configuration options IE or the Extended protocol configuration options IE and the secondary DN authentication and authorization over EPC is mandatory due to local policies, the ESM cause value #29 "user authentication or authorization failed" can be included in the PDN CONNECTIVITY REJECT message".
Editor’s note: (CR#3852, TEI18_SDNAEPC) it is FFS whether the Protocol configuration options IE, the Extended protocol configuration options IE or both of them are allowed to carry the SDNAEPC support indicator parameter.
***** End of changes *****
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