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1. Background
There are 3 major UP IPsec SA procedures specified in TS 24.502:
1) User plane IPsec SA creation procedure (sub-clause 7.5)
The Security Parameter Index (SPI) is included in the Security Association (SA) payload which identifies the UP IPsec SA.
2) IPsec SA modification procedure (sub-clause 7.6)
The network sends an INFORMATIONAL request message to the UE with a 5G_QOS_INFO Notify payload indicating modified content. However, based on the coding of the 5G_QOS_INFO Notify payload specified in TS 24.502 subclause 9.3.1.1:
	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size (set to 0)
	2

	Notify Message Type
	3 - 4

	Length
	5

	PDU Session Identity
	6

	Number of QFIs
	7

	QFI List
	8* - x*

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	QoSI
	DCSI
	DSCPI
	x+1

	DSCP
	x+2*

	Additional QoS Information
	x+3* - x+y*


Figure 9.3.1.1-1: 5G_QOS_INFO Notify payload format
Octet 2 is the SPI Size field which is set to 0 and there is no SPI field. Upon receipt of the 5G_QOS_INFO Notify payload, the UE is unable to identify the UP IPsec SA for modification.
3) IPSec SA deletion procedure (sub-clause 7.7)
The network sends an INFORMATIONAL request message including a Delete payload to the UE including the corresponding SPI(s). The SPI(s) listed in the Delete payload is the SPI in the headers of inbound packets.
Observation#1: In IPsec SA modification procedure, the network is unable to indicate the SPI of the particular UP IPsec SA to be modified.

2. Proposals
Two alternatives are proposed in this paper.
1) Alternative#1: Introduce a new Notify payload used for the UP IPsec SA modification procedure
In order to not cause backward compatible issues, a new Notify payload is introduced especially for the UP IPsec SA modification procedure. This solution can apply to TS 24.502 from Rel-18 while the modification procedure for those Rel-15 to Rel-17 devices and networks is not impacted (which implies the modification procedure may not work well).
2) [bookmark: _GoBack]Alternative#2: Extend the existing 5G_QOS_INFO Notify payload to indicate PSI
This solution is non-backward compatible for Rel-15 to Rel-17 devices/networks since the PSI size in the 5G_QOS_INFO Notify payload is always set to “0”. If this solution is preferred, then a CR from Rel-15 is expected.
3. Proposal
It is proposed to discuss the issue and the way forward. A CR for Alternative#1 is proposed in C1-230554 and a CR for Alternative#2 is proposed in C1-230555.
