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This p-CR provides content for providing support for CoAP in the new 3GPP TS 24.543 specification related to the data delivery management of the SEAL service.

2. Reason for Change

The support for CoAP in the new 3GPP TS 24.543 specification needs to be defined.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.543 v0.0.0.
* * * First Change * * * *
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* * * Next Change * * * *

5.1
SEAL data delivery management client (SDDM-C)


To be compliant with the CoAP procedures in the present document the SDDM-C:

a)
shall support the role of CoAP client as specified in IETF RFC 7252 [rfc7252];

b)
shall support the capability to observe resources as specified in IETF RFC 7641 [rfc7641];
c)
shall support the block-wise transfer as specified in IETF RFC 7959 [rfc7959];

d)
may support the robust block transfer as specified in IETF RFC 9177 [rfc9177];
e)
should support CoAP over TCP and Websocket as specified in IETF RFC 8323 [r8323];
f)
shall support CBOR encoding as specified in IETF RFC 8949 [r8949]; and
g)
shall support the procedures defined in clause 6.2.
NOTE 1:
The security mechanism to be supported for the CoAP procedures is described in 3GPP TS 24.547 [r245479].

NOTE 2:
Support for TCP for the CoAP procedures is required if the client connects over the network which blocks or impedes the use of UDP, e.g. when NATs are present in the communication path.
NOTE 3:
The CoAP protocol supports mechanism for reliable message exchange over UDP. Use of TCP can also be beneficial if reliable transport is required for other reasons, e.g. better observability of resources. Usage of CoAP over TCP is an implementation choice.
NOTE 4:
Support for the robust block transfer mechanism for the CoAP procedures is beneficial in environments where packet loss is highly asymmetrical and where performance optimization of block transfers is required.
* * * Next Change * * * *

5.2
SEAL data delivery management server (SDDM-S)


To be compliant with the CoAP procedures in the present document the SDDM-C:

a)
shall support the role of CoAP server as specified in IETF RFC 7252 [rfc7252];

b)
shall support the capability to observe resources as specified in IETF RFC 7641 [rfc7641];
c
)shall support the block-wise transfer as specified in IETF RFC 7959 [rfc7959];

d)
shall support the robust block transfer as specified in IETF RFC 9177 [rfc9177];
e)
shall support CoAP over TCP and Websocket as specified in IETF RFC 8323 [rfc8323];

f)
shall support CBOR encoding as specified in IETF RFC 8949 [rfc8949]; and
g)
shall support the procedures defined in clause 6.2.
NOTE:
The security mechanism to be supported for the CoAP procedures is described in 3GPP TS 24.547 [r24547].

* * * Next Change * * * *

6.2.1.2
Authenticated identity in CoAP request

Upon receiving a CoAP request, the SDDM-S shall authenticate the identity of the sender of the CoAP request as specified in 3GPP TS 24.547 [r24547], and if authentication is successful, the SDDM-S shall use the identity of the sender of the CoAP request as an authenticated identity.
* * * Next Change * * * *

Annex A (normative):
CoAP resource representation and encoding

A.1
General

The information in this annex provides a normative description of CoAP resource representation and encoding.
The general rules for resource URI structure, cache usage, error handling, and common data types are described in Annex C.1 of 3GPP TS 24.546 [r24546].
Editor’s note:
Following clause will provide detail resource representation and APIs based on the procedures defined under clause 6.2.

* * * End of Change * * * *
