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* * * First Change * * * *

1	Scope
 The present document specifies the protocol aspects for the group management capability of SEAL to support vertical applications (e.g. V2X) over the 3GPP system.
The present document is applicable to the User Equipment (UE) supporting the group management client functionality as described in 3GPP  TS 23.434 [2], to the application server supporting the group management server functionality as described in 3GPP  TS 23.434 [2] and to the application server supporting the vertical application server (VAL server) functionality as defined in specific vertical application service (VAL service) specification.
NOTE:	The specification of the VAL server for a specific VAL service is out of scope for present document.

* * * Next Change * * * *

[bookmark: references][bookmark: _Toc25305660][bookmark: _Toc26190236][bookmark: _Toc26190829][bookmark: _Toc34062133][bookmark: _Toc34394574][bookmark: _Toc45274378][bookmark: _Toc51932917][bookmark: _Toc58513644][bookmark: _Toc92304711][bookmark: _Toc123645190]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows;".
[3]	IETF  RFC  4825: "The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)".
[4]	OMA  OMA-TS-XDM_Group-V1_1_1-20170124-A: "Group XDM Specification".
[5]	3GPP TS 24.547: "Identity management - Service Enabler Architecture Layer for Verticals (SEAL); Protocol specification;".
[6]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[7]	OMA OMA-SUP-XSD_poc_listService-V1_0: "PoC - List Service", version 1.0.
[8]	OMA OMA-SUP-XSD_xdm_extensions-V1_0: "XML Schema Definition: XDM Extensions", version 1.0.
[9]	OMA OMA-SUP-XSD_xdm2_1_extensions-V1_0: "XML Schema Definition: XDM 2.1 – Extensions", version 1.0.
[10]	IETF RFC 7159: "The JavaScript Object Notation (JSON) Data Interchange Format".
[11]	3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[bookmark: definitions][bookmark: _Toc25305661][bookmark: _Toc26190237][bookmark: _Toc26190830][bookmark: _Toc34062134][bookmark: _Toc34394575][12]	IETF RFC 5875: "An Extensible Markup Language (XML) Configuration Access Protocol (XCAP) Diff Event Package".
[13]	IETF RFC 6050 (November 2010): "A Session Initiation Protocol (SIP) Extension for the Identification of Services".
[14]	IETF RFC 6665 (July 2012): "SIP-Specific Event Notification".
[15]	IETF RFC 7252: "The Constrained Application Protocol (CoAP)".
[16]	IETF RFC 7959: "Block-Wise Transfers in the Constrained Application Protocol (CoAP) ".
[17]	IETF RFC 7641: "Observing Resources in the Constrained Application Protocol (CoAP)".
[18]	IETF RFC 8323: "CoAP (Constrained Application Protocol) over TCP, TLS, and WebSockets".
[19]	IETF RFC 8949: "Concise Binary Object Representation (CBOR)".
[20]	Internet draft draft-ietf-core-new-block-14: "Constrained Application Protocol (CoAP) Block- Wise Transfer Options Supporting Robust Transmission".
[21]	IETF RFC 8610: "Concise Data Definition Language (CDDL): A Notational Convention to Express Concise Binary Object Representation (CBOR) and JSON Data Structures".
[22]	Constrained RESTful Environments (CoRE) Parameters at IANA, https://www.iana.org/assignments/core-parameters/core-parameters.xhtml.
[23]	3GPP  TS  24.546: "Configuration management - Service Enabler Architecture Layer for Verticals (SEAL); Protocol specification".
[bookmark: _Toc45274379][bookmark: _Toc51932918][bookmark: _Toc58513645][bookmark: _Toc92304712][bookmark: _Toc123645191]
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For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
SEAL group management client: An entity that provides the client side functionalities corresponding to the SEAL group management service.
SEAL group management server: An entity that provides the server side functionalities corresponding to the SEAL group management service.
For the purposes of the present document, the following terms and definitions given in 3GPP  TS 23.434 [2] apply:
SEAL client
SEAL server
SEAL service
VAL group
VAL group member
VAL server 
VAL service
VAL user
Vertical
Vertical application
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[bookmark: _Toc25305667][bookmark: _Toc26190243][bookmark: _Toc26190836][bookmark: _Toc34062140][bookmark: _Toc34394581][bookmark: _Toc45274385][bookmark: _Toc51932924][bookmark: _Toc58513651][bookmark: _Toc92304718][bookmark: _Toc123645197]5.2	SEAL group management server (SGM-S)
[bookmark: _Toc25305668][bookmark: _Toc26190244][bookmark: _Toc26190837][bookmark: _Toc34062141][bookmark: _Toc34394582][bookmark: _Toc45274386][bookmark: _Toc51932925][bookmark: _Toc58513652][bookmark: _Toc92304719]The SGM-S functional entity provides for management of groups supported within the vertical application layer.
To be compliant with the HTTP procedures in the present document, a SGM-S:
-	shall support the role of XCAP server as specified in IETF RFC 4825 [3];
-	shall support the role of Group XDMS as specified in OMA OMA-TS-XDM_Group-V1_1_1 [4];
-	shall support the procedure in clause 6.2.2;
-	shall support the procedure in clause 6.2.3;
-	shall support the procedure in clause 6.2.4;
-	shall support the procedure in clause 6.2.5;
-	shall support the procedure in clause 6.2.6;
-	shall support the procedure in clause 6.2.7; and
-	shall support the procedure in clause 6.2.8.
To be compliant with the CoAP procedures in the present document the SGM-C:
-	shall support the role of CoAP server as specified in IETF RFC 7252 [15];
-	shall support the capability to observe resources as specified in IETF RFC 7641 [17];
-	shall support the block-wise transfer as specified in IETF RFC 7959  [16];
-	shall support the robust block transfer as specified in IETF draft draft-ietf-core-new-block-14 [20];
-	shall support CoAP over TCP and Websocket as specified in IETF RFC 8323 [18];
-	shall support CBOR encoding as specified in IETF RFC 8949 [19];
-	shall support the procedures in clause 6.2.2;
-	shall support the procedure in clause 6.2.3;
-	shall support the procedure in clause 6.2.4;
-	shall support the procedure in clause 6.2.5;
-	shall support the procedure in clause 6.2.6;
-	shall support the procedure in clause 6.2.7; and
-	shall support the procedure in clause 6.2.8.
NOTE:	The security mechanism to be supported for the CoAP procedures is described in 3GPP TS 24.547 [5].
[bookmark: _Toc123645198]
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[bookmark: _Toc25305674][bookmark: _Toc26190250][bookmark: _Toc26190843][bookmark: _Toc34062147][bookmark: _Toc34394588][bookmark: _Toc45274392][bookmark: _Toc51932931][bookmark: _Toc58513658][bookmark: _Toc92304725][bookmark: _Toc123645206]6.2.2.1	SGM client HTTP procedure
Upon receiving a request from the VAL user to create a group document, the SGM-C shall create an XML document as specified in clause 7 and shall send the XML document to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace a Document". In the HTTP PUT request, the SGM-C:
a)	shall set the Request URI to a XCAP URI identifying an XML document to be created. In the Request-URI:
1)	the "XCAP Root" is set to the URI of the SGM-S;
2)	the "auid" is set to specific VAL service identity; and
3)	the document selector is set to a document URI pointing to a group document addressed by a group ID;
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6];
c)	shall include a Content-Type header field set to "application/vnd.3gpp.seal-group-doc+xml"; and
d)	shall include an application/vnd.3gpp.seal-group-doc+xml MIME body and in the <seal-group-doc> root element:
1)	shall set "uri" attribute to the VAL group identity to be created;
2)	may include <display-name> element containing a human readable name of the VAL group;
3)	if the VAL user has requested to include administrator users, shall include <administrators> element of a <list-service> element with list of administrator users;.
4)	if the list of users available who are required to give user consent to be member for the group, shall include such list of users into the <explicit-member-list> element of a <list-service> element;
5)	if the list of users available who are members of the group, shall include such list of users into the  <list> element of a <list-service> element;
6)	shall include <common> element of a <list-service> element. The <common> element:
i)	may include <seal-subject> element indicating the title or description for the group;
ii)	shall include <category> element indicating the category of the group; 
iii)	shall include one or more <val-service-id> element(s) indicating list of supported services by the group; and
iv)	if the request is to configure VAL group request, shall include one or more <geo-id> element(s), each element indicating list of geographical areas to be addressed by the group; and
7)	shall include <val-specific-config> element of a <list-service>. The <val-specific-config> element:
i)	may include <group-priority> element to the priority as specified by VAL user; and
ii)	may include <external-group-id> element identifying the member UEs of the VAL group at the 3GPP core network.
[bookmark: _Toc25305675][bookmark: _Toc26190251][bookmark: _Toc26190844][bookmark: _Toc34062148][bookmark: _Toc34394589][bookmark: _Toc45274393][bookmark: _Toc51932932]Upon receiving an HTTP 200 (OK), the SGM-C shall notify the VAL user about successful group registration. Based on VAL user's request, if group events subscription is not already created, then the SGM-C shall create the group events subscription as specified in clause 6.2.8.1.1 for the event SUBSCRIBE_GROUP_MODIFICATION (0x02) as defined in clause A.1.2. If group events subscription already exists then the SGM-C shall modify the subscription as specified in clause 6.2.8.1.2.
[bookmark: _Toc123645207]
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[bookmark: _Toc123645208][bookmark: _Toc25305676][bookmark: _Toc26190252][bookmark: _Toc26190845][bookmark: _Toc34062149][bookmark: _Toc34394590][bookmark: _Toc45274394][bookmark: _Toc51932933]6.2.2.3	Group member SGM client HTTP procedure
Upon receiving an HTTP POST request over a call back URI which was given to SGM-S at time of group events subscription, the SGM-C shall follow the procedure as specified in clause 6.2.7.2.1.
[bookmark: _Toc123645209]
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6.2.2.4	SGM client CoAP procedure
Upon receiving a request from the VAL user to create a group document, the SGM-C shall send a CoAP POST request to the SGM-S. In the CoAP POST request, the SGM-C:
a)	shall set the CoAP URI to the VAL Group Documents resource URI to according to the resource definition in clause  C.2.1.2.2.2:
1)	the "apiRoot" is set to the SGM-S URI;
b)	shall include Content-Format option set to " application/vnd.3gpp.seal-group-doc+cbor ";
c)	shall include " VALGroupDocument" object:
1)	shall set "valGroupId" attribute to the VAL group identity to be created;
2)	may include "groupName" attribute containing a human readable name of the VAL group;
3)	may include "grpDesc" attribute containing a human readable description of the VAL group;
4)	if the VAL user has requested to include a list of users who are to be members of the group, shall include "memberDetails" object, and for each member:
i)	shall set "memberId" attribute to the VAL user ID or VAL UE ID; 
ii)	if the VAL user has requested this member to be an administrator of the group, shall set "membershipType" attribute to "ADMINISTRATOR";
iii)	if the VAL user has requested this member to be required to give user consent to be a member of the group, shall set "membershipType" attribute to "EXPLICIT";
iv)	if the VAL user has requested this member to not be required to give user consent to be a member of the group, shall set "membershipType" attribute to "IMPLICIT";
5)	shall include "category" attribute indicating the category of the group;
6)	may include one or more VAL service IDs in "valServiceIds" attribute indicating a list of supported VAL services by the group;
7)	if the request is to configure VAL group request, shall include one or more geographical area identifiers in "geoIds" attribute, each identifier indicating the geographical area to be addressed by the group;
8)	may include "priority" attribute set to the priority as specified by VAL user;
9)	may include "extGrpId" attribute identifying the member UEs of the VAL group at the 3GPP core network;
10)	may include "com5GLanType" attribute set to the 5GLAN communication type if requested by the VAL user; 
11)	may include "valGrpConf" attribute set to VAL specific configuration data if provided by the VAL user; and
12)	if the request is to form a temporary group, shall include a list of VAL group IDs of the constituent VAL groups in "inclValGroupIds" attribute; and
d)	shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described in 3GPP TS 24.547 [5].
Upon receiving a CoAP 2.01 (Created) response, the SGM-C shall notify the VAL user about successful group creation. Based on VAL user's request, the SGM-C shall create a subscription to changes of the newly created as specified in clause 6.2.8.1.3.2 for the Individual VAL Group Document resource.
[bookmark: _Toc123645210]
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6.2.2.5	SGM server CoAP procedure
Upon reception of an CoAP POST request where the CoAP URI of the request identifies the VAL Group Documents resource URI according to the resource definition in clause C.2.1.2.2.2, the SGM-S:
a)	shall determine the identity of the sender of the received CoAP POST request as specified in clause 6.2.1.3, and:
1)	if the identity of the sender of the received CoAP POST request is not authorized to create the VAL group document, shall respond with a 4.03 (Forbidden) response to the CoAP POST request and skip rest of the steps;
b)	shall support handling an CoAP POST request from a SGM-C according to procedures specified in IETF RFC 7252  [152]; and
c)	shall create a new Individual VAL Group Document resource and for each VAL user in the list of members of the document shall create a new Individual Group Member resource and shall return the VAL group document and its resource URI in the CoAP 2.01 (Created) response as specified in clause  C.2.1.2.2.3.1.
Upon successful creation of the group, for each group member the SGM-S shall send Group Announcement notification as specified in clause 6.2.7.5.1
[bookmark: _Toc123645211]
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[bookmark: _Toc123645214]6.2.3.2	SGM server HTTP procedure
Upon reception of an HTTP GET request where the Request-URI of the HTTP GET request identifies an element of a XML document as specified in clause 7, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP GET request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP GET request is not authorized to query group information, shall respond with a HTTP 403 (Forbidden) response to the HTTP GET request and skip rest of the steps; and
b)	shall support handling an HTTP GET request from a SGM-C according to procedures specified in IETF RFC 4825 [3] "GET Handling".
[bookmark: _Toc123645215]
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[bookmark: _Toc25305680][bookmark: _Toc26190256][bookmark: _Toc26190849][bookmark: _Toc34062153][bookmark: _Toc34394594][bookmark: _Toc45274398][bookmark: _Toc51932937][bookmark: _Toc58513665][bookmark: _Toc92304732][bookmark: _Toc123645218]6.2.4.1	SGM client HTTP procedure
Upon receiving a request from the VAL user to update group membership element of a group document, a SGM-C shall send an HTTP PUT request to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace an Element". In HTTP PUT request, the SGM-C:
a)	shall set the Request-URI to a XCAP URI identifying an element within an XML document to be updated. In the Request-URI:
1)	the "XCAP Root" is set to the URI of the SGM-S;
2)	the "auid" is set to specific VAL service identity;
3)	the document selector is set to a document URI pointing to a group document addressed by a group ID which contains the element to be updated; and
4)	the node selector is set to a node URI identifying the element to be updated; and
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6].
NOTE 1:	The VAL client can use the procedure specified in this clause to update all possible elements which can be updated.
NOTE NOTE 2:	If the VAL client is adding new member to the group, it may include VAL service specific information as an attribute of the new element or as an child element of the new element.
[bookmark: _Toc123645219]
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[bookmark: _Toc123645220][bookmark: _Toc25305682][bookmark: _Toc26190258][bookmark: _Toc26190851][bookmark: _Toc34062155][bookmark: _Toc34394596][bookmark: _Toc45274400][bookmark: _Toc51932939]6.2.4.3	SGM client CoAP procedure
Upon receiving a request from the VAL user to update group membership of a group document, the SGM-C shall send a CoAP PUT request to the SGM-S. In the CoAP PUT request, the SGM-C:
a)	shall set the CoAP URI identifying the individual VAL group document to be updated according to the resource definition in clause  C.2.1.2.3.2:
1)	the "apiRoot" is set to the SGM-S URI; and
2)	the "groupDocId" to point to the VAL group document;
b)	shall include Content-Format option set to "application/vnd.3gpp.seal-group-doc+cbor";
c)	shall include "VALGroupDocument" object with "members" and "memberDetails" lists including the member identities and member details according to the requested group membership; and
d)	shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described in 3GPP TS 24.547 [5].
NOTE  1:	The VAL client can use the procedure specified in this clause to update all possible attributes which can be updated.
NOTE  2:	If the VAL client is adding a new member to the group, it may include VAL service specific information in the "memberConfig" attribute of the "GroupMember" object.
[bookmark: _Toc123645221]
* * * Next Change * * * *

6.2.4.4	SGM server CoAP procedure
Upon reception of an CoAP PUT request where the CoAP URI of the request identifies Individual VAL Group Document resource as described in clause C.2.1.2.3.2, the SGM-S:
a)	shall determine the identity of the sender of the received CoAP PUT request as specified in clause 6.2.1.3, and:
1)	if the identity of the sender of the received CoAP PUT request is not authorized to update the requested VAL group document, shall respond with a CoAP 4.03 (Forbidden) response to the CoAP PUT request and skip rest of the steps;
b)	shall support handling an CoAP PUT request from a SGM-C according to procedures specified in IETF RFC 7252  [152]; and
c)	shall update the VAL group document pointed according to the "VALGroupDocument" received in the request, and:
1)	for each new member in the group shall create a new individual group member resource; and
2)	for each member removed from the group shall delete the corresponding individual group member resource.
Upon successful modification of the group, the SGM-S shall notify all group members about the group modification by following the procedure specified in clause 6.2.8.2.3.2. 
[bookmark: _Toc58513667][bookmark: _Toc92304734][bookmark: _Toc123645222]
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Upon receiving a request from the VAL user to update a group document, the SGM-C shall create an XML document as specified in clause 7 and shall send the XML document to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace a Document". In the HTTP PUT request, the SGM-C:
a)	shall set the Request URI to a XCAP URI identifying an XML document to be updated. In the Request-URI:
1)	the "XCAP Root" is set to the URI of the SGM-S;
2)	the "auid" is set to specific VAL service identity; and
3)	the document selector is set to a document URI pointing to a group document addressed by a group ID;
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6];
c)	shall include a Content-Type header field set to "application/vnd.3gpp.seal-group-doc+xml"; and
d)	shall include an application/vnd.3gpp.seal-group-doc+xml MIME body and in the <seal-group-doc> root element:
1)	shall set "uri" attribute to the VAL group identity to be updated;
2)	may include <display-name> element containing a human readable name of the VAL group;
3)	if the VAL user has requested to include administrator users, shall include <administrators> element of a <list-service> element with list of administrator users;.
4)	if the list of users available who are required to give user consent to be member for the group, shall include such list of users into the <explicit-member-list> element of a <list-service> element;
5)	if the list of users available who are members of the group, shall include such list of users into the  <list> element of a <list-service> element;
6)	shall include <common> element of a <list-service> element. The <common> element:
i)	may include <seal-subject> element indicating the title or description for the group;
ii)	shall include <category> element indicating the category of the group; and
iii)	shall include <val-services> element indicating list of supported services by the group; and
7)	shall include <val-specific-config> element of a <list-service>. The <val-specific-config> element:
i)	may include <group-priority> element to the priority as specified by VAL user.
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6.2.5.1.2	SGM server HTTP procedure
Upon reception of an HTTP PUT request where the Request-URI of the HTTP PUT request identifies an XML document as specified in clause 7, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP PUT request is not authorized to update the group document, shall respond with a HTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of the steps; and
b)	shall support receiving an XML document as specified in application usage of the specific vertical application according to procedures specified in IETF RFC 4825 [3] "PUT Handling".
Upon successful modification of the group, the SGM-S shall notify all group members about the group modification by following the procedure specified in clause 6.2.8.2.2.2. In the group modify notification, the SGM-S shall set the "modificationType" parameter to the value GROUP_CONFIG_UPDATE (0x03) as specified in clause B.3.
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6.2.5.1.3	SGM client CoAP procedure
Upon receiving a request from the VAL user to update a group document, the SGM-C shall send a CoAP PUT request to the SGM-S. In the CoAP PUT request, the SGM-C:
a)	shall set the CoAP URI identifying the individual VAL group document to be updated according to the resource definition in annex clause C.2.1.2.3.2:
1)	the "apiRoot" is set to the SGM-S URI; and
2)	the "groupDocId" to point to the VAL group document;
b)	shall include Content-Format option set to "application/vnd.3gpp.seal-group-doc+cbor";
c)	shall include "VALGroupDocument" object in the payload:
1)	shall set "valGroupId" attribute to the same VAL group identity as in the group document to be updated;
2)	may include "groupName" attribute containing a human readable name of the VAL group;
3)	may include "grpDesc" attribute containing a human readable description of the VAL group;
4)	if the VAL user has requested to include a list of users who are to be members of the group, shall include "memberDetails" object, and for each member:
i)	shall set "memberId" attribute to the VAL user ID or VAL UE ID; 
ii)	if the VAL user has requested this member to be an administrator of the group, shall set "membershipType" attribute to "ADMINISTRATOR";
iii)	if the VAL user has requested this member to be required to give user consent to be a member of the group, shall set "membershipType" attribute to "EXPLICIT"; and
iv)	if the VAL user has requested this member to not be required to give user consent to be a member of the group, shall set "membershipType" attribute to "IMPLICIT";
5)	shall include "category" attribute indicating the category of the group;
6)	shall include one or more VAL service IDs in "valServiceIds" attribute indicating a list of VAL services supported by the group;
7)	if the request is to configure VAL group request, shall include one or more geographical area identifiers in "geoIds" attribute, each identifier indicating the geographical area to be addressed by the group;
8)	may include "priority" attribute set to the priority as specified by VAL user;
9)	may include "extGrpId" attribute identifying the member UEs of the VAL group at the 3GPP core network;
10)	may include "com5GLanType" attribute set to the 5GLAN communication type if requested by the VAL user; and
11)	may include "valGrpConf" attribute set to VAL specific configuration data if provided by the VAL user; and
d)	shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described in 3GPP TS 24.547 [5].
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6.2.5.1.4	SGM server CoAP procedure
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a)	shall determine the identity of the sender of the received CoAP PUT request as specified in clause 6.2.1.3, and:
1)	if the identity of the sender of the received CoAP PUT request is not authorized to update the requested VAL group document, shall respond with a CoAP 4.03 (Forbidden) response to the CoAP PUT request and skip rest of the steps;
b)	shall support handling an CoAP PUT request from a SGM-C according to procedures specified in IETF RFC 7252  [152]; and
c)	shall update the VAL group document pointed according to the "VALGroupDocument" received in the request, and:
1)	for each new member in the group shall create a new individual group member resource; and
2)	for each member removed from the group shall delete the corresponding individual group member resource.
Upon successful modification of the group, the SGM-S shall notify all group members about the group modification by following the procedure specified in clause 6.2.8.2.3.2.
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[bookmark: _Toc123645230]6.2.5.2.2	SGM server HTTP procedure
Upon reception of an HTTP GET request where the Request-URI of the HTTP GET request identifies an XML document as specified in clause 7, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP GET request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP GET request is not authorized to retrieve the group document, shall respond with a HTTP 403 (Forbidden) response to the HTTP GET request and skip rest of the steps; and
b)	shall support receiving an XML document as specified in application usage of the specific vertical application according to procedures specified in IETF RFC 4825 [3] "GET Handling".
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6.2.5.2.3	SGM client CoAP procedure
Upon receiving a request from the VAL user to retrieve a group document, the SGM-C shall send a CoAP GET request to the SGM-S. In the CoAP GET request, the SGM-C:
a)	shall set the CoAP URI identifying the group document to be retrieved according to resource API definition in clause C.2.1.2:
1)	the "apiRoot" is set to the SGM-S URI; and
2)	if the SGM-C does not know the "groupDocId" of the group document at the SGM-S, the SGM-C:
i)	shall use the VAL Group Documents resource GET and shall set "val-group-id" query parameter to the VAL group ID and may set any of the other query parameters as described in clause C.2.1.2.2.3.2; or
ii)	shall use the Individual VAL Group Document resource GET and shall set "groupDocId" to point to the VAL group document and may set any of the content filtering query parameters as described in clause C.2.1.2.3.3.1; and
b)	shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described in 3GPP TS 24.547 [5].
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6.2.5.2.4	SGM server CoAP procedure
Upon reception of an CoAP GET request where the CoAP URI of the request identifies VAL Group Documents resource as described in clause C.2.1.2.2.3.2, the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.3, and:
1)	if the sender is not authorized to fetch the requested VAL group document(s), shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [152]; and
c)	shall return a 2.05 (Content) response including all the VAL group documents matching all the given values of the query parameters.
Upon reception of an CoAP GET request where the CoAP URI of the request identifies Individual VAL Group Document resource as described in clause C.2.1.2.3.3.1, the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.3, and:
1)	if the sender is not authorized to fetch the requested VAL group document, shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [152]; and
c)	shall check if the resource pointed at by the CoAP URI exists and:
1)	if it exists, shall return the VAL document in a 2.05 (Content) response with the content of the document matching the content filtering query parameters; or
2)	otherwise, shall return a 4.04 (Not found) response.
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[bookmark: _Toc123645235]6.2.6.2	SGM server HTTP procedure
Upon receiving HTTP PUT request with <category> child element of <common> element of a <list-service> element set to the value "location-based", the SGM-S shall follow the procedure as defined in clause 6.2.2.2 with following clarifications. The SGM-S:
a)	shall obtain the list of users based on location as specified in clause  6.2.9 of 3GPP TS 24.545 [11] and include the list of users in the group document.
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6.2.7.2.1	Receiving group announcement notification
Upon receiving an HTTP POST request over a call back URI which was given to SGM-S at time of group events subscription, the SGM-C:
a)	shall match subscription identity received in the "Identity" parameter of the HTTP POST request with the locally stored identity of the subscription. If subscription identity is not valid, then
1) send an HTTP 406 (Not Acceptable) response and skip rest of the steps;
b)	shall send an HTTP 200 (OK); and
c)	if "Event" parameter is set to SUBSCRIBE_GROUP_ANNOUNCEMENT (0x01) as specified in clause B.2, shall notify the VAL user about announcement of group with group-ID and subject. If the notification contains "IsJoinReq" parameter with value set to "true", the SGM-C shall ask VAL user to join the group. The SGM-C may also decide to store the group announcement based on user's request.
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6.2.7.2.2	Sending group registration request
Upon receiving request from VAL user to join the group, the SGM-C:
a)	shall generate an HTTP POST request. In the HTTP POST request:
1)	shall set the Request URI to the value "/group-registration";
2)	shall include the Host header with public user identity of SGM-S;
3)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; 
4)	shall include in the HTTP request entity-body the "group-ID" parameter set to the group URI received in group announcement notification; and
5)	may include the parameters specified in clause A.2.1 serialized into a JavaScript Object Notation (JSON) structure as specified in IETF  RFC  7159  [10]; and
b)	shall send an HTTP POST request to SGM-S.
Upon receiving an HTTP 200 (OK), the SGM-C shall notify the VAL user about successful group registration. Based on VAL user's request, if group events subscription is not already created, then the SGM-C shall create the group events subscription as specified in clause 6.2.8.1.1 for the event SUBSCRIBE_GROUP_MODIFICATION (0x02) and SUBSCRIBE_GROUP_IDENTITY_LIST (0x04) as defined in clause A.1.2. If group events subscription already exists then the SGM-C shall modify the subscription as specified in the clause 6.2.8.1.2.
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6.2.7.2.3	Receiving group identity list notification
Upon receiving an HTTP POST request over a call back URI which was given to SGM-S at time of group events subscription, the SGM-C:
a)	shall match subscription identity received in the "Identity" parameter of the HTTP POST request with the locally stored identity of the subscription. If subscription identity is not valid, then:
1) shall send an HTTP 406 (Not Acceptable) response and skip rest of the steps;
b)	shall send an HTTP 200 (OK); and
c)	if "Event" parameter is set to SUBSCRIBE_GROUP_IDENTITY_LIST (0x04) as specified in clause B.4, shall notify the VAL user about group list members.
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6.2.7.3.1	Sending group announcement notification
Upon successful creation of group, for each VAL user in <explicit-member-list> element of a <list-service> element of the group document, the SGM-S:
a)	shall check whether valid group events subscription exists or not for event SUBSCRIBE_GROUP_ANNOUNCEMENT (0x01) as defined in clause A.1.2 or not; if valid subscription does not exists then skip rest of the steps;
b)	shall generate an HTTP POST message to notify group announcement. In the HTTP POST message:
1)	shall set request URI to call back URI received at the time of creating subscription;
2)	shall set Content-Type header to "application/json"; and
3)	shall include an HTTP request entity-body serialized into a JavaScript Object Notation (JSON) structure; In the entity-body:
i)	shall set the "Identity" parameter to the identity of the subscription;
ii)	shall set the "Event" parameter to the value SUBSCRIBE_GROUP_ANNOUNCEMENT (ox01) as specified in clause B.2;
iii)	shall set the "GroupID" parameter to the identity of the VAL Group;
iv)	may set the "Subject" parameter to the value of <seal-subject> child element of a <common> element of a <list-service> element from the group document;
v)	shall set the "IsJoinReq" parameter to "true";
vi)	may include the "Val-services" parameter as specified in clause B.2;
vii)	if there are no privacy concerns with sharing the identity list, may include the "Members-list" parameter as specified in clause B.2; and
viii)	if the group is created for 5G LAN-Type communication, may include the "5GVN Group Info" parameter providing 5GVN group information; and
c)	shall send the HTTP POST request towards SGM-C.
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6.2.7.3.3	Sending group identity list notification
Upon successful creation of group, for each VAL user in <explicit-member-list> element of a <list-service> element of the group document, the SGM-S:
a)	shall check whether valid group events subscription exists or not for event SUBSCRIBE_GROUP_IDENTITY_LIST (0x04) as defined in clause A.1.2 or not; if valid subscription does not exists then skip rest of the steps;
b)	shall generate an HTTP POST message to notify group announcement. In the HTTP POST message:
1)	shall set request URI to call back URI received at the time of creating subscription;
2)	shall set Content-Type header to "application/json"; andand
3)	shall include an HTTP request entity-body serialized into a JavaScript Object Notation (JSON) structure; In the entity-body:, 
i)	shall set the "Identity" parameter to the identity of the subscription;
ii)	shall set the "Event" parameter to the value SUBSCRIBE_GROUP_IDENTITY_LIST (0x04) as specified in clause B.4;
iii)	shall set the "GroupID" parameter to the identity of the VAL Group; and
iv)	shall include the "Members-list" parameter as specified in clause B.4; and
c)	shall send the HTTP POST request towards SGM-C.
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6.2.7.4.1	Subscribing to and receiving group announcement notification
In order to subscribe to group announcements, the SGM-C shall send an extended CoAP GET request with the CoAP URI set to the URI of the observable VAL Group Documents resource and with the "member-iId" query parameter set to the VAL user ID or VAL UE ID and with the Observe option set to 0 (Register) as specified in IETF RFC 7641 [174].
Upon receiving a CoAP 2.05 (Content) response that matches the extended CoAP GET request which initiated the subscription, and which contains the Observe option, the SGM-C:
a)	shall handle the response according to IETF RFC 7641 [174]; 
b)	shall compare the received list of the VAL group documents with the local list of VAL group documents to determine the new group(s) in which the VAL user is a member, and for each such new group:
1)	shall notify the VAL user about announcement of group with "valGroupId", "groupName" and "grpDesc"; and
2)	if VAL user's "membershipType" value is "EXPLICIT", the SGM-C shall ask VAL user to join the group; and
c)	shall update the local list of VAL group documents, and may also decide to store the group announcement based on user's request.
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6.2.7.4.3	Subscribing to and receiving group identity list notification
In order to subscribe to changes in the group's identity list, the SGM-C shall send an extended CoAP GET request with the CoAP URI set to the URI of the observable Individual VAL Group Document resource and with the "group-members" query parameter set to "true" and with the Observe option set to 0 (Register) as specified in IETF RFC 7641 [174].
Upon receiving a CoAP 2.05 (Content) response that matches the extended CoAP GET request which initiated the subscription, and which contains the Observe option, the SGM-C:
a)	shall handle the response according to IETF RFC 7641 [174]; and
b)	shall notify the VAL user about group members.
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6.2.7.5.1	Receiving group announcement subscription
Upon reception of an extended CoAP GET request with the CoAP URI set to the URI of the observable VAL Group Documents resource with the "member-iId" query parameter and with the Observe option set to 0 (Register), the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.3, and:
1)	if the sender is not authorized to fetch the requested VAL group document(s), shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [152]; 
c)	shall register the SGM-C as an observer of this resource with the given value of the "member-iId" query parameter, as per IETF RFC 7641 [174]; and
d)	shall send a CoAP 2.05 (Content) response with the Observer option set to the initial sequence number of the notification and with the payload including all the VAL group documents in which the given value of the "member-iId" query parameter matches any of the group members' "memberId" attribute.
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6.2.7.5.2	Sending group announcement notification
Upon successful creation of a group, for each group member in the group document which has "EXPLICIT" membership type, the SGM-S:
a)	shall check whether a valid group announcement subscription exists with a matching value of "memberId" exists or not, as defined in clause 6.2.7.5.1 or not; if it does not exists then skip rest of the steps; and
b)	shall send a CoAP 2.05 (Content) response with the Observer option set to incremented sequence number of the notification and with the payload including all the VAL group documents in which the subscription's value of the "member-iId" query parameter matches any of the group members'  "memberId" attribute. Each included VAL group document shall also have the list of group members included in "memberDetails" attribute.
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6.2.7.5.3	Receiving subscription request and sending group identity list notification
Upon reception of an extended CoAP GET request with the CoAP URI set to the URI of the observable Individual VAL Group Document resource with the "group-members" query parameter set to "true" and with the Observe option set to 0 (Register), the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.1, and:
1)	if the sender is not authorized to fetch the requested VAL group document, shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [152]; and
c)	shall check if the resource pointed at by the CoAP URI exists and:
1)	if it does not exist, shall return a 4.04 (Not found) response and skip rest of the steps;
2)	shall register the SGM-C as an observer of this resource as per IETF RFC 7641 [174]; and
3)	shall send a CoAP 2.05 (Content) response with the Observe option set to the initial sequence number of the notification and with the payload including the VAL group document with the content of the document matching the content filtering query parameters, i.e., including the member list in the "members" attribute.
Upon a change in the list of group members of the VAL group document, for each group identity list subscription, the SGM-S:
a)	shall send a CoAP 2.05 (Content) response with the Observe option set to incremented sequence number of the notification and with the payload including the VAL group document with the content of the document matching the content filtering query parameters, i.e., including the member list in the "members" attribute.
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6.2.8.1.1.1	General
The VAL service will use the same identity which has been authenticated by VAL service with SIP core using SIP based REGISTER message. If VAL service do not support SIP protocol, then HTTP based method needs to be used.
The SGM-C shall use mechanism provided by VAL service to add access-token in SIP messages. The SGM-S shall identify the originating VAL user ID from the access-token received from SGM-C using the mechanism defined in VAL service specification.

* * * Next Change * * * *

6.2.8.1.1.2	Create subscription
In order to subscribe to notification of changes of one or more group documents of VAL groups identified by VAL group IDs, a SGM-C shall send an initial SIP SUBSCRIBE request to the network according to the UE originating procedures specified in 3GPP TS 24.229 [11] and IETF RFC 5875 [12]. In the initial SIP SUBSCRIBE request, the SGM-C:
a)	shall set the Request-URI to the configured public service identity for performing subscription proxy function of the SGM-S;
b)	shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.seal" (coded as specified in 3GPP TS 24.229 [11]), in a P-Preferred-Service header field according to IETF RFC 6050 [13];
c)	shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.seal" in the Contact header field;
d)	shall include an application/resource-lists+xml MIME body. In the application/resource-lists+xml MIME body, the SGM-C shall include one <entry> element for each group document to be subscribed to, such that the "uri" attribute of the <entry> element contains a relative path reference to XCAP URI identifying an XML document to be subscribed to; and
e)	if the VAL server wants to fetch the current state only, shall set the Expires header field according to IETF RFC 6665 [14], to zero. Otherwise, shall set the Expires header field to the duration for which VAL user has requested for subscription; . 
Upon reception of an initial SIP SUBSCRIBE request:
a)	with the Event header field set to xcap-diff;
b)	with the Request-URI set to own public service identity for performing subscription proxy function of the SGM-S;
c)	with an application/resource-lists+xml MIME body; and
d)	with the ICSI value "urn:urn-7:3gpp-service.ims.icsi.seal" (coded as specified in 3GPP TS 24 229 [11]), in a P-Asserted-Service header field according to IETF RFC 6050 [13];
the SGM-S:
da)	shall identify the originating VAL user ID and shall use the originating VAL user ID as an authenticated identity when performing the authorization;
b)	if the authenticated identity is not authorized to subscribe to notification of changes of any resource in the application/resource-lists+xml MIME body, shall reject the request with a SIP 403 (Forbidden) response and shall not continue with rest of the steps; and
ec)	shall act as a notifier according to IETF RFC 5875 [12].

* * * Next Change * * * *

6.2.8.1.1.3	Modify subscription
In order to modify or refresh subscription, the SGM-C shall send SIP re-SUBSCRIBE request on the same dialog as the existing subscription, and with the same "Event" header. The SGM-C shall follow the steps specified in clause 6.2.8.1.1.2.1 to create SIP SUBSCRIBE request.
Upon reception of a SIP re-SUBSCRIBE request:
a)	with the Event header field set to xcap-diff; and
b)	with an application/resource-lists+xml MIME body;
the SGM-S:
a)	shall act as a notifier according to IETF RFC 5875 [12].

* * * Next Change * * * *

6.2.8.1.1.4	Delete subscription
In order to delete the subscription, the SGM-C shall send SIP re-SUBSCRIBE request on the same dialog as the existing subscription, and with the same "Event" header. The SGM-C shall follow the steps specified in clause 6.2.8.1.1.2.1 to create SIP SUBSCRIBE request with following clarification:
a)	shall set the Expires header field to zero.
Upon reception of a SIP re-SUBSCRIBE request:
a)	with the Event header field set to xcap-diff; and
b)	with Expires header field set to zero;
the SGM-S:
a)	shall act as a notifier according to IETF RFC 5875 [12].
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6.2.8.1.2.1	Creating subscription
Upon successful service authorization of the VAL service, the SGM-C shall create a subscription for group events by sending an HTTP POST request to the SGM-S. In the HTTP POST request, the SGM-C:
a)	shall set the Request URI to the URI of the SGM-S appended with VAL service identity and the value "/groupEventsSubscription";
b)	shall include the Host header with public user identity of SGM-S;
c)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; and
cd)	include the parameters specified in clause A.1.2 serialized into a JavaScript Object Notation (JSON) structure as specified in IETF RFC 7159 [10].
Upon reception of an HTTP POST request from SGM-C where the Request-URI of the HTTP POST request contains "/groupEventsSubscription" without subscription identity, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP POST request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps;
b)	shall generate unique subscription identity and store the subscription details for the authorized user; and
c)	shall send an HTTP 200 (OK) response including parameters specified in clause A.1.3.
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6.2.8.1.2.2	Modify a subscription
Upon receiving a request from VAL user to modify existing subscription identified with unique subscription identity, the SGM-C:
a)	shall generate an HTTP PUT request. In the HTTP PUT request:
1)	shall set the Request URI to the same Request URI used while creating subscription in clause 6.2.8.1.2.1.1 appended with subscription identity;
2)	shall include the Host header with public user identity of SGM-S;
3)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; and
4)	include the parameters specified in clause A.1.2 serialized into a JavaScript Object Notation (JSON) structure as specified in IETF RFC 7159 [10]; and.
b)	shall send the HTTP PUT request to the SGM-S.
Upon reception of an HTTP PUT request from SGM-C where the Request-URI of the HTTP PUT request is set to "/groupEventsSubscription" appended with subscription identity, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP PUT request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of the steps;
b)	shall determine whether subscription for group events exists or not based on received subscription identity in request URI,; and:
1)	if subscription does not exist, shall respond with an HTTP 406 (Not Acceptable) response to the HTTP PUT request and skip rest of the steps;
c)	shall update the subscription details based on received parameters from the HTTP PUT request; and
d)	shall send an HTTP 200 (OK) response including parameters specified in clause A.1.3.
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6.2.8.1.2.3	Delete a subscription
Upon receiving a request from VAL user to delete existing subscription identified with unique subscription identity, the SGM-C:
a)	shall generate an HTTP DELETE request. In the HTTP DELETE request:
1)	shall set the Request URI to the value "/groupEventsSubscription" appended with subscription identity;
2)	shall include the Host header with public user identity of SGM-S; and
3)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; and
b)	shall send the HTTP DELETE request to the SGM-S.
Upon reception of an HTTP DELETE request from SGM-C where the Request-URI of the HTTP DELETE request contains "/groupEventsSubscription" appended with subscription identity, the SGM-S:
a)	shall determine the identity of the sender of the received HTTP DELETE request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP DELETE request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP DELETE request and skip rest of the steps;
b)	shall determine whether subscription for group events exists or not based on received subscription identity in request URI,; and:
1)	if subscription does not exist, shall respond with an HTTP 406 (Not Acceptable) response to the HTTP DELETE request and skip rest of the steps;
c)	shall delete the subscription details based on received parameters from the HTTP DELETE request; and
d)	shall send an HTTP 200 (OK) response to the SGM-C.
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6.2.8.1.3.1	General
CoAP based procedures shall use the mechanisms to observe a resource as specified in IETF RFC 7641 [174].
NOTE:	CoAP "observe" mechanism uses the principle of eventual consistency where an intermediate state change can be lost when UDP is used. If it is critical for the client to receive every change in the resource state (and not just the latest state), TCP can be used to avoid missing notifications.
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6.2.8.1.3.2	Create a subscription
The CoAP resource representation defines in clause C.2.1.2 the following observable resources:
a)	VAL Group Documents resource which represents a collection resource of VAL group documents, and which may be observed by the SGM-C with the purpose to be notified when the VAL user is defined as a group member; and
b)	Individual VAL Group Document which represents a single VAL group document, and which may be observed by the SGM-C with the purpose to be notified when the VAL group document is modified. By means of the content filters the SGM-C may choose the part of the VAL group document to be included in the notification. 
In order to subscribe to changes of an observable resource the SGM-C shall send an extended CoAP GET request with the CoAP URI set to the URI of the observable resource and with the Observe option set to 0 (Register) as specified in IETF RFC 7641 [174].
Upon reception of such an extended CoAP request from SGM-C where the CoAP URI of the request points at an observable resource and with the Observe option set to 0 (Register), the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.3, and:
1)	if the sender is not authorized to fetch the requested resource, shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [152];
c)	shall register the SGM-C as an observer as per IETF RFC 7641 [174]; and
d)	shall send a CoAP 2.05 (Content) response including the current content of the resource and the Observe option with the initial sequence number of the notification.
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6.2.8.1.3.3	Delete a subscription
In order to unsubscribe from changes of an observable resource the SGM-C shall send a CoAP GET request matching the CoAP GET request used to create the subscription but with the Observe option set to 1 (Deregister) as specified in IETF RFC 7641 [174].
Upon reception of a CoAP GET that matches an active subscription but with the Observe option set to 1 (Deregister), the SGM-S:
a)	shall perform the steps as for a normal CoAP GET request for the observable resource;
b)	shall deregister the SGM-C as an observer as per IETF RFC 7641 [174]; and
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6.2.8.2.1.1	Client procedure
Upon receiving a SIP NOTIFY request associated with a subscription created as result of the sent initial SIP SUBSCRIBE request, the SGM-S:
a)	shall handle the SIP NOTIFY request according to IETF RFC 5875 [12].
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6.2.8.2.1.2	Server procedure
In order to send notification of group document update event, the SGM-S shall send SIP NOTIFY to SGM-C according to IETF RFC 5875 [12].
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6.2.8.2.2.1	Receiving group modify notification
Upon receiving an HTTP POST request over a call back URI which was given to the SGM-S at time of group events subscription, the SGM-C:
a)	shall match subscription identity received in the "Identity" parameter of the HTTP POST request with the locally stored identity of the subscription. If subscription identity is not valid, then:
1) shall send an HTTP 406 (Not Acceptable) response and skip rest of the steps;
b)	shall send an HTTP 200 (OK); and
c)	if "Event" parameter is set to SUBSCRIBE_GROUP_MODIFICATION (0x02) as specified in clause B.3, shall notify the VAL user about modification of group with group-ID. 
Based on VAL user's request, the SGM-C may also retrieve the group document identified by group ID received in group modify notification as specified in clause 6.2.5.2.
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6.2.8.2.2.2	Sending group modify notification
To send the group modification notification to the SGM-C, the SGM-S:
a)	shall check whether valid group events subscription exists for event SUBSCRIBE_GROUP_MODIFICATION (0x02) as defined in clause A.1.2 or not; if valid subscription does not exists then skip rest of the steps;
b)	shall generate an HTTP POST message to notify group announcement. In the HTTP POST message:
1)	shall set request URI to the call back URI received at the time of creating subscription;
2)	shall set Content-Type header to "application/json"; and
3)	shall include an HTTP request entity-body with the parameters specified in clause B.3 serialized into a JavaScript Object Notation (JSON) structure; and
c)	shall sent the HTTP POST request towards SGM-C.
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6.2.8.2.3.1	Client procedure
Upon receiving a CoAP 2.05 (Content) response that matches the extended CoAP GET request which initiated the subscription, and which contains the Observe option, the SGM-C:
a)	shall handle the response according to IETF RFC 7641 [174]; and
b)	shall handle the modification according to the observable resource.
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6.2.8.2.3.2	Server procedure
In order to send a notification when the resource which is being observed is modified, the SGM-S shall send a CoAP 2.05 (Content) response to SGM-C containing the modified resource and the Observe option according to IETF RFC 7641 [174]. The Content-Format specified in a 2.xx notification shall be the same as the one used in the initial response to the GET request received for the subscription.
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6.2.9.2	SGM server HTTP procedure
Upon reception of an HTTP POST request where the Request-URI of the HTTP POST request is set to "/group-deregistration", the SGM-S:
a)	shall determine the identity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP POST request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps;
b)	shall update the members information in group document; and
c)	shall send an HTTP 200 (OK) response to SGM-C.
Upon successful modification of the group, the SGM-S shall notify all group members about the group modification by following the procedure specified in clause 6.2.8.2.2.2. In the group modify notification, the SGM-S shall set the "modificationType" parameter to the value GROUP_MEMBER_REMOVED (0x02) as specified in clause B.3.
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6.2.9.3	SGM client CoAP procedure
Upon receiving request from VAL user to leave the group, the SGM-C shall send a CoAP DELETE request to the SGM-S. In the CoAP DELETE request, the SGM-C:
a)	shall set the CoAP URI to the "resUri" of the group member corresponding to the VAL user, so that the CoAP URI of the request identifies the Individual Group Member resource to be deleted according to the resource definition in clause C.2.1.2.4.3.3:
1)	the "apiRoot" is set to the SGM-S URI;
2)	the "groupDocId" is set to point to the VAL group document; and
3)	the "memberId" is set to VAL user ID or VAL UE ID; and
b)	shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described in 3GPP TS 24.547 [5].
Upon receiving a CoAP 2.02 (Deleted) response, the SGM-C shall notify the VAL user about successful group deregistration. Based on VAL user's request, if subscription to modifications of this group is already created, then the SGM-C shall delete that subscription as specified in clause 6.2.8.1.3.3. 
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6.2.9.4	SGM server CoAP procedure
Upon reception of an CoAP DELETE request where the CoAP URI of the request identifies Individual Group Member resource as described in clause C.2.1.2.4.3.3, the SGM-S:
a)	shall determine the identity of the sender of the received CoAP DELETE request as specified in clause 6.2.1.3, and:
1)	if the identity of the sender of the received CoAP DELETE request is not authorized to delete the requested group member resource, shall respond with a CoAP 4.03 (Forbidden) response to the CoAP DELETE request and skip rest of the steps;
b)	shall support handling an CoAP DELETE request from a SGM-C according to procedures specified in IETF RFC 7252  [152]; and
c)	shall delete the individual group member resource pointed at by the CoAP URI and shall update the "members" and "memberDetails" lists in the VAL group document.
Upon successful modification of the group, the SGM-S shall notify all group members about the group modification by following the procedure specified in clause 6.2.8.2.3.2. In the notification, the SGM-S shall send the modified VAL group document.
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6.2.10.1	SGM client HTTP procedure
Upon receiving request from VAL user to fetch the list of groups in which the VAL user is a member, the SGM-C:
a)	shall generate an HTTP POST request. In the HTTP POST request:
1)	shall set the Request URI to the URI of the SGM-S appended with VAL service identity and the value "/group-list-fetch";
2)	shall include the Host header with public user identity of SGM-S;
3)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6]; and
4)	shall include the parameters specified in clause A.3.1 serialized into a JavaScript Object Notation (JSON) structure as specified in IETF RFC 7159 [10]; and;
b)	shall send an HTTP POST request to SGM-S.
Upon receiving an HTTP 200 (OK), the SGM-C shall notify the VAL user about the list of the groups where the VAL UE is a member. 
Based on VAL user's request, if group events subscription is not already created, then the SGM-C shall create the group events subscription as specified in clause 6.2.8.1.1 for the event SUBSCRIBE_GROUP_MODIFICATION (0x02) as defined in clause A.1.2. If group events subscription already exists then the SGM-C shall modify the subscription as specified in clause 6.2.8.1.2.
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6.2.10.2	SGM server HTTP procedure
Upon reception of an HTTP POST request where the Request-URI of the HTTP POST request is set to "/group-list-fetch", the SGM-S:
a)	shall determine the identity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP POST request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps; and
b)	shall send an HTTP 200 (OK) response to SGM-C. In the response, the SGM-S shall include the parameters specified in clause A.3.2 serialized into a JavaScript Object Notation (JSON) structure as specified in IETF RFC 7159 [10];
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6.2.10.3	SGM client CoAP procedure
Upon receiving request from VAL user to fetch the list of groups in which the VAL user is a member, the SGM-C shall send a CoAP GET request with the CoAP URI set to the URI of the VAL Group Documents resource with the "member-iId" query parameter set to the VAL user ID or VAL UE ID and optionally with the "time-period" query parameter when the group was created.
Upon receiving request from VAL user to fetch the list of groups in which the VAL user is a member, the SGM-C shall send a CoAP GET request to the SGM-S. In the CoAP GET request, the SGM-C:
a)	shall set the CoAP URI to the URI of the VAL Group Documents resource:
1)	the "apiRoot" is set to the SGM-S URI; and
2)	shall set "memberId" query parameter to the VAL user ID or VAL UE ID and may set "time-period" query parameter to the time period when the group was created as described in clause C.2.1.2.2.3.2; and
b)	shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described in 3GPP TS 24.547 [5].
Upon receiving a CoAP 2.05 (Content) response the SGM-C shall notify the VAL user about the list of the groups where the VAL UE is a member.
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6.2.10.4	SGM server CoAP procedure
Upon reception of an CoAP GET request where the CoAP URI of the request identifies VAL Group Documents resource as described in clause C.2.1.2.2.3.2, the SGM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.3, and:
1)	if the sender is not authorized to fetch the requested VAL group document(s), shall respond with a 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SGM-C according to procedures specified in IETF RFC 7252 [152]; and
c)	shall return a 2.05 (Content) response including all the VAL group documents matching all the given values of the query parameters.
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6.2.11.2	SGM server HTTP procedure
Upon receiving an HTTP POST request from SGM-S where the Request-URI of the HTTP POST request contains "/temporary-groups", the SGM-S:
a)	shall determine the identity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:
1)	if the identity of the sender of the received HTTP POST request is not authorized user, shall respond with an HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps; and
b)	shall check whether any of the received VAL group IDs is a temporary group, and:
1)	if any of the received VAL group IDs is a temporary group, shall respond with an HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps; and
2)	else shall create and store the received parameters in the HTTP POST request message;
c)	shall notify the VAL server regarding the temporary group creation with the received parameters; and
d)	shall generate an HTTP POST request message. In the HTTP POST request:
1)	shall set the request URI to the URI of the SGM-C received at the time of creating groups;
2)	shall include the parameters specified in clause B.5 serialized into a JavaScript Object Notation (JSON) structure as specified in IETF RFC 7159 [10]; and
3)	shall send the HTTP POST request to every SGM-C of the constituent VAL groups.
Upon receiving an HTTP 200 (OK) message contains only one parameter of VAL Group Id, the SGM-S shall send an HTTP 200 (OK) response to SGM-C. In the response, the SGM-S shall include the parameters specified in clause clause A.4.2 serialized into a JavaScript Object Notation (JSON) structure as specified in IETF RFC 7159 [10];
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6.2.11.3	SGM client CoAP procedure
In order to form a temporary group, the SGM-C shall follow the procedure to create a group as defined in clause 6.2.2.4 with the following clarifications. The SGM-C:
a)	shall set "category" attribute to "TEMPORARY"; and
b)	shall include the list of VAL group IDs of the constituent VAL groups in the "inclValGroupIds" attribute.
Upon receiving a CoAP 2.01 (Created) response, the SGM-C shall notify the VAL user about successful formation of the temporary group.
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6.2.11.4	SGM server CoAP procedure
Upon receiving a group creation request for a group with the "category" attribute value of "TEMPORARY", the SGM-S shall follow the procedure as defined in clause 6.2.2.5 with the following clarifications. The SGM-S:
a)	before creating the group, shall check whether any of the received VAL group IDs is a temporary group, and:
1)	if any of the received VAL group IDs is a temporary group, shall not create the group and respond with a CoAP 4.03 (Forbidden) response to the CoAP POST request; and
b)	upon successful group creation, shall notify the VAL server regarding the temporary group creation.
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The <list-service> element:
a)	shall include an "uri" attribute representing the VAL group identity;
b)	may include a <display-name> element containing a human readable name of the VAL group;
c)	shall include a <common> element. The <common> element:
1)	may include a <seal-subject> element indicating group description;
2)	shall include a <category> element indicating category of the group; and
3)	shall include one or more <val-service-id> element(s) indicating list of services supported by the group; and
4)	may include one or more <geo-id> element(s) indicating list of geographical areas to be addressed by the group.;
d)	may include a <administrators> element containing list of group members who are administrator for the group;
e)	may include a <explicit-members-list> element containing list of users who explicitly needs to register to join the group;
f)	may include a <list> element containing list of members who are implicitly registered to join the group; and
g)	shall include a <val-specific-config> element. The <val-specific-config> element:
1)	may include a <group-priority> element; and
2)	may include an<external-group-id> element.
[bookmark: _Toc25305698][bookmark: _Toc26190274][bookmark: _Toc26190867][bookmark: _Toc34062201][bookmark: _Toc34394642][bookmark: _Toc45274435][bookmark: _Toc51932974][bookmark: _Toc58513704][bookmark: _Toc92304774][bookmark: _Toc123645292]
* * * Next Change * * * *

[bookmark: _Toc25305699][bookmark: _Toc26190275][bookmark: _Toc26190868][bookmark: _Toc34062204][bookmark: _Toc34394645][bookmark: _Toc45274438][bookmark: _Toc51932977][bookmark: _Toc58513707][bookmark: _Toc92304777][bookmark: _Toc123645295]7.5	Semantics
The <display-name> element of <list-service> element contains a human readable name of the VAL group.
The value of the "uri" attribute in the <list-service> element shall represent a VAL group identity.
The <administrators> element of a <list-service> element shall contain the group members who are administrator of the group and have special authorities as defined by VAL service to manage the group. The administrator user does not require explicit registration to join the group.
The <explicit-member-list> element of a <list-service> element shall contain the group members who are not administrator of the group and require explicit registration to join the group.
The <list> element of a <list-service> element shall contain the group members who are not administrator of the group and also do not require explicit registration to join the group.
The <seal-subject> child element of a <common> element of a <list-service> element shall indicate the title or description for the Group. The length of the value of the <seal-subject> element should not exceed 255 characters.
The <category> child element of a <common> element of a <list-service> element shall indicate the category of the group. The possible values for this element are "normal", "location-based" and "regroup".
The <val-service-id> child element of a <common> element of a <list-service> element shall indicate the service supported by the group.
The <geo-id> child element of a <common> element of a <list-service> element shall indicate geographical area addressed by the group.
The <group-priority> child element of a <val-specific-config> element of a <list-service> element contains a positive number which provides VAL group priority among different VAL groups within VAL service. More than one VAL group can have same priority.
The <external-group-id> child element of a <val-specific-config> element of a <list-service> element identifies the member UEs of the VAL group at the 3GPP core network.
The VAL service may further extend the <val-specific-config> element of a <list-service> element to include VAL service specific configuration.
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The SGM-C shall convey the following parameters while sending request for creating group events subscription.
Table A.1.2-1: Client side parameters for creating group events subscription
	Parameter
	Description

	VAL User Id
	REQUIRED. Represents a VAL user who initiates subscription.

	Callback-URI
	REQUIRED. Represents where to send HTTP notifications

	Subscription Info
	REQUIRED. Represents a space-separated list of the subscription type information as specified in table  A.1.2-2.



Table A.1.2-2: Subscription information
	Parameter
	Description

	Event
	REQUIRED. Represents the type of notification which client requires. This specification defines following type of notifications:
- 0x01: SUBSCRIBE_GROUP_ANNOUNCEMENT
- 0x02: SUBSCRIBE_GROUP_MODIFICATION

	expiry time
	REQUIRED. Represents the time in seconds up to which the subscription is desired to be kept active and the time after which the subscribed event shall stop generating notifications.

	Group ID list
	REQUIRED if "Event" parameter is set to SUBSCRIBE_GROUP_MODIFICATION (0x02) or SUBSCRIBE_GROUP_IDENTITY_LIST (0x04). Represents a space-separated list of VAL group ID of the groups

	Minimum Interval
	OPTIONAL. Indicates the minimum time interval between consecutive notifications. Defaults to 0 if not provided.
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A.2.1	Client side parameters
The SGM-C shall convey the following parameters while sending group registration request.
Table A.2.1-1: Client side parameters for group registration request
	Parameter
	Description

	Message Filters
	OPTIONAL. Group message communication will be sent to the VAL UE after applying message filters as described in tTable A.2.1-2.



Table A.2.1-2: Message Filter Information
	Parameter
	Description

	VAL UE Id
	Required. Represent the VAL UE identity who has provided these filters.

	Identities
	OPTIONAL. Represents a space-separated list of VAL UE identities. The messages from these VAL UEs will be send to the VAL UE.

	Max number of messages (NOTE  1)
	OPTIONAL. Represents the total number of messages a VAL UE is interested to receive in a given time.

	Time frame
	OPTIONAL. Represents the time in seconds. This parameter is required if Max number of messages parameter is present.

	Message Types (NOTE  2)
	OPTIONAL. Represents a space-separated list of message types (e.g. high priority messages, or group configuration messages, etc.). The messages of these message types will be sent to the VAL UE.

	NOTE  1:	The value for max number of messages is up to the implementation of a particular vertical requirement.
NOTE  2:	Message types are as decided by the vertical which uses the SEAL.
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A.3.2	Client side parameters
The SGM-C shall convey the following parameters while sending request for fetching list of groups.
Table A.31.2-1: Client side parameters for creating group events subscription
	Parameter
	Description

	VAL User Id
	REQUIRED. Represents a VAL user who requests to fetch the list group.

	Time period
	OPTIONAL. Represents start and end time to inform SMG-S to provide list of the groups created between specified time period. If not present, the SGM-S provides list of all groups in which the VAL user is a member.
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B.2	Group announcement notification
The SGM-S shall convey the following parameters while sending group announcement notification to SGM-C.
Table B.2-1: Parameters for group announcement notification
	Parameter
	Description

	Identity
	REQUIRED. A unique string representing notification channel identity. 

	Event
	REQUIRED. Shall be set to SUBSCRIBE_GROUP_ANNOUNCEMENT (0x01) as specified in table  A.1.2-2.

	GroupID
	REQUIRED. An URI that represent a VAL group identity

	Subject
	REQUIRED. A string representing the title or description for the group.

	IsJoinReq
	OPTIONAL. A Boolean indicating whether user needs to perform registration to join the group or not. This Boolean will be set to "true" for each user in <explicit-member-list> element if present in the document.

	Val-services
	OPTIONAL. Represents list of services supported by the group.

	Members-list
	OPTIONAL. Represents list of VAL users who are member of the group.

	VAL service specific information
	OPTIONAL. Provides placeholder for VAL service specific information.

	5GVN Group Info
	OPTIONAL. Represents a 5GVN group information as specified in table  B.2-2. 



NOTE:	 The Group announcement notification is considered as Group creation notification when "IsJoinReq" parameter is not present or set to "false".
Table B.2-2: Parameters for 5GVN group information
	Parameter
	Description

	Communication Type
	REQUIRED. Represents the type of the group. This specification defiles following type of the communication transport:
- 0x01: ETHERNET_TYPE
- 0x02: IPv4_TYPE
- 0x04: IPv6_TYPE
- 0x08: IPV4V6_TYPE

	DNN
	OPTIONAL. Represents data network name for the 5GVN group.

	S-NSSAI
	OPTIONAL. Represents S-NSSAI for the 5GVN group.
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B.3	Group modify notification
The SGM-S shall convey the following parameters while sending group modifyidentify list notification to SGM-C.
Table B.3-1: Parameters for group modifyannouncement notification
	Parameter
	Description

	Identity
	REQUIRED. A unique string representing notification channel identity. 

	Event
	REQUIRED. Shall be set to SUBSCRIBE_GROUP_MODIFICATION (0x02) as specified in table  A.1.2-2.

	groupID
	REQUIRED. An URI that represents a VAL group identity

	VAL service specific information
	OPTIONAL. Provides placeholder for VAL service specific information.

	modificationType
	REQUIRED. Specifies the type of the modification of group document. This specification defines following types of modifications:
0x01: GROUP_MEMBER_ADDED
0x02: GROUP_MEMBER_REMOVED
0x03: GROUP_CONFIG_UPDATE
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B.4	Group Identity List notification
The SGM-S shall convey the following parameters while sending identify list notification to SGM-C.
Table B.4-1: Parameters for group identity list notification
	Parameter
	Description

	Identity
	REQUIRED. A unique string representing notification channel identity. 

	Event
	REQUIRED. Shall be set to SUBSCRIBE_GROUP_IDENTITY_LIST (0x04) as specified in table  A.1.2-2.

	GroupID
	REQUIRED. An URI that represents a VAL group identity

	Members-list
	REQUIRED. Represents list of VAL users who are member of the group.

	Message Filter List
	OPTIONAL. Represents the message filters of all VAL UEs that provided message filters. Each message filter is specified as described in tTable A.2.1-2.
This parameter is present only for the identify list notification towards VAL server, for the VAL server to apply those filters during group communications.
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C.1	General
The information in this annex provides a normative description of CoAP resource representation and encoding.
The general rules for resource URI structure, cache usage, error handling, and common data types are described in clauseAnnex C.1 of 3GPP TS 24.546 [23].
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C.2.1.1	API URI
The CoAP URIs used in CoAP requests from SGM-C towards the SGM-S shall have the Resource URI structure as defined in clause C.1.1 of 3GPP TS 24.546 [23] with the following clarifications:
-	The <apiName> shall be "su-gm".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificSuffixes> shall be set as described in clause C.2.1.2.
[bookmark: _Toc24868550][bookmark: _Toc34154058][bookmark: _Toc36041002][bookmark: _Toc36041315][bookmark: _Toc43196557][bookmark: _Toc43481327][bookmark: _Toc45134604][bookmark: _Toc51189136][bookmark: _Toc51763812][bookmark: _Toc57206044][bookmark: _Toc59019385][bookmark: _Toc123645323]
* * * Next Change * * * *

[bookmark: _Toc24868554][bookmark: _Toc34154062][bookmark: _Toc36041006][bookmark: _Toc36041319][bookmark: _Toc43196561][bookmark: _Toc43481331][bookmark: _Toc45134608][bookmark: _Toc51189140][bookmark: _Toc51763816][bookmark: _Toc57206048][bookmark: _Toc59019389][bookmark: _Toc123645327]C.2.1.2.2.2	Resource Definition
Resource URI: {apiRoot}/su-gm/<apiVersion>/group-documents
This resource shall support the resource URI variables defined in the table  C.2.1.2.2.2-1.
Table C.2.1.2.2.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See clause C.1.1 of 3GPP TS 24.546 [23]

	apiVersion
	string
	See clause C.2.1.1
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C.2.1.2.2.3.1	POST
This operation creates a VAL group at the SGM-S.
This method shall support the request data structures specified in table C.2.1.2.2.3.1-1 and the response data structures and response codes specified in table C.2.1.2.2.3.1-2, and the response options specified in table C.2.1.2.2.3.1-3.
Table C.2.1.2.2.3.1-1: Data structures supported by the POST Request payload on this resource 
	Data type
	P
	Cardinality
	Description

	VALGroupDocument
	M
	1
	Details of the VAL group that needs to be created, 



Table C.2.1.2.2.3.1-2: Data structures supported by the POST Response payload on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	VALGroupDocument
	M
	1
	2.01 Created
	VAL group created successfully.

The "groupDocId" of the created resource shall be returned in the "Location-Path" option.

	NOTE:	The mandatory CoAP error status codes for the GET Request listed in table C.1.3-1 of 3GPP TS 24.546 [23] shall also apply..



Table C.2.1.2.2.3.1-3: Options supported by the 2.01 Response Code on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Location-Path
	string
	M
	1
	Contains the location path of the newly created resource relative to the request URI. 
It contains the groupDocId segment of the complete resource URI according to the structure: {apiRoot}/su-gm/<apiVersion>/group-documents/{groupDocId}
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C.2.1.2.2.3.2	GET
This operation retrieves VAL group documents satisfying filter criteria.
This method shall support the URI query parameters specified in table table C.2.1.2.2.3.2-1.
Table C.2.1.2.2.3.2-1: URI query parameters supported by the GET Request on this resource
	Name
	Data type
	P
	Cardinality
	Description

	val-group-id
	string
	O
	0..1
	Identifies a VAL group. 

	val-service-id
	string
	O
	0..1
	Identifies a VAL service.

	member-id
	ValTargetUe
	O
	0..1
	Identifies a VAL user or VAL UE to match a group member.

	time-period
	array(DateTime)
	O
	2..2
	Identifies the time period within which the group was created. The first element is the start time, followed by the end time of the time period.



This method shall support the request options specified in table C.2.1.2.2.3.2-2, the response data structures and response codes specified in table C.2.1.2.2.3.2-3, and the response options specified in table C.2.1.2.2.3.2-4.
Table C.2.1.2.2.3.2-2: Options supported by the GET Request on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Observe
	Uinteger
	O
	0..1
	When set to 0 (Register) it extends the GET request to subscribe to the changes of this resource.
When set to 1 (Deregister) it cancels the subscription.

	NOTE:	Other request options also apply in accordance with normal CoAP procedures.



This method shall support the response data structures and response codes specified in table C.2.1.2.2.3.2 -3.
Table C.2.1.2.2.3.2-3: Data structures supported by the GET Response payload on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	array(VALGroupDocument)
	M
	0..N
	2.05 Content
	List of VAL group documents. This response shall include VAL group documents matching all the query parameters provided in the request. 

	NOTE:	The mandatory CoAP error status codes for the GET method listed in table  C.1.3-1 of 3GPP TS 24.546 [23] also apply.



Table C.2.1.2.2.3.2-4: Options supported by the 2.05 Response Code on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Observe
	Uinteger
	O
	0..1
	Sequence number of the notification.

	NOTE:	Other response options also apply in accordance with normal CoAP procedures.
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C.2.1.2.3.2	Resource Definition
Resource URI: {apiRoot}/su-gm/<apiVersion>/group-documents/{groupDocId}
This resource shall support the resource URI variables defined in the table table C.2.1.2.3.2-1.
Table C.2.1.2.3.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See clause C.1.1 of 3GPP TS 24.546 [23]

	apiVersion
	string
	See clause C.2.1.1

	groupDocId
	string
	Represents an individual group document resource.
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C.2.1.2.3.3.1	GET
This operation retrieves VAL group information satisfying filter criteria. 
This method shall support the URI query parameters specified in table table C.2.1.2.3.3.1-1.
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	Name
	Data type
	P
	Cardinality
	Description

	group-members
	boolean
	O
	0..1
	This is a content filtering flag. When set to "true", it indicates to the SGM-S to include the members list information of the VAL group. Set to "false" or omitted otherwise.

	group-member-details
	boolean
	O
	0..1
	This is a content filtering flag. When set to "true", it indicates to the SGM-S to include the details of all the members of the VAL group. Set to "false" or omitted otherwise.

	group-configuration
	boolean
	O
	0..1
	This is a content filtering flag. When set to "true", it indicates to the SGM-S to include the configuration information of the VAL group. Set to "false" or omitted otherwise.



This method shall support the request options specified in table C.2.1.2.3.3.1-2, the response data structures and response codes specified in table C.2.1.2.3.3.1-3, and the response options specified in table C.2.1.2.3.3.1-4.
Table C.2.1.2.3.3.1-2: Options supported by the GET Request on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Observe
	Uinteger
	O
	0..1
	When set to 0 (Register) it extends the GET request to subscribe to the changes of this resource.
When set to 1 (Deregister) it cancels the subscription.

	NOTE:	Other request options also apply in accordance with normal CoAP procedures.



Table C.2.1.2.3.3.1-3: Data structures supported by the GET Response payload on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	VALGroupDocument
	M
	1
	2.05 Content
	The VAL group information based on the request from the VAL server.
This response shall include VAL group members list if group-members flag is set to "true" in the request, VAL group member details if group-member-details flag is set to "true" in the request, VAL group configuration information if the group-configuration flag is set to "true" in the request, VAL group identifier, the whole VAL group document resource if all the flags are omitted/set to "false" in the request. 

	NOTE:	The mandatory CoAP error status codes for the GET method listed in table  C.1.3-1 of 3GPP TS 24.546 [23] also apply.



Table C.2.1.2.3.3.1-4: Options supported by the 2.05 Response Code on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Observe
	Uinteger
	O
	0..1
	Sequence number of the notification.

	NOTE:	Other response options also apply in accordance with normal CoAP procedures.




* * * Next Change * * * *

C.2.1.2.3.3.2	PUT
This operation updates the VAL group document. 
This method shall support the request data structures specified in table C.2.1.2.3.3.2-1 and the response data structures and response codes specified in table C.2.1.2.3.3.2-2.
Table C.2.1.2.3.3.2-1: Data structures supported by the PUT Request payload on this resource 
	Data type
	P
	Cardinality
	Description

	VALGroupDocument
	M
	1
	Updated details of the VAL group document.



Table C.2.1.2.3.3.2-2: Data structures supported by the PUT Response payload on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	VALGroupDocument
	O
	0..1
	2.04 Changed
	The VAL group document updated successfully, and the updated VAL group document may be returned in the response. 

	NOTE:	The mandatory CoAP error status codes for the PUT method listed in table C.1.3-1 of 3GPP TS 24.546 [23] shall also apply.
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C.2.1.2.3.3.3	DELETE
This operation deletes the VAL group document.
This method shall support the response data structures and response codes specified in table C.2.1.2.3.3.3-1.
Table C.2.1.2.3.3.3-1: Data structures supported by the DELETE Response payload on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	2.02 Deleted
	The individual VAL group document matching the groupDocId is deleted. 

	NOTE:	The mandatory CoAP error status codes for the DELETE method listed in table C.1.3-1 1 of 3GPP TS 24.546 [23] shall also apply.
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C.2.1.2.4.2	Resource Definition
Resource URI: {apiRoot}/su-gm/<apiVersion>/group-documents/{groupDocId}/members/{memberId}
This resource shall support the resource URI variables defined in the table table C.2.1.2.4.2-1.
Table C.2.1.2.3.2-1: Resource URI variables for this resource
	Name
	Data Type
	Definition

	apiRoot
	string
	See clause C.1.1 of 3GPP TS 24.546 [23]

	apiVersion
	string
	See clause C.2.1.1

	groupDocId
	string
	Represents an individual group document resource.

	memberId
	ValTargetUe
	Identifies an individual VAL group member.




* * * Next Change * * * *

C.2.1.2.4.3.1	GET
This operation retrieves the individual VAL group member's information.
This method shall support the request options specified in table C.2.1.2.4.3.1-1, the response data structures and response codes specified in table C.2.1.2.4.3.1-2, and the response options specified in table C.2.1.2.4.3.1-3.
Table C.2.1.2.4.3.1-1: Options supported by the GET Request on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Observe
	Uinteger
	O
	0..1
	When set to 0 (Register) it extends the GET request to subscribe to the changes of this resource.
When set to 1 (Deregister) it cancels the subscription

	NOTE:	Other request options also apply in accordance with normal CoAP procedures.



Table C.2.1.2.4.3.1-2: Data structures supported by the GET Response payload on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	GroupMember
	M
	1
	2.05 Content
	The VAL group member information.

	NOTE:	The mandatory CoAP error status codes for the GET method listed in table  C.1.3-1 of 3GPP 3GPP TS TS 24.546 546 [23] also apply.



Table C.2.1.2.4.3.1-4: Options supported by the 2.05 Response Code on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	Observe
	Uinteger
	O
	0..1
	Sequence number of the notification

	NOTE:	Other response options also apply in accordance with normal CoAP procedures.




* * * Next Change * * * *

C.2.1.2.4.3.2	PUT
This operation creates or updates the VAL group member information. 
This method shall support the request data structures specified in table C.2.1.2.4.3.2-1 and the response data structures and response codes specified in table C.2.1.2.4.3.2-2.
Table C.2.1.2.4.3.2-1: Data structures supported by the PUT Request payload on this resource 
	Data type
	P
	Cardinality
	Description

	GroupMember
	M
	1
	New or updated details of the VAL group member.



Table C.2.1.2.4.3.2-2: Data structures supported by the PUT Response payload on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	GroupMember
	O
	0..1
	2.01 Created
	The VAL group member resource was created successfully, and the created resource may be returned in the response.

	GroupMember
	O
	0..1
	2.04 Changed
	The VAL group member resource was updated successfully, and the updated resource may be returned in the response. 

	NOTE:	The mandatory CoAP error status codes for the PUT method listed in table C.1.3-1 of 3GPP 3GPP TS TS 24.546 546 [23] shall also apply.




* * * Next Change * * * *

C.2.1.2.4.3.3	DELETE
This operation deletes the VAL group member information.
This method shall support the response data structures and response codes specified in table C.2.1.2.4.3.3-1.
Table C.2.1.2.4.3.3-1: Data structures supported by the DELETE Response payload on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	2.02 Deleted
	The VAL group member resource matching the groupDocId and memberId is deleted. 

	NOTE:	The mandatory CoAP error status codes for the DELETE method listed in table C.1.3-1 1 of 3GPP 3GPP TS TS 24.546 546 [23] shall also apply.
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C.2.1.3.1	General
This clause specifies the application data model supported by the API. Data types listed in clause  C.1.4X of 3GPP TS TS 24.546 546 [23] apply to this API.
Table C.2.1.3.1-1 specifies the data types defined specifically for the SU_GroupManagement API service.
Table C.2.1.3.1-1: SU_GroupManagement API specific Data Types
	Data type
	Section defined
	Description
	Applicability

	VALGroupDocument
	C.2.1.3.2.2
	VAL group document details.
	

	GroupCategory
	C.2.1.3.3.3
	Represents the category of the VAL group.
	

	GroupMember
	C.2.1.3.2.3
	Represents membership and configuration details of the VAL group member.
	

	MembershipType
	C.2.1.3.3.2
	Represents the type of membership of the VAL group member.
	

	MembershipState
	C.2.1.3.2.4
	Represents the state of the member in the group. E.g., an explicit member will register in the group by setting its "registered" attribute to "true", or will set that attribute to "false" when leaving the group.
	

	MessageFilter
	C.2.1.3.2.5
	The message filter information applicable to member VAL UEs or VAL users of the VAL group.
	



Table C.2.1.3.1-2 specifies data types re-used by the SU_GroupManagement API service. 
Table C.2.1.3.1-2: Re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	ExternalGroupId
	3GPP  TS  24.546  [23]
	External group identifier.
	

	ScheduledCommunicationTime
	3GPP  TS  24.546  [23]
	Represents a scheduled communication time.
	

	Uri
	3GPP  TS  24.546  [23]
	Unified resource identifier.
	

	ValTargetUe
	3GPP  TS  24.546  [23]
	Used to identify either a VAL User or a VAL UE.
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C.2.1.3.2.2	Type: VALGroupDocument
Table C.2.1.3.2.2-1: Definition of type VALGroupDocument
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	valGroupId
	string
	M
	1
	This is VAL group identity (VAL group ID) as per 3GPP TS 23.434 [2], which is a unique identifier within the VAL service that represents a VAL group, set of VAL users or VAL UEs according to the VAL service.
	

	category
	GroupCategory
	M
	1
	Indicates the category of the group, e.g. "NORMAL" or "LOCATION_BASED".
	

	groupName
	string
	O
	0..1
	A human readable name of the VAL group.
	

	grpDesc
	string
	O
	0..1
	Text description of the VAL group.
	

	members
	array(ValTrgetUe)
	O
	1..N
	List of VAL User IDs or VAL UE IDs, which are members of the VAL group.
	

	memberDetails
	array(GroupMember)
	O
	1..N
	List of detailed member information for each member of the VAL group.
	

	valGrpConf
	string
	O
	0..1
	Configuration data for the VAL group, provided by the VAL client.
	

	inclValGroupIds
	array(string)
	O
	1..N
	List of VAL group IDs constituting the VAL group.
	

	valServiceIds
	array(string)
	O
	1..N
	List of VAL services whose communications are enabled on the group.
	

	resUri
	Uri
	O
	0..1
	The URI for individual VAL group document resource. (NOTE)
	

	extGrpId
	ExternalGroupId
	O
	0..1
	The external group identifier, identifying the member UEs of the VAL group at the 3GPP core network.
	

	com5GLanType
	Com5GLanType
	O
	0..1
	Identifies the 5G LAN-Type communication.
	

	geoIds
	array(GeographicalAreaId)
	O
	1..N
	List of geographical area ids addressed by the VAL group.
	

	priority
	GroupPriority
	O
	0..1
	Indicates VAL group priority among different VAL groups within VAL service.
	

	NOTE:	      The "resUri" attribute is set by the SGM-S and is not modifiable by the SGM-C.
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C.2.1.3.2.3	Type: GroupMember
Table C.2.1.3.2.3-1: Definition of type GroupMember
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	memberId
	ValTargetUe
	M
	1
	This is a VAL group member identity (VAL user ID or VAL UE ID) as per 3GPP TS 23.434 [2].
	

	membershipType
	MembershipType
	M
	1
	Indicates the type of membership applicable for the group member, e.g. "ADMINISTRATOR", "EXPLICIT" or "IMPLICIT".
	

	membershipState
	MembershipTState
	O
	0..1
	Indicates the current state of the member in the group, e.g. it may indicate that an "EXPLICIT" member is registered (joined) the group. When absent the state is unknown.
	

	messageFilter
	MessageFilter
	O
	0..1
	The message filter applicable to traffic sent to the group member in the context of the group. 
	

	memberConfig
	string
	O
	0..1
	VAL service specific configuration.
	

	resUri
	Uri
	O
	0..1
	The URI for individual VAL group member resource. (NOTE)
	

	NOTE:	The "resUri" attribute is set by the SGM-S and is not modifiable by the SGM-C.
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C.2.1.3.2.4	Type: MembershipState
Table C.2.1.3.2.3-1: Definition of type MembershipState
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	registered
	boolean
	O
	0..1
	Indicates if the member is registered in the group. It is set to "true" that an "EXPLICIT" member is registered (joined) the group. When absent or "false" the member is not unregistered.
	

	NOTE:	TBD
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Table C.2.1.3.3.2-1: Enumeration MembershipType
	Enumeration value
	Description
	Applicability

	ADMINISTRATOR
	This type of group membership indicates that the group member is an administrator of the group and has special authorities as defined by VAL service to manage the group. The administrator is not required to perform explicit registration to join the group.
	

	EXPLICIT
	This type of group membership indicates that the group member is an explicit member who is not an administrator of the group and who is required to perform explicit registration to join the group.
	

	IMPLICIT
	This type of group membership indicates that the group member is an implicit member who is not an administrator of the group and who is not required to perform explicit registration to join the group.
	



[bookmark: _Toc123645348]
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[bookmark: _Toc123645349]C.2.1.3.3.4	Enumeration: Com5GLanType
Table C.2.1.3.3.4-1: Enumeration Com5GLanType
	Enumeration value
	Description
	Applicability

	IPV4
	IPv4
	

	IPV6
	IPv6
	

	IPV4V6
	IPv4 and IPv6
	

	ETHERNET
	Ethernet
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C.2.1.4	Error Handling
General error responses are defined in clause  C.1.3 of 3GPP  TS  24.546  [23].
[bookmark: _Toc123645352]
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C.2.1.5.1	Introduction
The data model described in clause C.2.1.3 shall be binary encoded in the CBOR format as described in IETF RFC 8949 [19]. 
Clause C.2.1.5.2 uses the Concise Data Definition Language described in IETF  RFC  8610  [21] and provides corresponding representation of the SU_GroupManagement API data model.
[bookmark: _Toc123645353]
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C.2.1.5.2	CDDL document

;;; VALGroupDocument
;;+ Represents details of the VAL group document information.
VALGroupDocument = {
 valGroupId: text                ; The VAL group idenitityidentity.
 category: GroupCategory
 ? groupName: text               ; A human readable name of the VAL group.
 ? grpDesc: text                 ; The text description of the VAL group.
 ? members: [+ ValTargetUe]      ; The list of VAL User IDs or VAL UE IDs, which are members of the VAL group.
 ? memberDetails: [+ GroupMember]; The list of detailed information of members of the VAL group.
 ? valGrpConf: text              ; Configuration data for the VAL group.
 ? inclValGroupIds: [+ text]     ; The list of VAL group IDs constituting the VAL group.
 ? valServiceIds: [+ text]       ; The list of VAL services enabled on the group.
 ? resUri: Uri
 ? extGrpId: ExternalGroupId
 ? com5GLanType: Com5GLanType
 ? geoIds: [+ GeographicalAreaId]; The list of geographical area ids addressed by the VAL group.
 ? priority: GroupPriority
}

;;; GroupCategory
;;+ The category of the VAL group.
GroupCategory = "NORMAL" / "LOCATION_BASED" / "REGROUP" / "TEMPORARY" / text ; text value provides forward-compatibility with future extensions to the enumeration but is not used to encode content defined in the present version of this API.

;;; GroupMember
;;+ Represents details of the VAL group member.
GroupMember = {
 memberId: ValTargetUe           ; Identifies the member of the VAL group. Once set, this information cannot be updated.
 membershipType: MembershipType
 ? membershipState: MembershipState
 ? messageFilter: MessageFilter
 ? memberConfig: text
 ? resUri: Uri
}

;;; GroupPriority
;;+ VAL group priority a positive integer which provides VAL group priority among different VAL groups within VAL service.
GroupPriority = 0..255

;;; GeographicalAreaId
;;+ Identifies a geographical area.
GeographicalAreaId = text

;;; MembershipType
;;+ Indicates the type of group membership.
MembershipType = "ADMINISTRATOR" / "EXPLICIT" / "IMPLICIT" / text ; text value provides forward-compatibility with future extensions to the enumeration but is not used to encode content defined in the present version of this API.

;;; MembershipState
;;+ Represents the state of the member in the group. 
MembershipState = {
 ? registered: bool
}

;;; MessageFilter
;;+ Represents the message filters applicable to a VAL User ID or VAL UE ID.
MessageFilter = {
 ? tgtUe: [+ ValTargetUe]        ; List of VAL User or UE IDs whose message to be sent.
 ? maxMsgs: Uinteger
 ? scheds: [+ ScheduledCommunicationTime]; Time frame associated with total number of messages.
 ? msgTypes: [+ text]            ; List of message types to be sent to VAL UE.
}

;;; ScheduledCommunicationTime
;;+ Represents an offered scheduled communication time.
ScheduledCommunicationTime = {
 ? daysOfWeek: [1*6 DayOfWeek]   ; Identifies the day(s) of the week. If absent, it indicates every day of the week.
 ? timeOfDayStart: TimeOfDay
 ? timeOfDayEnd: TimeOfDay
}

;;; ValTargetUe
;;+ Represents information identifying a VAL user ID or a VAL UE ID.
ValTargetUe =  {
 (
 valUserId: text                 ; Unique identifier of a VAL user.
 //
 valUeId: text                   ; Unique identifier of a VAL UE.
 )
}

;;; ExternalGroupId
;;+ string containing a local identifier followed by "@" and a domain identifier. Both the local identifier and the domain identifier shall be encoded as strings that do not contain any "@" characters. See Clauses 4.6.2 and 4.6.3 of 3GPP TS 23.682 for more information.
ExternalGroupId = text

;;; Com5GLanType
;;+ Communication type for a 5GVN-based group communication
Com5GLanType = "IPV4" / "IPV6" / "IPV4V6" / "ETHERNET" / text ; text value provides forward-compatibility with future extensions to the enumeration but is not used to encode content defined in the present version of this API.

;;; DayOfWeek
;;+ integer between and including 1 and 7 denoting a weekday. 1 shall indicate Monday, and the subsequent weekdays shall be indicated with the next higher numbers. 7 shall indicate Sunday.
DayOfWeek = 1..7

;;; TimeOfDay
;;+ String with format partial-time or full-time as defined in subclause 5.6 of IETF RFC 3339. Examples, 20:15:00, 20:15:00-08:00 (for 8 hours behind UTC).
TimeOfDay = text

;;; Uinteger
;;+ Unsigned Integer, i.e. only value 0 and integers above 0 are permissible.
Uinteger = int .ge 0

;;; Uri
;;+ string providing an URI formatted according to IETF RFC 3986.
Uri = text
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[bookmark: _Toc123645355]C.2.1.7	Media Type registration for application/vnd.3gpp.seal-group-doc+cbor
Type name: application
Subtype name: vnd.3gpp.seal-group-doc+cbor
Required parameters: none
Optional parameters: none
Encoding considerations: Must be encoded as using IETF RFC 8949 [17].  See "VALGroupDocument" data type in 3GPP TS 24.544 clause C.2.1.3.2.2 for details.
[bookmark: MCCQCTEMPBM_00000030][bookmark: MCCQCTEMPBM_00000037][bookmark: MCCQCTEMPBM_00000031]Security considerations: See Section 10 of IETF RFC 8949 [17] and Section  11 of IETF RFC 7252 [12].  
Interoperability considerations: Applications must ignore any key-value pairs that they do not understand. This allows backwards-compatible extensions to this specification.
Published specification: 3GPP TS 24.544 "Group Management - Service Enabler Architecture Layer for Verticals (SEAL); Protocol specification", available via http://www.3gpp.org/specs/numbering.htm.
Applications that use this media type: Applications supporting the SEAL group management procedures as described in the published specification.
Fragment identifier considerations: Fragment identification is the same as specified for "application/cbor" media type in IETF RFC 8949 [197].  Note that currently that RFC does not define fragmentation identification syntax for "application/cbor".
Additional information:
Deprecated alias names for this type: N/A
Magic number(s): N/A
File extension(s): none
Macintosh file type code(s): none
Person & email address to contact for further information: <MCC name>, <MCC email address>
Intended usage: COMMON
Restrictions on usage: None
Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WG1@LIST.ETSI.ORG
Change controller: <MCC name>/<MCC email address>
[bookmark: _Toc123645356]
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C.2.1.8	Media Type registration for application/vnd.3gpp.seal-group-member-info+cbor
Type name: application
Subtype name: vnd.3gpp.seal-group-member-info+cbor
Required parameters: none
Optional parameters: none
Encoding considerations: Must be encoded as using IETF RFC 8949 [17].  See "GroupMember" data type in 3GPP TS 24.544 clause C.2.1.3.2.3 for details.
[bookmark: MCCQCTEMPBM_00000032][bookmark: MCCQCTEMPBM_00000033]Security considerations: See Section 10 of IETF RFC 8949 [17]and Section  11 of IETF RFC 7252 [12].  
Interoperability considerations: Applications must ignore any key-value pairs that they do not understand. This allows backwards-compatible extensions to this specification.
Published specification: 3GPP TS 24.544 "Group Management - Service Enabler Architecture Layer for Verticals (SEAL); Protocol specification", available via http://www.3gpp.org/specs/numbering.htm.
Applications that use this media type: Applications supporting the SEAL group management procedures as described in the published specification.
Fragment identifier considerations: Fragment identification is the same as specified for "application/cbor" media type in IETF RFC 8949 [17].  Note that currently that RFC does not define fragmentation identification syntax for "application/cbor".
Additional information:
Deprecated alias names for this type: N/A
Magic number(s): N/A
File extension(s): none
Macintosh file type code(s): none
Person & email address to contact for further information: <MCC name>, <MCC email address>
Intended usage: COMMON
Restrictions on usage: None
Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WG1@LIST.ETSI.ORG
Change controller: <MCC name>/<MCC email address>
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* * * End of Changes * * * *
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