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	Reason for change:
	With the introduction of the Extended type 6 IE container information element some enhancements and clarifications to the protocol error handling in clause 7 are needed.

It is proposed to add these enhancements only to the rules for the non-imperative message part in clause 7.6 and 7.7, as we do not assume that the Extended type 6 IE container IE will need to be used as mandatory IE in a message.

(Note: Any type 6 IE with presence condition "mandatory" in a (new) message can be included without IEI and thus does not need to be included in the Extended type 6 IE container IE. Furthermore, it should not be necessary to include an Extended type 6 IE container IE as mandatory IE in a new message: its contents would still consist of optional IEs, and at least a few of them could be included directly in the message. Thus the Extended type 6 IE container IE could be defined as optional.)

The IEI values defined for the type 6 IE in an Extended type 6 IE container IE are independent from the IEI values defined for other parts of the message (i.e. IEIs defined for 'normal' optional IEs and IEIs possibly defined for use in other instances of the Extended type 6 IE container IE).

This means that an IE can be unknown in an Extended type 6 IE container information element, even if an IE with the same IEI is known in other parts of the message, and vice versa. (See clause 7.6.4.1.)

Furthermore, the scope for the detection of "out-of-sequence IEs" and "repeated IEs" is the contents of the Extended type 6 IE container information element. E.g., the UE will never diagnose an "out-of-sequence IE" error between an IE in the container IE and an IE outside the container. (See clause 7.6.4.2 and 7.6.4.3.)

In clause 8.1, it is clarified in a note that when a message includes an Extended type 6 IE container information element, then the same IEI can be used for different information element types in the Extended type 6 IE container information element and in other parts of the same message.

For unknown IEs inside the Extended type 6 IE container information element the detection of the IE format based on the IEI value is disabled. The receiver can assume that every IE included in the container is a type 6 IE with format TLV-E. (See clause 9.11.1.)
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7.6	Unknown and unforeseen IEs in the non-imperative message part
[bookmark: _Toc20232869][bookmark: _Toc27746973][bookmark: _Toc36213157][bookmark: _Toc36657334][bookmark: _Toc45286999][bookmark: _Toc51948268][bookmark: _Toc51949360][bookmark: _Toc123901733]7.6.1	IEIs unknown in the message
The UE shall ignore all IEs unknown in a message which are not encoded as "comprehension required" (see 3GPP TS 24.007 [11]).
The network shall take the same approach.
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The UE shall ignore all out of sequence IEs in a message which are not encoded as "comprehension required" (see 3GPP TS 24.007 [11]).
The network should take the same approach.
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If an information element with format T, TV, TLV, or TLV-E is repeated in a message in which repetition of the information element is not specified in clause 8 and clause 9 of the present document, the UE shall handle only the contents of the information element appearing first and shall ignore all subsequent repetitions of the information element. When repetition of information elements is specified, the UE shall handle only the contents of specified repeated information elements. If the limit on repetition of information elements is exceeded, the UE shall handle the contents of information elements appearing first up to the limit of repetitions and shall ignore all subsequent repetitions of the information element.
The network should follow the same procedures.
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**************** NEXT MODIFIED SECTION *******************
7.6.4	Unknown and unforeseen IEs in an Extended type 6 IE container information element
7.6.4.1	IEIs unknown in the Extended type 6 IE container information element
The UE shall ignore all IEs unknown in an Extended type 6 IE container information element which are not encoded as "comprehension required" (see 3GPP TS 24.007 [11]).
The network shall take the same approach.
NOTE:	The set of IEIs defined for an Extended type 6 IE container information element is independent of the set of IEIs defined for other parts of the message. Therefore, an IE can be unknown in an Extended type 6 IE container information element, even if an IE with the same IEI is known in other parts of the message, and vice versa.
7.6.4.2	Out of sequence IEs
The UE shall ignore all out of sequence IEs in an Extended type 6 IE container information element which are not encoded as "comprehension required" (see 3GPP TS 24.007 [11]).
The network should take the same approach.
7.6.4.3	Repeated IEs
If an information element with format TLV-E is repeated in an Extended type 6 IE container information element in which repetition of the information element is not specified in clause 8 and clause 9 of the present document, the UE shall handle only the contents of the information element appearing first and shall ignore all subsequent repetitions of the information element. When repetition of information elements in the Extended type 6 IE container information element is specified, the UE shall handle only the contents of specified repeated information elements. If the limit on repetition of information elements is exceeded, the UE shall handle the contents of information elements appearing first up to the limit of repetitions and shall ignore all subsequent repetitions of the information element.
The network should follow the same procedures.

********** SECTIONS INCLUDED FOR INFORMATION ONLY *************
7.7	Non-imperative message part errors
This category includes:
a)	syntactically incorrect optional IEs; and
b)	conditional IE errors.
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The UE shall treat all optional IEs that are syntactically incorrect in a message as not present in the message.
The network shall take the same approach.
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When upon receipt of a 5GMM or 5GSM message the UE diagnoses a "missing conditional IE" error or an "unexpected conditional IE" error, or when it receives a 5GMM or 5GSM message containing at least one syntactically incorrect conditional IE, the UE shall ignore the message and shall return a status message (5GMM STATUS or 5GSM STATUS depending on the EPD) with cause #100 "conditional IE error".
When the network receives a message and diagnoses a "missing conditional IE" error or an "unexpected conditional IE" error or when it receives a message containing at least one syntactically incorrect conditional IE, the network shall either:
a)	try to treat the message (the exact further actions are implementation dependent); or
b)	ignore the message except that it should return a status message (5GMM STATUS or 5GSM STATUS depending on the EPD) with cause #100 "conditional IE error".

**************** NEXT MODIFIED SECTION *******************
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7.7.3.1	Syntactically incorrect optional IEs
The UE shall treat all optional IEs that are syntactically incorrect in an Extended type 6 IE container information element as not present in the Extended type 6 IE container information element.
The network shall take the same approach.
EXAMPLE 1:	If the Extended type 6 IE container information element includes 2 type 6 information elements, and the first one is syntactically incorrect, the receiver ignores the first information element and continues with the processing of the second one.
EXAMPLE 2:	If the remaining value part of an Extended type 6 IE container information element is too short to contain a complete type 6 information element, the receiver ignores these octets and continues with the processing of the octets following the Extended type 6 IE container information element, if there are any.
7.7.3.2	Conditional IE errors
When upon receipt of a 5GMM or 5GSM message the UE diagnoses a "missing conditional IE" error or an "unexpected conditional IE" error for the contents of an Extended type 6 IE container information element, or when it receives a 5GMM or 5GSM message with an Extended type 6 IE container information element containing at least one syntactically incorrect conditional IE, the UE shall ignore the message and shall return a status message (5GMM STATUS or 5GSM STATUS depending on the EPD) with cause #100 "conditional IE error".
When the network receives a message and diagnoses a "missing conditional IE" error or an "unexpected conditional IE" error for the contents of an Extended type 6 IE container information element or when it receives a message with an Extended type 6 IE container information element containing at least one syntactically incorrect conditional IE, the network shall either:
a)	try to treat the message (the exact further actions are implementation dependent); or
b)	ignore the message except that it should return a status message (5GMM STATUS or 5GSM STATUS depending on the EPD) with cause #100 "conditional IE error".
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**************** NEXT MODIFIED SECTION *******************
8.1	Overview
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Each definition given in the present clause includes:
a)	a brief description of the message direction and use, including whether the message has:
1.	Local significance, i.e. relevant only on the originating or terminating access;
2.	Access significance, i.e. relevant in the originating and terminating access, but not in the network;
3.	Dual significance, i.e. relevant in either the originating or terminating access and in the network; or
4.	Global significance, i.e. relevant in the originating and terminating access and in the network.
b)	a table listing the Information Elements (IE) known in the message and the order of their appearance in the message. All IEs that may be repeated are explicitly indicated (The V, LV and LV-E formatted IEs, which compose the imperative part of the message, occur before the T, TV, TLV and TLV-E formatted IEs which compose the non-imperative part of the message, see 3GPP TS 24.007 [12]). In a (maximal) sequence of consecutive IEs with half octet length, the first IE with half octet length occupies bits 1 to 4 of octet N, the second IE bits 5 to 8 of octet N, the third IE bits 1 to 4 of octet N+1 etc. Such a sequence always has an even number of elements. 
	For each information element the table indicates:
1.	The Information Element Identifier (IEI), in hexadecimal notation, if the IE has format T, TV, TLV or TLV‑E. If the IEI has half octet length, it is specified by a notation representing the IEI as a hexadecimal digit followed by a "-" (example: B-).
NOTE 1:	The same IEI can be used for different information element types in different messages of the same protocol.
NOTE 2:	If a message includes an Extended type 6 IE container information element, then the same IEI can be used for different information element types in the Extended type 6 IE container information element and in other parts of the same message.
2.	The name of the information element (which may give an idea of the semantics of the element). The name of the information element followed by "IE" or "information element" is used in this technical report as reference to the information element within a message.
3.	The name of the type of the information element (which indicates the coding of the value part of the IE), and generally, the referenced subclause of clause 9 of the present document describing the value part of the information element.
4.	The presence requirement indication (M, C, or O) for the IE as defined in 3GPP TS 24.007 [12].
5.	The format of the information element (T, V, TV, LV, TLV, LV-E or TLV-E) as defined in 3GPP TS 24.007 [12].
6.	The length of the information element (or permissible range of lengths), in octets, in the message, where "?" means that the maximum length of the IE is only constrained by link layer protocol. This indication is non-normative.
c)	subclauses specifying, where appropriate, conditions for IEs with presence requirement C or O in the relevant message which together with other conditions specified in the present document define when the information elements shall be included or not, what non-presence of such IEs means, and – for IEs with presence requirement C – the static conditions for presence or non-presence of the IEs or for both cases (see 3GPP TS 24.007 [12]).
[bookmark: _Toc20233199][bookmark: _Toc27747322][bookmark: _Toc36213513][bookmark: _Toc36657690][bookmark: _Toc45287365][bookmark: _Toc51948640][bookmark: _Toc51949732][bookmark: _Toc123902198]
**************** NEXT MODIFIED SECTION *******************
9.11.1	General
The different formats (V, LV, T, TV, TLV, LV-E, TLV-E) and the five categories of information elements (type 1, 2, 3, 4 and 6) are defined in 3GPP TS 24.007 [11].
The first octet of an information element in the non-imperative part contains the IEI of the information element. If this octet does not correspond to an IEI known in the message, the receiver shall determine whether this IE is of type 1 or 2 (i.e. it is an information element of one octet length) or an IE of type 4 or 6 (i.e. that the next octet is the length indicator or, for a type 6 IE, the next 2 octets are the length indicator indicating the length of the remaining of the information element) (see 3GPP TS 24.007 [11]).
NOTE:	This requirement is not applicable for information elements included in an Extended type 6 IE container information element. Any IE in the Extended type 6 IE container information element is of type 6 with format TLV-E.
This allows the receiver to jump over unknown information elements and to analyse any following information elements of a particular message.
The definitions of information elements which are:
a)	common for the 5GMM and 5GSM protocols;
b)	used by access stratum protocols; or
c)	sent to upper layers
are described in subclause 9.11.2.
The information elements of the 5GMM or 5GSM protocols can be defined by reference to an appropriate specification which provides the definition of the information element, e.g., "see subclause 10.5.6.3A in 3GPP TS 24.008 [12]".
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