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*** First Change ***
[bookmark: _Toc25306439][bookmark: _Toc26192762][bookmark: _Toc34137021][bookmark: _Toc34137335][bookmark: _Toc34138483][bookmark: _Toc34138726][bookmark: _Toc34395063][bookmark: _Toc45264293][bookmark: _Toc123645366]5.1	SEAL configuration management client (SCM-C)
The SCM-C functional entity acts as the application client for configuration related transactions.
To be compliant with the HTTP procedures in the present document the SCM-C:
-	shall support the role of XCAP client as specified in IETF RFC 4825 [3];
-	shall support the role of XDMC as specified in OMA OMA-TS-XDM_Core-V2_1 [4]; 
-	shall support the procedures in clause 6.2.2;
-	shall support the procedures in clause 6.2.3; and
-	shall support the procedures in clause 6.2.4; and.
-	shall support the procedures in clause 6.2.5.
To be compliant with the CoAP procedures in the present document the SCM-C:
-	shall support the role of CoAP client as specified in IETF RFC 7252 [12];
-	shall support the capability to observe resources as specified in IETF RFC 7641 [14];
-	shall support the block-wise transfer as specified in IETF RFC 7959 [13];
-	may support the robust block transfer as specified in IETF draft draft-ietf-core-new-block-14 [21];
-	should support CoAP over TCP and Websocket as specified in IETF RFC 8323 [15];
-	shall support CBOR encoding as specified in IETF RFC 8949 [17];
-	shall support the procedures in clause 6.2.2;
-	shall support the procedures in clause 6.2.3; and
-	shall support the procedures in clause 6.2.4; and.
-	shall support the procedures in clause 6.2.5.
NOTE 1:	The security mechanism to be supported for the CoAP procedures is described in 3GPP TS 24.547 [5].
NOTE 2:	Support for TCP for the CoAP procedures is required if the client connects over the network which blocks or impedes the use of UDP, e.g. when NATs are present in the communication path.
NOTE 3:	The CoAP protocol supports mechanism for reliable message exchange over UDP. Use of TCP can also be beneficial if reliable transport is required for other reasons, e.g. better observability of resources. Usage of CoAP over TCP is an implementation choice.
NOTE 4:	Support for the robust block transfer mechanism for the CoAP procedures is beneficial in environments where packet loss is highly asymmetrical and where performance optimization of block transfers is required.

*** Next Change ***
[bookmark: _Toc25306440][bookmark: _Toc26192763][bookmark: _Toc34137022][bookmark: _Toc34137336][bookmark: _Toc34138484][bookmark: _Toc34138727][bookmark: _Toc34395064][bookmark: _Toc45264294][bookmark: _Toc123645367]5.2	SEAL configuration management server (SCM-S)
The SCM-S is a functional entity used to configure one or more vertical applications with 3GPP system related vertical applications provisioning information and configure data on the SEAL configuration management client.
To be compliant with the HTTP procedures in the present document the SCM-S:
-	shall support the role of XCAP server as specified in IETF RFC 4825 [3];
-	shall support the role of XDMS as specified in OMA OMA-TS-XDM_Core-V2_1 [4]; 
-	shall support the procedures in clause 6.2.2;
-	shall support the procedures in clause 6.2.3; and
-	shall support the procedures in clause 6.2.4;.
-	shall support the procedures in clause 6.2.5.
To be compliant with the CoAP procedures in the present document the SCM-C:
-	shall support the role of CoAP server as specified in IETF RFC 7252 [12];
-	shall support the capability to observer resources as specified in IETF RFC 7641 [14];
-	shall support the block-wise transfer as specified in IETF RFC 7959 [13];
-	shall support the robust block transfer as specified in IETF draft draft-ietf-core-new-block-14 [21];
-	shall support CoAP over TCP and Websocket as specified in IETF RFC 8323 [15];
-	shall support CBOR encoding as specified in IETF RFC 8949 [17];
-	shall support the procedures in clause 6.2.2;
-	shall support the procedures in clause 6.2.3; and
-	shall support the procedures in clause 6.2.4; and.
-	shall support the procedures in clause 6.2.5.
NOTE:	The security mechanism to be supported for the CoAP procedures is described in 3GPP TS 24.547 [5]
[bookmark: _Toc123645396]
*** Next Change ***
[bookmark: _Toc34137044][bookmark: _Toc34137358][bookmark: _Toc34138506][bookmark: _Toc34138749][bookmark: _Toc34395086]6.2.2.2.2.1	Receiving configuration update notification
Upon receiving an HTTP POST request over a cCall back- URI which was given to SCM-S at time of the configuration update event subscription message, the SCM-C:
a)	shall validate the subscription identity received in the "Identity" parameter of the HTTP POST request. If the subscription identity is not valid, the SCM-C:
1) shall send an HTTP 406 (Not Acceptable) response and skip rest of the steps;
b)	shall send an HTTP 200 (OK) message; and
c)	shall notify the VAL user about the modification of configuration document based on the "Event" parameter. 
Based on VAL user's request, the SCM-C may also retrieve the configuration document as specified in clause 6.2.3 or in clause 6.2.4.

*** Next Change ***
[bookmark: _Toc34137046][bookmark: _Toc34137360][bookmark: _Toc34138508][bookmark: _Toc34138751][bookmark: _Toc34395088]6.2.2.2.2.2	Sending group modify notification
Upon successful modification of VAL user profile document or VAL UE configuration document, the SCM-S sends a notification to SCM-C. The SCM-S:
a)	shall check whether valid configuration update event subscription exists for event SUBSCRIBE_USER_PROFILE_MODIFICATION (0x01) OR SUBSCRIBE_UE_CONFIG_MODIFICATION (0x02) as defined in clause A.1.2 or not; 
1)	if valid subscription does not exist, shall skip rest of the steps;
b)	shall generate an HTTP POST message to notify configuration update notification. In HTTP POST message:
1)	shall set the request URI to the cCall back- URI received in the creating subscription procedure;
2)	shall set the Content-Type header to "application/json"; and
3)	shall include an HTTP request entity-body with the parameters specified in clause  B.2 serialized into a JavaScript Object Notation (JSON) structure; and
c)	shall sent an HTTP POST request towards SCM-C.

*** Next Change ***
6.2.5.3	SCM client CoAP procedure
Upon receiving a request from the VAL user to update the VAL user profile configuration document, the SCM-C shall send a CoAP PUT request to the SCM-S. In the CoAP PUT request, the SCM-C:
a)	shall set the CoAP URI identifying the user profile document to be updated according to the resource definition in clause Annex C.2.1.2.3.3.2:
1)	the "apiRoot" is set to the SCM-S URI;
2)	the "valServiceId" is set to specific VAL service; and
3)	the "profileDocId" to point to the VAL user profile document;
b)	shall include Content-Format option set to "application/ vnd.3gpp.seal-user-profile-info+cbor";
c)	shall include "ProfileDoc" object with "profileInformation" which:
1)	may contain "profileName" element indicating name of the profile;
2)	shallmay contain "status" element indicating status of the profile;
3)	may contain "isDefault" element indicating that the current profile is the selected profile for the requesting user; and
4)	shall contain "profileConfig" elements; and
d)	shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described in 3GPP TS 24.547 [5].

*** Next Change ***
[bookmark: _Toc123645430]C.1.3	Error handling
Table C.1.3-1 lists response payload types that are applicable to all APIs and as responses for all requests in the present specification unless otherwise specified. The CoAP client shall mandatorily support the processing of the status code for all the applicable methods, when received in a CoAP response message. 
Table C.1.3-1: Response payloads supported for responses to all requests.
	Response body
	
Data type
	
Cardinality
	Response
Codes
(NOTE)
	Remarks

	Applied Methods

	
	ProblemDetails
	1
	4.00 Bad Request
	Incorrect parameters were passed in the request. 
	GET, FETCH, POST PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	4.01 Unauthorized
	The client is not authorized.

	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	4.02 Bad Option
	The request could not be understood by the server due to one or more unrecognized or malformed options.
	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	4.03 Forbidden
	This represents the case when the server is able to understand the request but unable to fulfil the request due to errors (e.g. the requested parameters are out of range). 
More information may be provided in the "invalidParams" attribute of the "ProblemDetails" structure.

	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	4.04 Not Found
	The resource URI was incorrect.

	GET, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	4.06 Not Acceptable
	The content format provided in the "Accept" option is not acceptable by the server.
	GET, FETCH,

	
	ProblemDetails
	1
	4.13 Request Entity Too Large
	If the received CoAP request contains entity larger than the server is able to process, the server shall reject the CoAP request with this status code. The server should include Size1 option in the response with the maximum size of the request entity it can handle.

	FETCH, POST, PUT, PATCH, iPATCH,

	
	ProblemDetails
	1
	4.15 Unsupported Content-Format
	The code indicates that the resource is in a format which is not supported by the server for the method.
	FETCH, POST, PUT, PATCH, iPATCH

	
	ProblemDetails
	1
	4.22
Unprocessable Entity
	The code indicates the server is unable to or is incapable of processing the request.
	FETCH, PATCH, iPATCH

	
	ProblemDetails
	1
	4.29 Too Many Requests
	The code indicates that due to excessive traffic which, if continued over time, may lead to (or may increase) an overload situation.
The CoAP option "Max-Age" may be added in the response to indicate how long the client has to wait before making a new request.
	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	5.00 Internal Server Error 
	The server encountered an unexpected condition that prevented it from fulfilling the request.

	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	
	ProblemDetails
	1
	5.03 Service Unavailable 
	The server is unable to handle the request.

	GET, FETCH, POST, PUT, PATCH, iPATCH, DELETE

	NOTE 1:	In addition to the above response codes, the CoAP server may also send other valid CoAP response codes, if applicable. The list of all valid CoAP response codes can be found in CoAP Response Code Registry at IANA [19].
NOTE 2:	CBOR encoding and media type "application/concise-problem-details+cbor" ProblemDetails shall be used for ProblemDetails as defined in the IETF RFC 9290 [20].

	NOTE:	In addition to the above response codes, the CoAP server may also send other valid CoAP response codes, if applicable. The list of all valid CoAP response codes can be found in CoAP Response Code Registry at IANA [19].
NOTE 2:	CBOR encoding and media type "application/concise-problem-details+cbor" ProblemDetails shall be used for ProblemDetails as defined in the IETF draft draft-problem-details-02 [20].



Specific errors are contained in the related API definition for each API.

*** Next Change ***
[bookmark: _Toc123645467]C.2.1.3.2.2	Type: ProfileInfo
Table C2.1.3.2.24.2.2-1: Definition of type ProfileInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	profileName
	string
	O
	0..1
	Name of the user profile.
	

	status
	boolean
	M
	1
	Indicates whether the user profile is enabled or disabled.
	

	array(PprofileConfigs)
	array(ProfileConfig)
	O
	1..N
	List of profile configurations.
	

	isDefault
	boolean
	O
	0..1
	Indicates whether the user profile is the default profile for VAL user or not.
	




*** End of Changes ***

