

	
3GPP TSG-CT WG1 Meeting #140	C1-230199
Athens, Greece, 27 February – 3 March 2023
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	24.501
	CR
	5006
	rev
	
	Current version:
	18.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	



	

	Title:	
	[bookmark: _GoBack]Change to registration for emegency service by releasing PDU session locally

	
	

	Source to WG:
	TD Tech Ltd, Huawei, HiSilicon

	Source to TSG:
	C1

	
	

	Work item code:
	5GProtoc18
	
	Date:
	2023-02-20

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	When found errors in the authentication request message, the UE shall send the authentication response message and start T3520. Afterwards, if the UE receives new authentication request message from the network, the T3520 shall be stopped. If not, the T3520 keeps running, until expires.
Based on the current spec, when the T3520 expires, but there is an emergency service is started or going, the UE shall not consider the network has failed the authentication, shall keep using the current security context, release all non-emergency PDU sessions, and considers itself to be registered for emergency service, see blue text below:
If a UE has an emergency PDU session established or is establishing an emergency PDU session when timer T3520 expires, the UE shall not deem that the network has failed the authentication check and not behave as described in item e. Instead the UE shall continue using the current security context, if any, release all non-emergency PDU sessions, if any, by initiating UE-requested PDU session release procedure. If there is an ongoing PDU session establishment procedure, the UE shall release all non-emergency PDU sessions upon completion of the PDU session establishment procedure.
	The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521) if:
-	they were running and stopped when the UE received the AUTHENTICATION REQUEST message and detected an authentication failure; and
-	the procedures associated with these timers have not yet been completed.
	The UE shall consider itself to be registered for emergency services.
Before the UE considers itself to be registred for emergency services, the UE shall release all non-emergency PDU sessions. Hence, to ensure the security of the UE, the UE shall release all non-emergency service ASAP. Using PDU session release procedure to release the PDU session one by one is not a better way, because it spends more signalling, takes more time especially when the number of the PDU session is quite big with poor communication quality which makes the UE shall retransmit the PDU session release message.
Hence, to help the UE move to the registration for emergency services ASAP, it is propose that: The UE can locally release the PDU session, and perform the mobility registration to synchronize the PDU session status with the network.
Besides, for the abnormal case e), if the UE deems that the network has failed the authentication check, there is no need to start timers (e.g. T3510, T3517 or T3521), which (yellow text) needs to be removed.
e)	Network failing the authentication check.
	If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 38.304 [28] or 3GPP TS 36.304 [25C]). The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an ngKSI that was already in use.

	
	

	Summary of change:
	It is propose that: The UE can locally release the PDU session, and perform the mobility registration to synchronize the PDU session status with the network. And remove the meanlingless case in abnormal case e).

	
	

	Consequences if not approved:
	The UE shall be exposed in the dangerours network for a long time.
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[bookmark: _Toc20232617][bookmark: _Toc27746710][bookmark: _Toc36212892][bookmark: _Toc36657069][bookmark: _Toc45286733][bookmark: _Toc51948002][bookmark: _Toc51949094][bookmark: _Toc123901442]5.4.1.2.4.5	Abnormal cases in the UE
The following abnormal cases can be identified:
a)	Authentication failure (5GMM cause #71 "ngKSI already in use").
	The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #71 "ngKSI already in use", to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #71 "ngKSI already in use", the network performs necessary actions to select a new ngKSI and send the same EAP-request message to the UE.
NOTE 1:	Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #71 "ngKSI already in use", the network can also re-initiate the EAP based primary authentication and key agreement procedure (see subclause 5.4.1.2.2.2).
	Upon receiving a new AUTHENTICATION REQUEST message with the EAP message IE containing an EAP-request message from the network, the UE shall stop timer T3520, if running, process the EAP-request message as normal.
	If the network is validated successfully (an AUTHENTICATION REQUEST message that contains a valid ngKSI and EAP-request message is received), the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3510, T3517 or T3521) if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.
b)	Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication from lower layers (if the EAP based primary authentication and key agreement procedure is triggered by a registration procedure).
	The UE shall stop the timer T3520, if running, and re-initiate the registration procedure.
c)	Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication with change in the current TAI (if the EAP based primary authentication and key agreement procedure is triggered by a service request procedure).
	The UE shall stop the timer T3520, if running.
	If the current TAI is not in the TAI list, the EAP based primary authentication and key agreement procedure shall be aborted and a registration procedure for mobility and periodic registration update shall be initiated.
	If the current TAI is still part of the TAI list, it is up to the UE implementation how to re-run the ongoing procedure that triggered the EAP based primary authentication and key agreement procedure.
d)	Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication without change in the current TAI (if the authentication procedure is triggered by a service request procedure).
	The UE shall stop the timer T3520, if running. It is up to the UE implementation how to re-run the ongoing procedure that triggered the EAP based primary authentication and key agreement procedure.
e)	Network failing the authentication check.
	If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 38.304 [28] or 3GPP TS 36.304 [25C]). The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an ngKSI that was already in use.
f)	Change in the current TAI.
	If that the current TAI is not in the TAI list before the AUTHENTICATION RESPONSE message is sent, the UE may discard sending the AUTHENTICATION RESPONSE message to the network and continue with the initiation of the registration procedure for mobility and periodic registration update as described in subclause 5.5.1.3.2.
For item e, if no emergency service is started or is ongoing:
	The UE shall stop timer T3520, if the timer is running and the UE enters 5GMM-IDLE mode, e.g. upon detection of a lower layer failure, release of the N1 NAS signalling connection, or as the result of an inter-system change in 5GMM-CONNECTED mode from N1 mode to S1 mode.
	The UE shall deem that the network has failed the authentication check or assume that the authentication is not genuine and proceed as described in item e above if any of the following occurs:
-	the timer T3520 expires;
-	the UE detects any combination of the EAP-based authentication failures: transmission of AUTHENTICATION FAILURE message with 5GMM cause #71 "ngKSI already in use", transmission of AUTHENTICATION RESPONSE message with an EAP-response message after detecting an error as described in subclause 5.4.1.2.2.4, with an EAP-response message after not accepting of the server certificate as described in subclause 5.4.1.2.3.1 or with an EAP-response message after failing to authenticate the network as described in subclause 5.4.1.2.3A.1, during three consecutive authentication challenges. The EAP-request/AKA'-challenge challenges shall be considered as consecutive only, if the EAP-request/AKA'-challenge challenges causing the second and third EAP-based authentication failure are received by the UE, while the timer T3520 started after the previous EAP-based authentication failure is running. Not accepting of the server certificate shall be considered as consecutive only, if the EAP-request messages causing the second and third not accepting of the server certificate are received by the UE, while the timer T3520 started after the previous EAP request message causing the previous not accepting of the server certificate is running.
NOTE 2:	Reception of an EAP-failure message is not considered when determining the three consecutive authentication challenges or three consecutive not accepting of the server certificate.
For item e if there is an emergency service started or is ongoin:
	The UE shall stop timer T3520, if the timer is running and the UE enters 5GMM-IDLE mode, e.g. upon detection of a lower layer failure, release of the N1 NAS signalling connection, or as the result of an inter-system change in 5GMM-CONNECTED mode from N1 mode to S1 mode.
	If a UE has an emergency PDU session established or is establishing an emergency PDU session, and sends an AUTHENTICATION FAILURE message to the AMF with the 5GMM cause appropriate for this cases (i.e. #71) or an AUTHENTICATION RESPONSE message containing an EAP-response message as described in subclause 5.4.1.2.2.4, containing an EAP-response message after not accepting of the server certificate as described in subclause 5.4.1.2.3.1 or containing an EAP-response message after failing to authenticate the network as described in subclause 5.4.1.2.3A.1, and receives the SECURITY MODE COMMAND message before the timeout of timer T3520, the UE shall deem that the network has passed the authentication check successfully, stop timer T3520, respectively, and execute the security mode control procedure.
	If a UE has an emergency PDU session established or is establishing an emergency PDU session when timer T3520 expires, the UE shall not deem that the network has failed the authentication check and not behave as described in item e. Instead the UE shall continue using the current security context, if any, locally release all non-emergency PDU sessions, if any, by initiating UE-requested PDU session release procedure and perform the registration procedure for mobility and periodic registration update with a REGISTRATION REQUEST message including the PDU session status IE. If there is an ongoing PDU session establishment procedure, the UE shall release all non-emergency PDU sessions upon completion of the PDU session establishment procedure.
	The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521) if:
-	they were running and stopped when the UE received the AUTHENTICATION REQUEST message and detected an authentication failure; and
-	the procedures associated with these timers have not yet been completed.
	The UE shall consider itself to be registered for emergency services.
***** End of changes *****
