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5.3.2.3	Automatic mode WLAN selection
The UE shall first determine valid WLANSP rules for WLAN selection:
a)	if the UE is not roaming over 3GPP access, the UE shall use the valid WLANSP rules from the HPLMN; or
b)	if the UE is roaming over 3GPP access, the UE may have valid WLANSP rules from several of the visited PLMN, a PLMN equivalent to the visited PLMN and the home PLMN. The UE uses the WLANSP rules in the following order of decreasing priority:
1)	the valid WLANSP rules from the visited PLMN;
2)	the valid WLANSP rules from the equivalent PLMN in which the UE last received WLANSP; and
3)	the valid WLANSP rules from the home PLMN.
The UE shall then determine the selected WLAN(s) according to the following steps:
[bookmark: _Hlk2256485][bookmark: _Hlk2135310]a)	use the procedures specified in the IEEE 802.11 [19] to discover the available WLANs. The UE may perform ANQP procedures as specified in the IEEE 802.11 [19] or the Hotspot 2.0 [20] to discover the attributes and capabilities of available WLANs. If the UE supports ANQP procedures, the UE may send an ANQP request for lists of service providers (i.e. ANQP-elements "Domain Name", see IEEE 802.11 [19]) and PLMN identities (i.e. ANQP-element "3GPP Cellular Network", see 3GPP TS 24.302 [7] annex H); and
b)	if the UE has performed ANQP procedures to discover the attributes and capabilities of available WLANs, compare the attributes and capabilities of the available WLANs with the group of selection criteria of the valid WLANSP rules and construct a prioritized list of available WLANs that fulfill the selection criteria. 
1)	when there are multiple valid WLANSP rules the UE evaluates the valid WLANSP rules in priority order. The UE evaluates first if an available WLAN access meets the selection criteria of the highest priority valid WLANSP rule. The UE then evaluates if an available WLAN access meets the selection criteria of the next priority valid WLANSP rule;
NOTE 1:	Each WLANSP rule can include one or more groups of selection criteria in priority order. If there are multiple highest priority groups of selection criteria in the valid WLANSP rule, it is up to the UE implementation which one to use.
2)	if the Home network ind bit is not set to "1" in the group of selection criteria (see 3GPP TS 24.526 [17]), the WLAN(s) that match the group of selection criteria with the highest priority are considered as the most preferred WLANs, the WLAN(s) that match the group of selection criteria with the second highest priority are considered as the second most preferred WLANs;
3)	if the Home network ind bit is set to "1" in the group of selection criteria (see 3GPP TS 24.526 [17]), then the UE shall create a list of available WLANs and shall apply the group of selection criteria to all the WLANs in this list. A WLAN is included in this list, if
i)	the other selection criteria in the active WLANSP rule are met; and
[bookmark: _Hlk2134616]ii)	the UE received a lists of service providers (i.e. ANQP-elements "Domain Name") and PLMN identities (i.e. ANQP-element "3GPP Cellular Network"), and:
I)	if the list with PLMNs that can be selected from the WLAN (see 3GPP TS 24.302 [7]) includes:
A)	the HPLMN derived from its IMSI; or
B)	a PLMN matching an entry in the UE's list of equivalent PLMNs; or
II)	if the domain name list (see IEEE 802.11 [19]) includes:
A)	the home domain name derived from its IMSI; or
B)	the domain name derived from its list of equivalent PLMNs; and
NOTE 2:	If the Home network ind bit is set to "1" in a group of selection criteria then this group of selection criteria is not expected to include the preferred roaming partner list and the preferred SSID list.
[bookmark: _Hlk119539264]NOTE 3:	WLAN advertises PLMN(s) towards which the S2a connectivity or the 5G connectivity using trusted non-3GPP access is supported by using the ANQP-element "3GPP Cellular Network" with the PLMN List with S2a Connectivity IE, the PLMN List with trusted 5G connectivity IE or the PLMN List with trusted 5G connectivity-without-NAS IE in the payload (see 3GPP TS 24.302 [7] Annex H). The PLMN List with trusted 5G connectivity-without-NAS IE is only used by N5CW devices. If the UE selects a PLMN over WLAN included in both the PLMN List with S2a Connectivity IE, and the PLMN List with trusted 5G connectivity IE, the UE requests the PLMN with trusted 5G connectivity (see 3GPP TS 23.501 [2] clause 6.3.12.2).
NOTE X:	WLAN advertises SNPN(s) towards which the 5G connectivity using trusted non-3GPP access is supported by using the ANQP-element "3GPP Cellular Network" with the SNPN List with trusted 5G connectivity IE in the payload (see annex H in 3GPP TS 24.302 [7]).
4)	The priority of a WLAN in the available WLANs list is set to the WLAN priority defined in the preferredSSIDlist of the matching group of selection criteria. There may be one or more selected WLANs in the list.
A UE that: 
a)	supports NSWO in 5GS; 
b)	is configured to use NSWO in 5GS; and 
c)	has received a service provider and PLMN identities via ANQP procedures;
shall construct a NAI for authentication with the selected service provider as follows:
a)	a root NAI corresponding to the HPLMN, if the selected service provider is the HPLMN; or
b)	a decorated NAI including the realm of the selected service provider, otherwise.
The NAI formats to be used above are specified in 3GPP TS 23.003 [3].
Editor's Note: [NSWO_5G, CR 0199] How the selected provider is determined is FFS.

***** Next change *****
[bookmark: _Toc20212093][bookmark: _Toc27744976][bookmark: _Toc36114777][bookmark: _Toc45271371][bookmark: _Toc51936630][bookmark: _Toc58230300][bookmark: _Toc106898502]7.3A.2.2	Identity transaction
Upon reception of EAP-Request/Identity message (as described in IETF RFC 3748 [9]), encapsulated in the link layer protocol packets from the TNAP, the UE shall:
a)	construct an EAP-Response/Identity message as described in IETF RFC 3748 [9] containing an NAI as specified in clause 28.7.6 of 3GPP TS 23.003 [8] to request a PLMN or an SNPN when the trusted connectivity is 5G connectivity using trusted non-3GPP access; and
b)	transmit the EAP-Response of identity type encapsulated in the link layer protocol packets towards the TNAP.
[bookmark: _Toc20212094][bookmark: _Toc27744977][bookmark: _Toc36114778][bookmark: _Toc45271372][bookmark: _Toc51936631][bookmark: _Toc58230301][bookmark: _Toc106898503]***** Next change *****
7.3A.2.3	EAP-5G session initiation
The UE and the TNGF shall exchange EAP-5G messages. The TNGF on reception of the NAI by TNAP and passed on to TNGF, shall initiate EAP-5G session by sending an EAP-Request/5G-Start message. Upon reception of an EAP-Request/5G-Start message, the UE shall send an EAP-Response/5G-NAS message encapsulated in link layer protocol packets. In the EAP-Response/5G-NAS message, the UE:
a)	shall include a NAS-PDU field containing a NAS message, for example, a REGISTRATION REQUEST message;
b)	shall include an AN-parameters field containing access network parameters, such as UE identity, selected PLMN ID or SNPN ID,  requested NSSAI and establishment cause, see 3GPP TS 23.502 [3] , each of which is up to 255 (decimal) octets long; and
NOTE 1:	If and how the UE includes the requested NSSAI as a part of the access type depends on the NSSAI inclusion mode IE as especified in 3GPP TS 24.501 [4].
[bookmark: _Hlk39398228]c)	if at least one access network parameter is longer than 255 (decimal) octets, shall include an extended-AN-parameters field containing one or more access network parameters, such as UE identity, see 3GPP TS 23.502 [3], each of which is longer than 255 (decimal) octets.
The UE identity shall be 5GS mobile identity of type 5G-GUTI, if available, otherwise it shall be the 5GS mobile identity of type SUCI. The 5GS mobile identities of type 5G-GUTI and of type SUCI are specified in 3GPP TS 24.501 [4].
The TNGF on reception of EAP-Response/5G-NAS message, forwards the NAS message to the AMF.
NOTE 2:	The TNGF is transparent to the NAS messages and as an intermediate network entity only conveys transparently the NAS messages to the AMF.
The TNAN, on reception of the NAS messages from the AMF, shall send an EAP-Request/5G-NAS message encapsulated in the link layer protocol packets towards the UE via the TNAP.
The EAP-Request/5G-NAS message shall include a NAS-PDU field that contains a NAS message. Further NAS messages between the UE and the AMF, via the TNGF, shall be inserted in NAS-PDU field of an EAP-Response/5G-NAS (UE to TNGF direction) and EAP-Request/5G-NAS (TNGF to UE direction) message.
The UE, on reception of the EAP-Request/5G-NAS message including a NAS-PDU field containing a NAS message e.g. for security establishment, shall send a response with EAP-Response/5G-NAS message including a NAS-PDU field containing a NAS message related to the NAS security context to the TNGF.
The TNGF, on reception of the TNGF key shall construct an EAP-Request/5G-Notification message that includes an AN-parameters field containing the access network parameters, such as TNGF IPv4 contact information, TNGF IPv6 contact information, or both, see 3GPP TS 23.502 [3]. The TNGF shall send the EAP-Request/5G-Notification message encapsulated in the link layer protocol packets towards the UE via the TNAP. The UE shall acknowledge by sending an EAP-Response/5G-Notification message encapsulated in the link layer protocol packets.

[bookmark: _Toc106898512]***** Next change *****
7.3A.4.2	N5CW device registration over trusted WLAN access network
A trusted WLAN access network (TWAN) includes a trusted WLAN access point (TWAP) and a trusted WLAN interworking function (TWIF) as illustrated in figure 7.3A.4.2-1.
	



Figure 7.3A.4.2-1: Trusted WLAN Access Network
The EAP-AKA' authentication procedure is executed for connecting the N5CW device to a TWAN according to 3GPP TS 33.501 [5] clause 7A.2.4.
The TWAN and an N5CW device initiate an exchange of EAP-Request/Identity message and EAP-Response/Identity message as specified in IETF RFC 3748 [9] for link layer authentication of the UE by the TWAP. In the trusted WLAN access network, the TWAP and the N5CW device exchange EAP-Request/Identity message and EAP-Response/Identity message, encapsulated in the link layer protocol packets i.e. IEEE 802.11/802.1x packets.
Upon reception of EAP-Request/Identity message encapsulated in the IEEE 802.11/802.1x packets from the TWAP, the N5CW device shall:
a)	construct an EAP-Response/Identity message as described in IETF RFC 3748 [9] containing an NAI as specified in clause 28.7.7 of 3GPP TS 23.003 [8] to request a PLMN or an SNPN when the trusted connectivity is 5G connectivity without NAS using trusted non-3GPP access; and
NOTE 1:	The NAI includes the 5G-GUTI assigned to the N5CW device over 3GPP access, if the N5CW device is also a UE and is already registered to 5GCN over 3GPP access. If the N5CW device is not registered to the 5GCN over 3GPP access, the NAI includes the SUCI. The NAI includes the SUCI if the N5CW device is also a 5G UE and has not registered to 5GCN over 3GPP access.
b)	transmit the EAP-Response of identity type encapsulated in the link layer protocol packets towards the TWAP.
The TWAP conveys the information provided by the N5CW device to the TWIF which initiates a registration procedure followed by a PDU session establishment procedure to obtain an IP address, on behalf of the N5CW device to an AMF according to 3GPP TS 24.501 [4].
NOTE 2:	The communication protocol between the TWAP and the TWIF is outside of the scope of 3GPP.
An exchange of the EAP request and EAP response as described in IETF RFC 3748 [9] occurs until the N5CW device is authenticated by the 5GCN with the EAP authentication described in 3GPP TS 33.501 [5]. Upon completion of the N5CW device authentication and reception of the EAP-Success by the N5CW device, the N5CW device and the TWAP use the TWAP key to establish access specific layer-2 security 4-way handshake according to IEEE 802.11 [19].
***** End of change *****

image1.emf
Trusted WLAN 

Access Point 

(TWAP)

Trusted WLAN 

Interworking Function 

(TWIF)

Trusted WLAN Access Network (TWAN)


Microsoft_Visio_Drawing.vsdx
Trusted WLAN 
Access Point 
(TWAP)
Trusted WLAN 
Interworking Function (TWIF)

Trusted WLAN Access Network (TWAN)



