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	Reason for change:
	When authentication synchronisation error in the UP based solution occurs, 33.503 states:
----------------------
	Handling of synchronization failure (for details of synchronization failures - see TS 33.102 [11]) when UE processes the authentication challenge in the GPI is performed similarly to clause 6.7.3.2.1.2 in TS 33.303 [4]. The 5G ProSe Remote UE shall send Direct Security Mode Failure message and include RAND and AUTS in the message. The 5G ProSe UE-to-Network Relay shall send the key request message to the 5G PKMF of the 5G ProSe Remote UE via the 5G PKMF of the 5G ProSe UE-to-Network Relay upon receiving the Direct Security Mode Failure message from the 5G ProSe Remote UE. The key request message shall include the HPLMN ID of the 5G ProSe Remote UE, Relay Service Code and KNRP freshness parameter 1 together with the RAND and the AUTS received from the 5G ProSe Remote UE. If the 5G PKMF of the 5G ProSe Remote UE decides to retry GBA Push procedure, the 5G PKMF of the 5G ProSe Remote UE shall request GPI as described in step 4c.
----------------------

However, the 5G ProSe UE-to-network relay receives the HPLMN ID of the 5G ProSe remote UE from the 5G ProSe remote UE only if the 5G ProSe remote UE provided the UP-PRUK ID not in NAI format in PROSE DIRECT LINK ESTABLISHMENT REQUEST.

I.e. the 5G ProSe UE-to-network relay does not receive the HPLMN ID of the 5G ProSe remote UE if:
- the 5G ProSe remote UE provided the SUCI in PROSE DIRECT LINK ESTABLISHMENT REQUEST; or
- the 5G ProSe remote UE provided the UP-PRUK ID in NAI format in PROSE DIRECT LINK ESTABLISHMENT REQUEST.

When the HPLMN ID of the 5G ProSe remote UE is not provided in PROSE DIRECT LINK ESTABLISHMENT REQUEST, to enable to the 5G PKMF of the 5G ProSe UE-to-network relay to route the key request message sent as result of the authentication synchronisation error to the correct 5G PKMF of the 5G ProSe remote UE, the 5G ProSe UE-to-network relay can include in the key request message the UP-PRUK ID or SUCI received in PROSE DIRECT LINK ESTABLISHMENT REQUEST, as proposed in TS 33.503 CR 0060 (S3-223704 and its revisions).

	
	

	Summary of change:
	When a 5G ProSe direct link security mode control procedure is rejected by the 5G ProSe remote UE due to the authentication synchronisation error, the 5G ProSe UE-to-network relay includes the UP-PRUK ID or the SUCI in the <key-request> element.

Backward compatibility analysis:
Backward compatible CR as additional functionality is added for situation which was not possible to handle before.

	
	

	Consequences if not approved:
	Not possible to route <key-request> element sent when a 5G ProSe direct link security mode control procedure is rejected by the 5G ProSe remote UE due to the authentication synchronisation error.
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***** change *****
[bookmark: _Toc115079305]8.2.10.2.4.2	Key request procedure initiation
The UE shall initiate the key request procedure:
a)	when the UE acting as a 5G ProSe UE-to-network relay for a relay service code receives a request to establish a 5G ProSe direct link from a 5G ProSe remote UE; and
b)	when a 5G ProSe direct link security mode control procedure is rejected by the 5G ProSe remote UE due to the authentication synchronisation error.
The UE shall initiate the key request procedure by sending a PROSE_KEY_REQUEST message with the <key-request> element. In the <key-request> element, the UE:
a)	shall include a new transaction ID;
b)	shall include the relay service code for which the 5G ProSe direct link is requested to be established;
c)	if the key request procedure is initiated upon reception of a request to establish a 5G ProSe direct link from a 5G ProSe remote UE, shall include the SUCI or the PRUK ID of the 5G ProSe remote UE, received from the 5G ProSe remote UE;
d)	shall include the KNRP freshness parameter 1, received from the 5G ProSe remote UE;
e)	shall include the PLMN identity of the HPLMN of the the 5G ProSe remote UE, if received from the 5G ProSe remote UE; and
f)	if the key request procedure is initiated upon a 5G ProSe direct link security mode control procedure being rejected by the 5G ProSe remote UE due to the authentication synchronisation error, shall include the AUTS, and the RAND, received from the 5G ProSe remote UE.
Figure 8.2.10.2.4.2.1 illustrates the interaction of the UE and the 5G PKMF in the Key request procedure.


Figure 8.2.10.2.4.2.1: Key request procedure
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