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Abstract of the contribution: This contribution provides the information about the status of Application layer support for Personal IoT Networks (PINAPP) for Rel-18 in SA6 and the analysis on CT impacts on PINAPP.

1 Background
SA6 is specifying the application layer architecture, procedures and information flows necessary for enabling Application layer support for Personal IoT Networks (PINAPP) in 3GPP Rel-18. This paper attempts to describe the status of PINAPP work under SA6 responsibility, and analyse potential stage-3 CT WGs impacts.
2 Discussion
2.1 SA6 SID info

SA6 has agreed on a Study item on Application layer support for Personal IoT Networks for Rel-18 in SP-220095. The key issues and solutions of the SA6 study are captured in TR 23.700-78 within the scope of the study. 
TR 23.700-78 specifies a total 15 solutions and the completion rate of the FS_PINAPP study item is currently 75%.
The next step for SA6 during its next WG meetings (SA6#52, Toulouse) is listed as following: 
· KI#1, KI#2, KI#4, and KI#6 move into conclusion;
· KI#3: Partial direction of KI#3 is controversial. Plan to move into conclusion.
· KI#5: new solution is allowed for SA6#52.
The SA6 SID on PINAPP is expected to send the normative work to SA plenary in SA#98 (Dec-2022). After the completion of SA6 (expected in SA6#52), the related CT WG WID can be discussed and approved in Feb-2023 (CT1#140), then the stage-3 work of CT WG can start accordingly.
Specifically, the following objectives are studied in PINAPP:
· Analyse the Stage 1 specifications (TS 22.261 and TS 22.101) to determine which requirements of PIN have potential application level impacts;
· [bookmark: _Hlk70970081][bookmark: _Hlk80978686]Develop key issues, corresponding architecture requirements and solution recommendations to enable the application layer support for PIN services over 3GPP systems
· Application layer architecture to support PIN network
· Information and support from 3GPP network to PIN network
· Service or applications discovery within a PIN network or by outside UE via 3GPP network.
· Service or applications authorization and access control
· To study the PINAPP service switch when path switch happens between PIN elements or PINAPP moves between PIN elements.
The objectives are mapped to 6 Key issues in TR 23.700-78:
· Key issue #1: PIN Management;
· Key issue #2: PINAPP accesses 5G network by application mechanism;
· Key issue #3: Service switch in PIN;
· Key issue #4: PIN Application Server Discovery;
· Key issue #5: Service continuity;
· Key issue #6: PEMC/PEGC replacement in PIN;
2.2 Function model



Figure 1: PINAPP architecture


Figure 2: SEAL based PINAPP architecture
The Figure 1 shows the architecture for enabling PINAPP and Figure 2 shows the SAEL based architecture for enabling PINAPP as per current version of TS 23.700-78.
The functional model consists of following entities:
-	PIN element with Management Capabilities (PEMC): A PIN Element with Management Capability is a PIN Element that provides a means for an authorized administrator to configure and manage a PIN. It provides following functionalities: for a network operator or authorized user to configure the policies of the PIN; provide life span information of the PIN to the authorized user or the PIN elements; maintain the UEs or PIN elements who joined the PIN. It includes maintaining available services, capability to act as a relay to other UEs or PIN elements; configure and manage a PIN;
-	PIN Server: It provides following functionalities: provisioning of configuration information to UE (PINAPP); provides supporting functions e.g. authorization of the Creation request of PIN, and arranges the PEGC information about access control to PIN;
-	PIN element with Gateway Capabilities (PEGC): A PIN Element with Gateway Capability is a PIN Element that provide any 5G services to any UE or PINAPP via a PEGC connected;
-	PIN client: The PIN enabler layer deployed in PIN elements to enable the management procedure to PEMC and routing control procedure to PEGC. It provides the following functionalities: registering the available service and capabilities; perform service discovery of other UEs or PIN elements; communicate with PIN clients of other UEs or PIN elements; act as a relay for other UEs or PIN elements; selects relay for direct communication; and indicate whether the UE or PIN element is discoverable or not;
-	Application client: Application client is the application resident in the PIN elements performing the client function;
-	SEAL group management client: It provides the following functionalities: the SEAL group management client at the PEMC, or the PIN server triggers the PIN creation; the SEAL group management client at the PEMC, or the PIN server triggers the PIN update; the SEAL group management client at the PEMC, or the PIN server triggers the PIN deletion; the SEAL group management client at the PIN element discovers the PIN from the server; the SEAL group management client at the PIN element discovers the PIN element from the server.
The functional model consists of following reference points:
PIN - 1: The interactions related to enabling PINAPP, between the Application client and the PIN client. 
PIN - 2: This reference point exists between PIN client and PEGC which connects PIN client of UE to PEGC. The PIN client uses this interface to communicate with other PIN clients within PIN or to access 3GPP network.. 
PIN - 3: This reference point exists between the PIN client and PEMC and following functionalities are supported over this reference point:
-	Authorizing PIN clients to access PIN;
-	Service discovery of other UEs or PIN elements;
-	Discovery and selection of relay UEs or PIN elements;
 -	Notifying the PIN information modification details (e.g. PEMC change, PEGC change, PIN capabilities change).
PIN - 4: This reference point exists between the PEGC and PEMC and following functionalities are supported over this reference point: 
-	Authorizing PEGC for PIN access;
-	Notification of PIN elements joining or leaving the PIN by PEMC to PEGC;
-	Delivery of PIN dynamic profile information by PEMC to PEGC whenever it changes;
PIN - 5: This reference point exists between the one PIN client and another PIN client and it supports direct connection over 3GPP or non-3GPP RAT. It also connects to PIN client of a UE or PIN element to the PIN client of another UE or PIN element acting as a relay. 
PIN - 6: This reference point exists between the PEMC and PIN server and supports the following functionalities:
-	Authorization of PEMC;
-	Notifying PIN server whenever a PIN element joins or leaves the PIN, whenever a PIN client updates its capabilities;
-	Notifying PIN server of PEGC replacement;
-	Delivery of PIN dynamic profile information;
PIN - 7: The interactions related to enabling PINAPP, between the one PEGC and PIN server. 
PIN - 8: The interactions related to enabling PINAPP, between the one PIN server and 3GPP core network. 
PIN - 9: The interactions related to enabling PINAPP, between the application server and PIN server. 
PIN - 10: The interactions related to enabling PINAPP, between the PIN client in PIN element and PIN server. 
2.3 Interim conclusion
The following principle is considered normative for PIN create (KI#1): 
-	The PIN creation can only be triggered by the PEMC. The PINE receives the role of PEMC first during the registration procedure towards PIN server.
-	The PEMC sends the PIN create request to PIN server with the GPSI, PIN client ID, UE location, security credential and PIN profile. 
-	The PIN server sends a successful response to PEMC, which includes a newly assigned PIN ID to indicate the PIN. Also, the PIN lifetime or duration can be indicated to PEMC. If the PIN creation request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN creation request failure.
-	After the PIN create successfully, the PIN server or PEMC can allocate the access control information to PEGC if the gateway is selected for the PIN and delivers the access control information to PINEs. The access control information includes: user name, account, SSID, BSSID and etc. All the information is used by PINE in PIN to access the PEGC or benefited by 5GS communication. 
Editor's note: The conclusion of solution 1 of PINAPP architecture needs further update. 
Editor's note: Whether Access control information is determined by 5GC or PIN server itself depends on SA2 feedback and needs further update.  
The following principles are considered normative for PIN delete: 
-	The PIN delete procedure can be triggered either by PEMC or PIN server. 
-	The PEMC sends a PIN delete request to the PIN server to request to delete the PIN. 
-	The PEMC can decide to delete the PIN locally. After PIN deleted locally, the PEMC indicates the deletion of PIN to PIN server which includes the PIN ID. 
Editor's note: Whether PIN can be deleted locally by PEMC needs further evaluation and decision. 
-	The PIN server deletes the PIN when events occur and satisfies trigger conditions for PIN delete. For example, the event includes the life cycle of a PIN is end or the PIN server decides to not provide any PIN resource in this PIN.
The PIN delete request includes the security credentials of the PIN client received during PIN client authorization procedure and PIN ID. The PIN ID indicates this PIN will be deleted.
If a PIN is deleted, the PIN resource will be released and the PIN service will be stopped. Some of the procedure related to the deleted PIN should be normative: 
-	After PIN delete, the PEMC sends the notification to PEGC and PINE to delete the PIN profile related to the deleted PIN. 
-	The access control information in PEGC that related to this PIN and PINE in this PIN should be deactivated. 
-	If PIN is deleted by PEMC locally, the PEMC sends a PIN status update notification to the PIN server to indicate the PIN has been deleted. In this notification, the PIN ID is included. The PIN server updates the PIN profile to remove the details of this PIN which represented by PIN ID.
-	If the PIN is deleted by the PIN server, the PIN server sends the PIN status update notification to the PEMC to indicate the PIN has been deleted. In this notification, the PIN ID is included. The PEMC updates the PIN profile to remove the details of this PIN which represented by PIN ID and triggers other notification towards the PINE/PEGC in this PIN.
NOTE:	The interaction between PINE and PEMC may be directly interaction or interaction via PEGC.
The following principle is considered normative for PIN server discovery: 
The general static configuration of PIN server in PIN can be consumed as the following methods: 
-	pre-configured in the PIN elements or PIN clients;
-	configured by the user;
-	derived from HPLMN identifier for non-roaming scenario or from VPLMN identifier for roaming scenario.
The dynamic discovery of PIN server in PIN can be consumed as the following methods. If the PINE has the application layer connection to PEGC or PEMC: 
-	If the PINE connects to PEGC with user name and password, the PINE sends PIN server discovery request to PEGC. The PEGC can response with PIN server end point address directly.
-	If the PINE has the open access to PEGC, the PINE sends PIN server discovery request to PEGC and the PEGC routes the requests to PEMC. The PEMC can response with PIN server end point address to PINE via PEGC. Authorization information and procedure is needed between PEMC and PINE.
-	If the PINE has the application interaction towards the PEMC, the PINE sends PIN server discovery request to PEMC. The PEMC delivers the PIN server end point information to PIN elements or PIN client. 
In the PIN server discovery request, the following parameters are included: GPSI, PIN client ID if has, UE location. And in the PIN server discovery response, the endpoint address information of PIN server is included, for example, the IP address, FQDN, or URI. 
NOTE:	The PEGC is responsible for response the PIN server address to PINE directly or route the PIN server request to PEMC. If the PEGC is associated with multiple PIN and PEMC, the PEGC route the PIN server request to multiple PEMC separately.
The following principle is considered normative for PIN discovery: 
-	The PINE can discover the available PIN from two methods: 
-	The PINE can send PIN discovery request to PEMC of a PIN.
-	The PINE can send PIN discovery request to PIN server.
-	If the PINE has already had an application layer connection with a PEMC which manages a PIN, the PINE sends the PIN discovery request to PEMC. 
-	If the PINE has already had the application layer connection towards PEGC, and the PINE has already received the PIN server endpoint address, the PINE sends the PIN discovery request to PIN server. 
The PIN discovery request includes the security credentials of the UE or PIN client and may include the UE identifier such as GPSI if available, UE location, the service that PINE wants to consume and PIN client profile(s) information.
In the PIN discovery request to both PEMC or PIN server, the PINE can have the filter information in the PIN discovery request for example, the interesting area, the interesting type of PIN and etc. The filter information can be used for providing certain PIN information.
The following principle is considered normative for PINE/PEMC/PEGC registration: 
-	For the PEMC, the PEMC sends Registration Request (GPSI) to the PIN server. After successful registration in PIN server, the PIN server allocates the PIN client ID to this PEMC and the PEMC receives the role of PEMC.
-	For the PINE and PEGC, the PEMC substitutes the PINE/PEGC to register on PIN server with the device metadata from PINE/PEGC (MAC address, vendor name, device description, PINE/PEGC Address). After successful registration in PIN server, the PIN server allocates the PIN client ID to PINE/PEGC.
NOTE:	The PINE can also directly register to the PIN server via the PEGC, if the PEMC/PIN server has already provided the PIN server address to the PINE.
The following principle is considered normative for KI#2: 
-	There are two methods to enable the PIN with 5GS communication: 
-	Establish QoS for PINE with PIN server support.
-	PEGC triggers PDU session establishment/modification for PINE when no PIN server deployed. 
For PIN server related procedure, the PINE sends PINE 5GS connection request via PEGC. And the PEMC sends PINE 5GS connection request to the PIN server. The PIN server should receive the Packet filters, DN-specific ID from PEMC that these parameters are used for AF to trigger the QoS procedure in SA2. 
Editor's note: Whether the PINE sends PINE 5GS connection request (and related parameters) to PIN server via PEMC/PEGC should be further evaluated. 
The PINE 5GS connection request includes the following parameters: PIN ID, PINE ID, Packet filters, [DN-specific ID]. 
For no PIN server related procedure, the PEGC sends PIN Communication Request to the PEMC. The PEMC sends Create/Update/Remove Communication Request (PIN ID, Packet filters, requested QoS) to the PEGC. The PEGC configures the local rule accordingly, or according to the Packet filters, the PEGC may initiate PDU Session Modification with the Packet filters and requested QoS towards 5G system in order to make 5GC configure the N4 rules for UPF(s).
The PIN Communication Request includes the following parameters: PIN ID, MAC address/IP address, Traffic descriptors. The Create/Update/Remove Communication Request includes PIN ID, Packet filters, requested QoS.
During the QoS or PDU session establishment procedure, if the IP address of the PEMC/PEGC is changed, the PEMC/PEGC sends Event Notification (PEMC/PEGC ID, old IP address, new IP address) to the PIN server.
3 Impacts on CT WG
3.1	Impacts on CT1
CT1 working group requires to define the control plane protocol for the procedures defined for above mentioned PIN-1, PIN-2, PIN-3, PIN-4, PIN-5, PIN-6, PIN-7, and PIN-10 interfaces if approved in SA6, including:
1)	Support the PIN management with following aspects:
a)	PIN create/PIN modification/PIN delete procedure
b)	PEMC/PEGC replacement in PIN
c)	PIN server discovery procedure
d)	PIN discovery procedure
e)	Insert/remove the PIN member into/from PIN
f)	Definition and design for PIN Profile
2)	Support PIN communication via 5GS. For the PIN or PINE, that design the procedure to permit to communicate with other devices, services and applications via 5GS. 
a)	Trigger 5GS QoS establishment by PIN server
b)	Trigger PDU session modification by PEGC
3)	Support PIN Application Server Discovery. Supporting Application Servers connected to a PIN can involve service or applications discovery by PIN Elements or by a UE outside of a PIN via 3GPP network.
4)	Support service switch in PIN. Supporting application mechanism for service switching in a PIN between different PIN applications for achieving better service experience. 
CT1 working group may also need to enhance the interface between AF and 5GC to support PIN architecture.
3.2	Impacts on CT3
CT3 working group requires to define the APIs for the procedures defined for above mentioned PIN-8, PIN-9 interfaces.
4 Conclusion
[bookmark: OLE_LINK2]This paper has provided a preliminary analysis of impacts of stage-2 PINAPP work on stage-3 CT WGs based on the current status of work in SA6. Based on the analysis and evaluation, it is foreseen that CT1 and CT3 groups are all impacted by the PINAPP work. 
The author of this paper proposes:
-	CT1 takes the lead on defining and working on the PINAPP;
-	the CT WG WID is expected to be provided and discussed within the 3GPP Rel-18 during CT1#140 (Feb, 2023).
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