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	TS 33.503 describes in step 5b/step 5d of 6.3.3.2.2 and step 15/step 17 of 6.3.3.3.2 that successful verification of the Direct Security Mode Command assures the 5G ProSe Remote UE that the 5G ProSe UE-to-Network Relay is authorized to provide the relay service, and successful verification of the Direct Security Mode Complete message assures the 5G ProSe UE-to-Network Relay that the 5G ProSe Remote UE is authorized to get the relay service. Those steps are performed after the UE receives security materials from the network and derives the security keys for U2N relay.
It means that if the security verification of DSM Command/DSM Complete fails, the relay service is not authorized between the remote UE and the relay UE, so the remote UE or the relay UE shall abort the procedure. TS 33.503 does not specify the protocol details whether the UE has to send the relevant rejection message. It has to be clarified in protocol level. 
The UE shall send the reject message with appropriate cause value with following reasons:
· If no rejection msg is sent, the source UE will re-attempt again at the max number of attempt configured in the UE, which will be the waste of the resource.
· The remote UE needs to perform U2N relay reselection procedure because the relay UE is considered as ‘not-authorized’, hence, no need to re-attempt.
Note that U2N relay case is different than normal unicast communication because the remote UE and the relay UE shall use the security keys provided by the network for the unicast communication establishment. In other words, the Direct Link Estalishment request message has been processed succesfully (including integrity protection check) so the remote UE is not malicious UE, which has to be handled properly.

TS 33.503 also describes the following in 6.3.5.2. 
The 5G ProSe Remote UE encrypts the PRUK ID and RSC using the code-receiving security parameters used for discovery and the 5G ProSe UE-to-Network Relay, on receiving the DCR message, decrypts the encrypted PRUK ID and RSC using the code-sending security parameters used for discovery and verifies if the RSC matches with the one that it sent in the discovery message. If the RSC does not match, the 5G ProSe UE-to-Network Relay shall abort the PC5 direct link establishment procedure.
It means that the integrity verification of the message was successful but decrypted RSC value is not matched. Hence, the remote UE is authorized UE so that it should be handled properly. In order to prevent the remote UE re-attempting the direct link establishment, the relay UE shall send the reject message with appropriate cause. 
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	The target UE send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #7 if integrity protection verification fails for the received Direct Security Mode Complete message.
The target UE send a PROSE DIRECT LINK SECURITY MODE REJECT message containing PC5 signalling protocol cause value #7 if the integrity proteection verification fails for the received Direct Security Mode Command message.
The target UE sends a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #1 if decrypted RSC does not match with the on used in the discovery message.
The 5G ProSe remote UE shall trigger the UE-to-network relay reselection procedure if the ProSe direct link establishment procedure fails due to integrity failure.
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[bookmark: _Toc68196218][bookmark: _Toc59208890][bookmark: _Toc106698234]***FIRST CHANGES***
7.2.2.5	5G ProSe direct link establishment procedure not accepted by the target UE
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message. The PROSE DIRECT LINK ESTABLISHMENT REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#1	direct communication to the target UE not allowed;
#3	conflict of layer-2 ID for unicast communication is detected;
#5	lack of resources for 5G ProSe direct link;
#7	integrity failure;
#13	congestion situation;
#14	security procedure failure of 5G ProSe UE-to-network relay; or
#111	protocol error, unspecified.
If the target UE is not allowed to accept the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, e.g., based on operator policy or configuration parameters for ProSe direct communication over PC5 as specified in clause 5.2, or the target UE is acting as a layer-3 relay UE, is in non-allowed area of its serving PLMN and the corresponding relay service code is not associated with high priority access as defined in clause 5.3.5 of 3GPP TS 24.501 [11], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed".
For a received PROSE DIRECT LINK ESTABLISHMENT REQUEST message from a layer-2 ID (for unicast communication), if the target UE already has an existing link established to a UE using this layer-2 ID or is currently processing a PROSE DIRECT LINK ESTABLISHMENT REQUEST message from the same layer-2 ID and with one of following parameters different from the existing link or the link for which the link establishment is in progress:
a)	the source user info;
b)	type of data (e.g., IP or non-IP); or
c)	security policy,
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected".
NOTE 1:	If the UE is processing a PROSE DIRECT DISCOVERY message from the same source layer-2 ID of the received PROSE DIRECT LINK ESTABLISHMENT REQUEST message, it depends on UE implementation to avoid the conflict of destination layer-2 ID (e.g. send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected", or ignore the PROSE DIRECT DISCOVERY message).
NOTE 2:	The type of data (e.g., IP or non-IP) is indicated by the optional IP address configuration IE included in the corresponding DIRECT LINK SECURITY MODE COMPLETE message, i.e., the type of data for the requested link is IP type if this IE is included and the type of data for the requested link is non-IP if this IE is not included.
If the 5G ProSe direct link establishment fails due to the implementation-specific maximum number of established 5G ProSe direct links has been reached, or other temporary lower layer problems causing resource constraints, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
If the 5G ProSe direct link establishment request is for relaying and:
a)	the NAS level mobility management congestion control as specified in clause 5.3.9 of TS 24.501 [11] is activated at the target UE; or
b)	the target UE is under congestion;
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message. The target UE shall not accept any 5G ProSe direct link establishment request for relaying if the back-off timer for NAS level mobility management congestion control is running.
If the 5G ProSe direct link establishment request is for relaying, the NAS level session management congestion as specified in clause 6.2.7 and in clause 6.2.8 of TS 24.501 [11] is activated at the target UE which is acting as a 5G ProSe layer-3 UE-to-network relay UE, and the relay service code used in the 5G ProSe direct link establishment corresponds to a DNN and/or S-NSSAI for which the NAS level session management congestion is activated, and the target UE needs to perform the PDU session establishment procedure for the DNN and/or S-NSSAI or the PDU session modification procedure for the DNN and/or S-NSSAI, then the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message.
NOTE 3:	How the target UE determines that it is under congestion is implementation specific (e.g., any relaying related operational overhead, etc).
NOTE 4:	In case the target UE is under the NAS level mobility management congestion control, it is an implementation option that the provided back-off timer value to the initiating UE is set to the remaining time of the mobility management back-off timer T3346 or with an additional offset value.
If the 5G ProSe direct link establishment request is for relaying, the request required the establishment of a PDU session by the 5G ProSe layer-3 UE-to-network relay UE which is a target UE, and the PDU session establishment was unsuccessful due to the reception of 5GSM cause #8 "maximum number of PDU sessions reached", #27 "Missing or unknown DNN", #28 "Unknown PDU session type", #29 "user authentication or authorization failed", #31 "request rejected, unspecified", #32 "service option not supported", #33 "requested service option not subscribed", or #65 "maximum number of PDU sessions reached" as specified in 3GPP TS 24.501 [11], then target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and it fails due to a failure in the security procedure over control plane or security procedure over user plane as specified in 3GPP TS 33.503 [34], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #14 "security procedure failure of 5G ProSe UE-to-network relay". The target UE shall provide the EAP message if received from the network according to the security procedure over control plane as specified in 3GPP TS 33.503 [34].
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and the integrity protection verification of the received PROSE DIRECT LINK SECURITY MODE COMPLETE message fails, then the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #7 "integrity failure".
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, after the target UE decrypts the encrypted relay service code using the DUIK, DUSK, or DUCK with the associated encrypted bitmask used for 5G ProSe UE-to-network relay discovery, if the relay service code does not match with the one that the target UE has sent during 5G ProSe UE-to-network relay discovery procedure, then the target UE shall send the PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed".
If the 5G ProSe direct link establishment fails due to other reasons, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
After sending the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the target UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
Upon receipt of the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall stop timer T5080 and abort the 5G ProSe direct link establishment procedure. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #1 "direct communication to the target UE not allowed" or #5 "lack of resources for 5G ProSe direct link", then the initiating UE shall not attempt to start the 5G ProSe direct link establishment procedure with the same target UE at least for a time period T. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #13 "congestion situation" and a back-off timer value is provided in the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall start timer T5088 associated with the layer-2 ID of the target UE and set its value to the provided timer value.
NOTE 5:	The length of time period T is UE implementation specific and can be different for the case when the UE receives PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed" or when the UE receives PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
After receiving the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
***SECOND CHANGES***
[bookmark: _Toc68196221][bookmark: _Toc59208893][bookmark: _Toc51951139][bookmark: _Toc45882589][bookmark: _Toc45282203][bookmark: _Toc34404375][bookmark: _Toc34388604][bookmark: _Toc25070689][bookmark: _Toc115079110]7.2.2.6.2	Abnormal cases at the target UE
For a received PROSE DIRECT LINK ESTABLISHMENT REQUEST message from a source layer-2 ID (for unicast communication), if the target UE already has an existing link established to the UE known to use the same source layer-2 ID, the same source user info, the same type of data (IP or non-IP) and the same security policy, the UE shall process the new request. However, the target UE shall only delete the existing 5G ProSe direct link context after the new link establishment procedure succeeds.
NOTE:	The type of data (e.g., IP or non-IP) is indicated by the optional IP address configuration IE included in the corresponding PROSE DIRECT LINK SECURITY MODE COMPLETE message, i.e., the type of data for the requested link is IP type if this IE is included and the type of data for the requested link is non-IP if this IE is not included.
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, after the target UE decrypts the encrypted relay service code using the DUIK, DUSK, or DUCK with the associated encrypted bitmask used for 5G ProSe UE-to-network relay discovery, if the relay service code does not match with the one that the target UE has sent during 5G ProSe UE-to-network relay discovery procedure, then the target UE shall abort the 5G ProSe direct link establishment procedure.
[bookmark: _Toc59208931][bookmark: _Toc34388641][bookmark: _Toc34404412][bookmark: _Toc45282241][bookmark: _Toc45882627][bookmark: _Toc51951177][bookmark: _Toc75734770][bookmark: _Toc82772107][bookmark: _Toc106698280]If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the message is integrity protected and the integrity verification of the message fails at the target UE, then the target UE shall abort the 5G ProSe direct link establishment procedure.
***3rd CHANGES***
7.2.10.5	5G ProSe direct link security mode control procedure not accepted by the target UE
If the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send a PROSE DIRECT LINK SECURITY MODE REJECT message and the target UE shall abort the ongoing procedure that triggered the initiation of the 5G ProSe direct link security mode control procedure unless the ongoing procedure is a 5G ProSe direct link establishment procedure and the Target user info is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message. The PROSE DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#5:	lack of resources for 5G ProSe direct link;
#7:	integrity failure;
#8:	UE security capabilities mismatch;
#9:	LSB of KNRP-sess ID conflict;
#10:	UE PC5 unicast signalling security policy mismatch;
#14:	Authentication synchronisation error; or
#111:	protocol error, unspecified.
If this 5G ProSe direct link security mode control procedure is triggered during the 5G ProSe direct link establishment procedure and the implementation-specific maximum number of established NR 5G ProSe direct links has been reached, then the target UE shall send a PROSE DIRECT LINK SECURITY MODE REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
If the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link establishment procedure, that the selected security algorithms in the PROSE DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE's 5G ProSe direct signalling integrity protection policy is set to "Signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #10 "UE PC5 unicast signalling security policy mismatch" in the PROSE DIRECT LINK SECURITY MODE REJECT message.
If the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the 5G ProSe direct link security mode control procedure was triggered during a 5G ProSe direct link re-keying procedure, the integrity protection algorithm currently in use for the 5G ProSe direct link is different from the null integrity protection algorithm and the selected security algorithms in the PROSE DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #10 "UE PC5 unicast signalling security policy mismatch" in the PROSE DIRECT LINK SECURITY MODE REJECT message.
If the target UE detects that the received UE security capabilities IE in the PROSE DIRECT LINK SECURITY MODE COMMAND message has been altered compared to the latest values that the target UE sent to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or PROSE DIRECT LINK REKEYING REQUEST message, the target UE shall include PC5 signalling protocol cause #8 "UE security capabilities mismatch" in the PROSE DIRECT LINK SECURITY MODE REJECT message.
If the target UE detects that the LSB of KNRP-sess ID included in the PROSE DIRECT LINK SECURITY MODE COMMAND message are set to the same value as those received from another UE in response to the target UE's PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the target UE shall include PC5 signalling protocol cause #9 "LSB of KNRP-sess ID conflict" in the PROSE DIRECT LINK SECURITY MODE REJECT message.
If the 5G ProSe direct link security mode control procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, and the PROSE DIRECT LINK SECURITY MODE COMMAND message cannot be accepted due to a synchronisation error when processing the authentication vector contained in the GPI sent by the 5G ProSe UE-to-network relay UE to the 5G ProSe remote UE, if any, the target UE shall include PC5 signalling protocol cause #14 "Authentication synchronisation error" in the PROSE DIRECT LINK SECURITY MODE REJECT message and shall include the RAND and AUTS parameters in the PROSE DIRECT LINK SECURITY MODE REJECT message.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and the integrity protection verification of the received PROSE DIRECT LINK SECURITY MODE COMMAND message fails, then the target UE shall include PC5 signalling protocol cause #7 "integrity failure" in the PROSE DIRECT LINK SECURITY MODE REJECT message.
After the PROSE DIRECT LINK SECURITY MODE REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for 5G ProSe direct communication and the target UE's layer-2 ID for 5G ProSe direct communication.
Upon receipt of the PROSE DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5089, provide an indication to the lower layer of deactivation of the 5G ProSe direct security protection and deletion of security context for the 5G ProSe direct link, if applicable and:
a)	if the PC5 signalling protocol cause IE in the PROSE DIRECT LINK SECURITY MODE REJECT message is set to #9 "LSB of KNRP-sess ID conflict", retransmit the PROSE DIRECT LINK SECURITY MODE COMMAND message with a different value for the LSB of KNRP-sess ID and restart timer T5089;
b)	if the PC5 signalling protocol cause IE in the PROSE DIRECT LINK SECURITY MODE REJECT message is set to #14 "Authentication synchronisation error", the message contained a RAND and an AUTS, and the 5G ProSe direct link security mode control procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, may fetch a fresh GPI from the PKMF by sending a Key Request message including RAND and AUTS as specified in 3GPP TS 33.503 [34]; or
c)	if the PC5 signalling protocol cause IE is set to the value other than #9 "LSB of KNRP-sess ID conflict" and other than #14 "Authentication synchronisation error", abort the ongoing procedure that triggered the initiation of the 5G ProSe direct link security mode control procedure.
***4th CHANGES***
[bookmark: _Toc68190857][bookmark: _Toc59198706][bookmark: _Toc525231306][bookmark: _Toc106698372]8.2.3.2	UE-to-network relay reselection procedure initiation
The 5G ProSe remote UE shall trigger the UE-to-network relay reselection procedure if one of the following conditions is met:
a)	the UE has received a lower layers indication that the serving 5G ProSe UE-to-network relay UE no longer fulfills the lower layers criteria as specified in 3GPP TS 38.331 [13];
b)	the parameters related to 5G ProSe UE-to-network relay in the configuration parameters for 5G ProSe UE-to-network relay as specified in clause 5.2.5 (e.g., relay service code, User info ID, etc.) have been updated and the serving 5G ProSe UE-to-network relay UE no longer fulfills the conditions specified in clause 8.2.1.2.2;
c)	the UE has received a PROSE DIRECT LINK ESTABLISHMENT REJECT message from the 5G ProSe UE-to-network relay UE with the PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed";
d)	the UE has received a PROSE DIRECT LINK RELEASE REQUEST message from the 5G ProSe UE-to-network relay UE with the PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed";
e)	the UE has received a PROSE DIRECT LINK RELEASE REQUEST message from the 5G ProSe UE-to-network relay UE with the PC5 signalling protocol cause value #4 "direct connection is not available anymore";
f)	the UE has not received any response from the 5G ProSe UE-to-network relay UE after M consecutive retransmissions of PROSE DIRECT LINK ESTABLISHMENT REQUEST or PROSE DIRECT LINK KEEPALIVE REQUEST messages;
g)	the UE has not received any response from the 5G ProSe UE-to-network relay UE after M consecutive retransmissions of PROSE PC5 DISCOVERY message for UE-to-network relay discovery solicitation used to trigger the PROSE PC5 DISCOVERY message signal strength measurement between the UE and the 5G ProSe UE-to-network relay UE with which the UE has a link established;
NOTE:	The value of M is implementation specific and is less than or equal to the maximum number of retransmissions allowed for PC5 signalling protocol.
h)	the UE has received a PROSE DIRECT LINK ESTABLISHMENT REJECT message from the ProSe UE-to-network relay UE with the cause value #13 "congestion situation";
i)	the UE has received a PROSE DIRECT LINK RELEASE REQUEST message from the ProSe UE-to-network relay UE with the cause value #13 "congestion situation"; or
j)	the UE has received a PROSE DIRECT LINK ESTABLISHMENT REJECT message from the 5G ProSe UE-to-network relay UE with the cause value #14 "security procedure failure of 5G ProSe UE-to-network relay"; or.
k)	the UE has received a PROSE DIRECT LINK ESTABLISHMENT REJECT message from the 5G ProSe UE-to-network relay UE with the PC5 signalling protocol cause value #7 "integrity failure" or the UE has sent a PROSE DIRECT LINK SECURITY MODE REJECT message to the 5G ProSe UE-to-network relay UE with the PC5 signalling protocol cause value #7 "integrity failure".
In cases c), d), h), i) and ki), the 5G ProSe remote UE shall exclude the 5G ProSe UE-to-network relay UE which sent the message specified in cases c), d), h), i) or ik) from the UE-to-network relay reselection process described below (at least for the indicated back-off time period if provided from the ProSe UE-to-network relay UE in cases h) and i)).
To conduct UE-to-network relay reselection process, the UE shall first initiate one of the following procedures or both depending on UE's configuration parameters for 5G ProSe UE-to-network relay as specified in clause 5.2.5:
a)	monitoring procedure for UE-to-network relay discovery as specified in clause 8.2.1.2.2; or
b)	discoverer procedure for UE-to-network relay discovery as specified in clause 8.2.1.3.1.
After the execution of the above discovery procedure(s), the 5G ProSe remote UE performs the UE-to-network relay selection procedure as specified in clause 8.2.2.
***END OF CHANGES***
