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1. Introduction
CT1 had agreed the working assumption that only one security procedure will be supported by each PLMN, i.e. control plane security procedure or user plane security procedure. If the remote UE does not support the corresponding security procedure, then according to the current NOTE in TS 24.554, the remote UE does not use the corresponding RSC:
[bookmark: _Hlk116509660][bookmark: OLE_LINK26]NOTE 4:	If that indication indicates to use the security procedure over control plane and the 5G ProSe remote UE doesn't support the security procedure over control plane, the 5G remote UE doesn't use that relay service code.
If there are only one PLMN in the area of relay UE, and the PLMN does not support the security procedure of remote UE, then according to TS 24.554, the direct link will not be accepted by the target UE:
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and it fails due to a failure in the security procedure over control plane or security procedure over user plane as specified in 3GPP TS 33.503 [34], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #14 "security procedure failure of 5G ProSe UE-to-network relay". The target UE shall provide the EAP message if received from the network according to the security procedure over control plane as specified in 3GPP TS 33.503 [34].
If there is only one PLMN in the area, and the PLMN does not support the security procedure of remote UE, then it is useless to find another relay UE or use user plane security, because another relay UE will also use control plane security procedure and the remote UE shall not use user plane security procedure if the corresponding RSC is configured to use control plane security procedure.
However, the case when there are more than one PLMNs in the area had not been discussed within CT1 WG.
2. Discussion
2.1 Discussion on selecting another relay UE
When performing control plane security procedure, the relay UE’s AMF shall find remote UE’s AUSF (see step 5 of Figure 6.3.3.3.2-1: PC5 security establishment procedure for 5G ProSe UE-to-Network relay communication over Control Plane in TS 33.503), which means that the PLMN of relay UE should have roaming agreement with PLMN of remote UE.
Considering the following case:
1)	remote UE’s RSC is configured to use control plane security procedure;
2)	relay UE-1 supports the RSC to use control plane security procedure;
3)	PLMN of remote UE (PLMN-0) does NOT have roaming agreement with PLMN of relay UE (PLMN-1);
4)	relay UE-2 supports the RSC to use control plane security procedure;
5)	PLMN of relay UE-2 (PLMN-2) has roaming agreement with PLMN-0.
In above case, it is valid for remote UE to find another relay UE (i.e. relay UE-2) using the same RSC because PLMN-2 has roaming agreement with PLMN-0, and the control plane security procedure may success because relay UE’s AMF is able to find the remote UE’s AUSF.
Since each RSC is correspoding to a specific service identified by a ProSe identifier, if the upper layer application information (i.e. the service) can match multiple RSCs, then it is also valid for the UE to select another matched RSC for U2N relay discovery over PC5.
The above initiating UE behavior is missing in current TS 24.554.
Proposal 1: if the security procedure failed and the DCR is reject by cause value#15, the 5G remote UE (i.e. initiating UE) shall reselect another 5G ProSe UE-to-network relay UE as specified in clasue 8.2.3.
2.2 Discussion on DCR failure handling
When the control plane security procedure fails, the relay UE will reject the DCR request with #15	security procedure failure of 5G ProSe UE-to-network relay, see below (TS 24.554. p.s. the follow #14 is corrected to #15 in CT1#138e):
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and it fails due to a failure in the security procedure over control plane or security procedure over user plane as specified in 3GPP TS 33.503 [34], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #14 "security procedure failure of 5G ProSe UE-to-network relay". The target UE shall provide the EAP message if received from the network according to the security procedure over control plane as specified in 3GPP TS 33.503 [34].
And when receiving #15, the remote UE shall trigger relay reselection procedure:
The 5G ProSe remote UE shall trigger the UE-to-network relay reselection procedure if one of the following conditions is met:
[…]
j)	the UE has received a PROSE DIRECT LINK ESTABLISHMENT REJECT message from the 5G ProSe UE-to-network relay UE with the cause value #14 "security procedure failure of 5G ProSe UE-to-network relay".
When performing reselection procedure, the UE shall exclude the relay UE that fails the previous procedures as defined in TS 24.554:
In cases c), d), h) and i), the 5G ProSe remote UE shall exclude the 5G ProSe UE-to-network relay UE which sent the message specified in cases c), d), h) or i) from the UE-to-network relay reselection process described below (at least for the indicated back-off time period if provided from the ProSe UE-to-network relay UE in cases h) and i)).

Hence, the UE shall exclude the relay UE that sends DCR reject with cause value#15 since the security failure is occurred because of relay UE or relay UE’s PLMN.
Proposal 2: The UE shall exclude the relay UE that sends DCR reject with cause value #15"security procedure failure of 5G ProSe UE-to-network relay" when performing relay reselection procedure.
2.3 Discussion on the corresponding failure RSC
If initiating UE (relay UE or remote UE) can not support a specific security procedure corresponding to a RSC, then the initiating UE (relay UE and remote UE) should behave as the current NOTE in TS 24.554 that does not use the corresponding RSC for PC5 U2N discovery, that is because the RSC will find a response UE that deems to use the specific security procedure, which the initiating UE can not support. This is valid to both layer-2 and layer-3 initiating UE. That means, the initiating UE shall not select a RSC to initiate the discovery procedure that the initiating UE can not support the corresponding security procedure.
Proposal 3: Add a NOTE to clarify that the initiating UE ensures the security procedures corresponding to the RSC is supported by the UE before performing PC5 U2N relay discovery procedure.
On the other hand, if the security procedure fails, there should be no normative description for remote UE on continuing to use this RSC or selecting another RSC. The reason is:
1)	if remote UE continues to use this RSC, the remote UE can find another relay UE that may support the security procedure to this RSC;
2)	if remote UE does not to use this RSC, the remote UE can select another RSC that may use another security procedure.
Both options should be feasible to remote UE.
3. Conclusion
[bookmark: OLE_LINK1]Proposal 1: if the security procedure failed and the DCR is reject by cause value#15, the 5G remote UE (i.e. initiating UE) shall reselect another 5G ProSe UE-to-network relay UE as specified in clasue 8.2.3.
Proposal 2: The UE shall exclude the relay UE that sends DCR reject with cause value #15"security procedure failure of 5G ProSe UE-to-network relay" when performing relay reselection procedure.
Proposal 3: Add a NOTE to clarify that the initiating UE ensures the security procedures corresponding to the RSC is supported by the UE when performing PC5 U2N relay discovery procedure.
The Proposal 1 is proposed in C1-226580, the proposal 2 is proposed in C1-226581, and the proposal 3 is proposed in C1-226582 respectively in CT1#139 (Nov, 2022, Toulouse).
