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***** change *****
11.2.1.1.4	Categories of IEs; order of occurrence of IEI, LI, and value part
Totally five categories of standard information elements are defined:
-	information elements of format V or TV with value part consisting of 1/2 octet (type 1);
-	information elements of format T with value part consisting of 0 octets (type 2);
-	information elements of format V or TV with value part that has fixed length of at least one octet (type 3);
-	information elements of format LV or TLV with value part consisting of zero, one or more octets and a maximum of 255 octets (type 4);
-	information elements of format LV-E or TLV-E with value part consisting of zero, one or more octets and a maximum of 65535 octets (type 6). This category is used in 5GS, EPS and GPRS only.
-	information elements of format LV-E2 or TLV-E2 with value part consisting of zero, one or more octets and a maximum of 16777215 octets (type 8). This category is used in 5GS only.
Type 1 standard information elements of format V provide the value in bit positions 8, 7, 6, 5 of an octet (see figure 11.1) or bits 4, 3, 2, 1 of an octet (see figure 11.2).


Figure 11.1: Type 1 IE of format V


Figure 11.2: Type 1 IE of format V
Type 1 standard information elements of format TV have an IEI of a half octet length; they provide the IEI in bit positions 8, 7, 6, 5 of an octet and the value part in bit positions 4, 3, 2, 1 of the same octet, see figure 11.3.


Figure 11.3: Type 1 IE of format TV
A type 2 standard IE has format T; its IEI consists of one octet, its value part is empty, see figure 11.4.


Figure 11.4: Type 2 IE 
A type 3 standard information element has format V or TV; if it has format TV, its IEI consists of one octet and precedes the value part in the IE. The value part consists of at least one octet. See figure 11.5 and figure 11.6.


Figure 11.5: Type 3 IE of format V (k = 0, 1, 2, ...)


Figure 11.6: Type 3 IE of format TV (k = 1, 2, ...)
A type 4 standard information element has format LV or TLV. Its LI has one octet and precedes the value part, which consists of zero, one, or up to 255 octets; if present, its IEI has one octet length and precedes the LI. See figure 11.7 and figure 11.8.


Figure 11.7: Type 4 IE of format LV (k = 0, 1, 2, ...)


Figure 11.8: Type 4 IE of format TLV (k = 1, 2, ...)
A type 6 standard information element has format LV-E or TLV-E. Its LI has 2 octets and precedes the value part, which consists of zero, one or up to 65535 octets; if present, its IEI has one octet length and precedes the LI. See figure 11.9 and figure 11.10.


Figure 11.9: Type 6 IE of format LV-E (k = 1, 2, ...)



Figure 11. 10: Type 6 IE of format TLV-E (k = 1, 2, ...)
A type 8 standard information element has format LV-E2 or TLV-E2. Its LI has 3 octets and precedes the value part, which consists of zero, one or up to 16777215 octets; if present, its IEI has one octet length and precedes the LI. See figure 11.x and figure 11.y.


Figure 11.x: Type 8 IE of format LV-E2 (k = 1, 2, ...)



Figure 11.y: Type 8 IE of format TLV-E2 (k = 1, 2, ...)
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11.2.2.1	Tables
According to this description method, the IE is presented in its maximum format, i.e., T, TV, TLV or TLV-E, in a picture representing the bits in a table, each line representing an octet. Bits appear in the occidental order, i.e., from left of the page to right of the page, and from top of the page to bottom of the page.
Boxes so delimited contains typically the field name, possibly an indication of which bits in the field are in the box, and possibly a value (e.g., for spare bits).
A specific method can be used in the IE description to describe a branching structure, i.e., a structure variable according to the value of particular fields in the IE. This design is unusual outside type 4, and type 6 and type 8 IEs, and as, a design rule, should be used only in type 4, and type 6 and type 8 IEs.
a)	The octet number of an octet within the IE is defined typically in the table. It consists of a positive integer, possibly of an additional letter, and possibly of an additional asterisk, see clause f). The positive integer identifies one octet or a group of octets.
b)	Each octet group is a self contained entity. The internal structure of an octet group may be defined in alternative ways.
c)	An octet group is formed by using some extension mechanism. The preferred extension mechanism is to extend an octet (N) through the next octet(s) (Na, Nb, etc.) by using bit 8 in each octet as an extension bit.
-	The bit value "0" indicates that the octet group continues through to the next octet. The bit value "1" indicates that this octet is the last octet of the group. If one octet (Nb) is present, the preceding octets (N and Na) shall also be present.
-	In the format descriptions of the individual information elements, bit 8 is marked "0/1 ext" if another octet follows. Bit 8 is marked "1 ext" if this is the last octet in the extension domain.
-	Additional octets may be defined in later versions of the protocols ("1 ext" changed to "0/1 ext") and equipments shall be prepared to receive such additional octets; the contents of these octets shall be ignored. However the length indicated in the formal description of the messages and of the individual information elements only takes into account this version of the protocols.
d)	In addition to the extension mechanism defined above, an octet (N) may be extended through the next octet(s) (N+1, N+2 etc.) by indications in bits 7-1 (of octet N).
e)	The mechanisms in c) and d) may be combined.
f)	Optional octets are marked with asterisks (*). As a design rule, the presence or absence of an optional octet should be determinable from information in the IE and preceding the optional octet. Care should be taken not to introduce ambiguities with optional octets. 
g)	At the end of the IE, additional octets may be added in later versions of the protocols also without using the mechanisms defined in c) and d). Equipments shall be prepared to receive such additional octets; the contents of these octets shall be ignored. However the length indicated in the formal description of the messages and of the individual information elements only takes into account this version of the protocols.
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11.2.4	Non-imperative part of a standard L3 message
The imperative part of a standard L3 message is followed by the (possibly empty) non-imperative part. The relevant protocol specification defines where the imperative part of a standard L3 message ends. The non-imperative part of a standard L3 message is composed of (zero, one, or several) standard IEs having the format T, TV, TLV or TLV-E. The receiver of a standard L3 message shall analyse the non imperative part as a succession of standard IEs each containing an IEI, and shall be prepared for the non-imperative part of the message to contain standard IEs that are not specified in the relevant protocol specification.
An IEI may be known in a message or unknown in a message. Each protocol specification lists, for each message (i.e., according to the message type, the direction and the lower layer SAP), the known standard IEs in the non-imperative part.
An IEI that is known in a message designates the IE type of the IE the first part of which the IEI is, as well as the use of the information. Which IE type it designates is specified in the relevant protocol specification. Within a message, different IEIs may designate the same IE type if that is defined in the relevant protocol specification.
Whether the second part of an IE with IEI known in a message is the length or not (in other words, whether the IEI is the first part of an IE formatted as TLV, TLV-E or not) is specified in the relevant protocol specification.
Unless otherwise specified in the protocol specification, the receiver shall assume that IE with unknown IEI are TV formatted type 1, T formatted type 2, TLV formatted type 4, or TLV-E formatted type 6 standard IEs or TLV-E2 formatted type 8 standard IEs. The IEI of unknown IEs together with, when applicable, the length indicator, enable the receiver to determine the total length of the IE, and then to skip unknown IEs. The receiver shall assume the following rule for IEs with unknown IEI:
	Bit 8 of the IEI octet is set to "1" indicates a TV formatted type 1 standard IE or a T formatted type 2 IEs. Hence, a 1 valued bit 8 indicates that the whole IE is one octet long.
Furthermore, for the EPS protocols EMM and ESM:
	Bit 8 of the IEI octet set to "0" and bits 7 to 4 set to "1" indicates a TLV-E formatted type 6 IE, i.e. the following two octets are length octets. Bit 8 of the IEI octet set to "0" and bit 7 to 4 set to any other bit combination indicates a TLV formatted type 4 IE, i.e. the following octet is a length octet.
Furthermore, for the 5GS protocols 5GMM and 5GSM:
	Bit 8 of the IEI octet set to "0" and bits 7 to 5 set to "1" indicates a TLV-E formatted type 6 IE, i.e. the following two octets are length octets. Bit 8 of the IEI octet set to "0" and bit 7 to 5 set to any other bit combination, with exception of bits 8 to 2 set to "0" in 5GMM, indicates a TLV formatted type 4 IE, i.e. the following octet is a length octet. In 5GMM, bits 8 to 2 of the IEI octet set to "0" indicates a TLV-E2 formatted type 8 IE, i.e. the following three octets are length octets.
IEI assignment in 3GPP TS 24.334 [36] shall comply with the above rule for the EPS protocols EMM and ESM.
IEI assignment in 3GPP TS 24.519 [33], 3GPP TS 24.587 [34], 3GPP TS 24.193 [35] and 3GPP TS 24.554 [38] shall comply with the above rule for the 5GS protocols 5GMM and 5GSM.
IEI assignment for UE policy delivery service in 3GPP TS 24.501 [31] shall comply with the above rule for the 5GS protocols 5GMM and 5GSM.
For all other protocols:
	Bit 8 of the IEI octet set to "0" indicates a TLV formatted type 4 IE. Hence, the following octet is a length octet.
As a design rule, it is recommended that IEIs of any TV formatted type 1, T formatted type 2, TLV formatted type 4, or TLV-E formatted type 6 IE or TLV-E2 formatted type 8 IE follow the rule, even if assumed to be known by all potential receivers.
As a design rule, it is recommended that no T formatted type 2 IE is added to the non-imperative part of a standard L3 message.
NOTE 1:	Type 2 IEs restrict the number of possible type 1 IEs which can be used in a message and type 2 IEs cannot be extended or modified once introduced.
As a design rule, it is recommended that no new TV formatted type 3 IE is added to the non-imperative part of a standard L3 message except in the first release of a protocol specification which specifies the standard L3 message.
NOTE 2:	For example, for the 5GS protocols 5GMM and 5GSM, Release 15 is the first release of a protocol specification for REGISTRATION REQUEST message.
A message may contain two or more IEs with equal IEI. Two IEs with the same IEI in a same message must have the same format, and, when of type 3, the same length. More generally, care should be taken not to introduce ambiguities by using an IEI for two purposes. Ambiguities appear in particular when two IEs potentially immediately successive have the same IEI but different meanings and when both are non-mandatory. As a recommended design rule, messages should contain a single IE of a given IEI.
Each protocol specification may put specific rules for the order of IEs in the non-imperative part. An IE known in the message, but at a position non compliant with these rules is said to be out of sequence. An out of sequence IE is decoded according to the format, and, when of type 3 the length, as defined in the message for its IEI.
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11.2.5	Presence requirements of information elements
The relevant protocol specification may define three different presence requirements (M, C, or O) for a standard IE within a given standard L3 message:
-	M ("Mandatory") means that the IE shall be included by the sending side, and that the receiver diagnoses a "missing mandatory IE" error when detecting that the IE is not present. An IE belonging to the imperative part of a message has presence requirement M. An IE belonging to the non-imperative part of a message may have presence requirement M;
-	C ("Conditional") means:
*	that inclusion of the IE by the sender depends on conditions specified in the relevant protocol specification;
*	that there are conditions for the receiver to expect that the IE is present and/or conditions for the receiver to expect that the IE is not present in a received message of a given PD, SAP and message type; these conditions depend only on the content of the message itself, and not for instance on the state in which the message was received, or on the receiver characteristics; they are known as static conditions;
*	that the receiver detecting that the IE is not present when sufficient static conditions are fulfilled for its presence, shall diagnose a "missing conditional IE" error;
*	that the receiver detecting that the IE is present when sufficient static conditions are fulfilled for its non-presence, shall diagnose an "unexpected conditional IE" error.
-	Only IEs belonging to the non-imperative part of a message may have presence requirement C;
-	O ("Optional") means that the receiver shall never diagnose a "missing mandatory IE" error, a "missing conditional IE" error, or an "unexpected conditional IE" error because it detects that the IE is present or that the IE is not present. (There may however be conditions depending on the states, resources, etc. of the receiver to diagnose other errors.) Only IEs belonging to the non-imperative part of a message may have presence requirement O.
Unless otherwise specified the presence of a IE of unknown IEI or of an out of sequence IE shall not lead by itself to an error. An alternative specification is the 'comprehension required' scheme. A type 4 IE is encoded as 'comprehension required' if bits 5, 6, 7 and 8 of its IEI are set to zero, with exception of bits 8 to 2 set to "0" in 5GMM. A type 6 IE is encoded as 'comprehension required' if bit 8 is set to zero and bits 2, 3, 4, 5, 6, and 7 of its IEI are set to one.
NOTE 1:	In earlier versions of this specification, type 6 IEs with IEI values 7C and 7D were defined as 'comprehension required'. I.e., dependent on the protocol, receipt of such an IE by a UE or network implemented according to an earlier version of this specification can result in detection of an "invalid mandatory information" error. Therefore, IEIs 7C and 7D can be used for type 6 IEs only if the sender of the message knows that the receiver does not treat these IEs as unknown 'comprehension required' IEs.
NOTE 2:	In earlier versions of this specification, IEI values 00 and 01 in 5GMM were defined as type 4 IE with 'comprehension required'. I.e., dependent on the protocol, receipt of such an IE by a UE or network implemented according to an earlier version of this specification can result in detection of an "invalid mandatory information" error. Therefore, IEI values 00 and 01 can be used for type 8 IEs in 5GMM only, if the sender of the message knows that the receiver of the message supports receiving type 8 IEs.
The 'comprehension required' scheme is to be applied if explicitly indicated in the protocol specification. The reaction on the reception of an unknown or out of sequence IE coded as 'comprehension required' is specified in the relevant protocol specification.
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11.4.2	Other syntactic errors
This clause applies to the analysis of the value part of an information element. It defines the following terminology:
-	An IE is defined to be syntactically incorrect in a message if it contains at least one value defined as "reserved", or if its value part violates syntactic rules given in the specification of the value part.
-	It is not a syntactical error that a type 4, and type 6 and type 8 standard IE specifies in its length indicator a greater length than possible according to the value part specification: extra bits shall be ignored.
-	It should not be considered a syntactical error if a type 4, and type 6 and type 8 IE is received with a shorter length than defined in this version of the specification if the IE is correctly encoded according to an earlier version of the specification.
-	A message is defined to have semantically incorrect contents if it contains information which, possibly dependant on the state of the receiver, is in contradiction to the resources of the receiver and/or to the procedural part.
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