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[bookmark: _Toc35896801][bookmark: _Toc91856475][bookmark: _Toc66460300]*****************Change 1************************
[bookmark: _Toc24947833][bookmark: _Toc34041498][bookmark: _Toc45281692][bookmark: _Toc106983728]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Authorisation endpoint: A SEAL identity management server protocol endpoint used by the SEAL identity management client to obtain an authorisation grant, as specified in IETF RFC 6749 [9].
SEAL identity Identity management Management clientClient: An entity that provides the client side functionalities corresponding to the identity management SEAL service.
SEAL identity Identity management Management serverServer: An entity that provides the server side functionalities corresponding to the identity management SEAL service.
Token endpoint: A SEAL identity management server protocol endpoint used by the SEAL identity management client to exchange an authorisation grant for an access token, as specified in IETF RFC 6749 [9] for HTTP and Internet draft ACE-OAUTH [19] for CoAP.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.434 [2] apply:
SEAL client
SEAL server
SEAL service
VAL server
VAL service
VAL user
Vertical
Vertical application
[bookmark: _Toc24947834][bookmark: _Toc34041499][bookmark: _Toc45281693][bookmark: _Toc106983729]3.2	Abbreviations
[bookmark: clause4]For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
ACE	Authentication and Authorization for Constrained Environments
SEAL	Service Enabler Architecture Layer for verticalsVerticals
SIM-C	SEAL Identity Management Client
SIM-S	SEAL Identity Management Server
VAL	Vertical Application Layer

*****************Change 2************************
[bookmark: _Toc24947835][bookmark: _Toc34041500][bookmark: _Toc45281694][bookmark: _Toc106983730]4	General description
Identity management is a SEAL service that provides the identity management related capabilities to one or more vertical applications. The present document enables a SEAL identity Identity management Management client Client and a VAL server to communicate with a SEAL identity Identity management Management serverServer. The SEAL identity Identity management Management server Server authenticates the VAL user's identity by verifying the credentials provided by the VAL user. When the VAL user is authenticated it is provided with an access token which is used for accessing different SEAL services.

*****************Change 3************************
[bookmark: _Toc24947837][bookmark: _Toc34041502][bookmark: _Toc45281696][bookmark: _Toc106983732]5.1	SEAL identity Identity management Management client Client (SIM-C)
The SIM-C is a functional entity that acts as the application client for VAL user identity related transactions.
To be compliant with the HTTP procedures in the present document the SIM-C shall:
-	support the user authentication procedure specified in clause 6.2.2; and
-	support the token exchange procedure specified in clause 6.2.3.
To be compliant with the CoAP procedures in the present document the SIM-C:
-	shall support the role of CoAP client as specified in IETF RFC 7252 [17];
-	should support CoAP over TCP and Websocket as specified in IETF RFC 8323 [18];
-	shall support Internet draft ACE-OAUTH [19];
-	shall support OSCORE profile of ACE-OAUTH [21];
-	should support DTLS profile of ACE-OAUTH [20]; and
-	shall support the procedures in clause 6.2.2.
[bookmark: _Toc24947838][bookmark: _Toc34041503][bookmark: _Toc45281697][bookmark: _Toc106983733]5.2	SEAL identity Identity management Management server Server (SIM-S)
The SIM-S is a functional entity that authenticates the VAL user's identity by verifying the credentials provided by the VAL user.
To be compliant with the procedures in the present document the SIM-S shall:
-	support the user authentication procedure specified in clause 6.2.2; and
-	support the token exchange procedure specified in clause 6.2.3.
To be compliant with the CoAP procedures in the present document the SIM-S:
-	shall support the role of CoAP server as specified in IETF RFC 7252 [17];
-	should support CoAP over TCP and Websocket as specified in IETF RFC 8323 [18];
-	shall support Internet draft ACE-OAUTH [19];
-	shall support OSCORE profile of ACE-OAUTH [21];
-	should support DTLS profile of ACE-OAUTH[20]; and
-	shall support the procedures in clause 6.2.2.

*****************Change 4************************
[bookmark: _Toc106983741]6.2.2.1.2	CoAP based procedure
Upon receiving a request from VAL user to initiate authentication for VAL services, the SIM-C:
a)	may establish a (D)TLS tunnel to the token endpoint of the SIM-S as specified in 3GPP TS 33.434 [7] using the URL of token endpoint of the SIM-S as provided by the specific VAL service; and
b)	shall send an ACE-OAUTH Token Request message with client credentials grant type as specified in Internet draft ACE-OAUTH [19] using an CoAP POST request towards the SIM-S. The SIM-C shall use the "application/ace+cbor" format and:
a)	shall include grant type parameter;
b)	shall include scope parameter;
c)	may include req_cnf parameter; and
d)	may include ace_profile parameter,
	in the message payload as specified in Internet draft ACE-OAUTH [19].
Upon receiving an CoAP 2.01 (Created) response from the SIM-S, the SIM-C shall:
a)	validate the access token as specified in the Internet draft ACE-OAUTH [19]; and
b)	provide the access token in the received ACE-OAUTH Token Response message to the VAL user.
The SIM-C may repeat the entire procedure in this clause as needed to obtain the necessary access tokens for the VAL service clients, depending on the scope parameter in the Token Request message as specified in 3GPP TS 33.434 [7].

*****************Change 5************************

[bookmark: _Toc106983744]6.2.2.2.2	CoAP based procedure
Upon receiving an ACE-OAUTH Token Request message with client credentials grant type as specified in the Internet draft ACE-OAUTH [19] optionally via a secure (D)TLS tunnel between the SIM-C and the token endpoint of the SIM-S, the SIM-S shall:
a)	validate the ACE-OAuth Token Request message and if valid shall generate an ACE-OAuth Token Response message as specified in Internet draft ACE-OAUTH [19] with the following clarifications:
1)	shall generate an COAP 2.01 (Created) response according to Internet draft ACE-OAUTH [19];
2)	based on the received client credentials, shall determine the VAL user ID, VAL service ID of the VAL service user;
3)	shall include parameters:
-	access_token;
-	expires_in;
-	ace_profile; and
-	rs_cnf; and
4)	shall include the other required parameters as specified in Internet draft ACE-OAUTH [19]; and
b)	shall send the CoAP 2.01 (Created) response towards the SIM-C.

*****************Change 6************************
[bookmark: _Toc114863616]6.2.3.4	SCM server CoAP procedure
Upon reception of an CoAP GET request where the CoAP URI of the request identifies UE Configurations resource as described in Annex C.3.1.2.2.3.1, the SCM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.2, and:
1)	if the sender is not authorized to fetch the requested UE configuration document(s), shall respond with a CoAP 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SCM-C according to procedures specified in IETF RFC 7252 [12];
c)	shall check if the resource exists for the given VAL service, and:
1)	if the resource does not exist, shall return a 4.04 (Not found) response and skip rest of the steps; and
d)	shall return a 2.05 (Content) response including all the UE configuration documents found for the given values of the query parameters defined in table C.3.1.2.2.3.1-1.
Upon reception of an CoAP GET request where the CoAP URI of the request identifies Individual UE Configuration resource as described in Annex C.3.1.2.3.3.1, the SCM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.2, and:
1)	if the sender is not authorized to fetch the requested UE configuration document, shall respond with a CoAP 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SCM-C according to procedures specified in IETF RFC 7252 [12]; and
c)	shall check if the resource pointed at by the CoAP URI exists and:
1)	if it exists, shall return the UE configuration document in a 2.05 (Content) response; or
2)	otherwise, shall return a 4.04 (Not found) response.

*****************Change 7************************
[bookmark: _Toc114863621]6.2.4.4	SCM server CoAP procedure
Upon reception of an CoAP GET request where the CoAP URI of the request identifies User Profiles resource as described in Annex C.2.1.2.2.3.1, the SCM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.2, and:
1)	if the identity of the sender of the received CoAP GET request is not authorized to fetch requested user profile document(s), shall respond with a CoAP 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SCM-C according to procedures specified in IETF RFC 7252 [12]; and
c)	shall check if the resource exists for the given VAL service, and:
1)	if the resource does not exist, shall return a 4.04 (Not found) response and skip rest of the steps;
d)	shall return a 2.05 (Content) response including all the user profile documents found for the given VAL user or VAL UE given in the query parameter.
Upon reception of an CoAP GET request where the CoAP URI of the request identifies Individual User Profile resource as described in Annex C.2.1.2.3.3.1, the SCM-S:
a)	shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.2, and:
1)	if the identity of the sender of the received CoAP GET request is not authorized to fetch requested user profile document, shall respond with a CoAP 4.03 (Forbidden) response to the CoAP GET request and skip rest of the steps;
b)	shall support handling a CoAP GET request from a SCM-C according to procedures specified in IETF RFC 7252 [12]; and
c)	shall check if the resource pointed at by the CoAP URI exists and:
1)	if it exists, shall return the user profile document in the 2.05 (Content) response; or
2)	otherwise, shall return a 4.04 (Not found) response.

*****************Change 8************************

[bookmark: _Toc114863626]6.2.5.4	SCM server CoAP procedure
Upon reception of an CoAP PUT request where the CoAP URI of the request identifies Individual User Profile resource as described in Annex C.2.1.2.3.3.2, the SCM-S:
a)	shall determine the identity of the sender of the received CoAP PUT request as specified in clause 6.2.1.2, and:
1)	if the identity of the sender of the received CoAP PUT request is not authorized to update requested user profile document(s), shall respond with a CoAP 4.03 (Forbidden) response to the CoAP PUT request and skip rest of the steps;
b)	shall support handling an CoAP PUT request from a SCM-C according to procedures specified in IETF RFC 7252  [12]; and
c)	shall replace the user profile documents pointed at by the CoAP URI with the "ProfileDoc" received in the request.
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