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	Reason for change:
	When the UE sends the CPSR message with CIoT user data, the AMF may not be able to forward the data due to lack of PDU session routing context as described by sub-bullet 1) shown below from section 5.6.1.8:

“g)	CONTROL PLANE SERVICE REQUEST message received with the Data type field indicates "control plane user data" in the CIoT small data container IE or received with Payload container type IE set to "CIoT user data container" and:
1)	the AMF does not have a PDU session routing context for the PDU session ID and the UE; or
2)	the AMF unsuccessfully attempted to forward the user data container and the PDU session ID,
then the AMF may send back to the UE the CIoT user data container or control plane user data which was not forwarded as specified in subclause 5.4.5.3.1 case l1) or case l2).”

The following problem has been detected. Per the above, the AMF *may* send back the CIoT user data which was not forwarded using the DL NAS TRANSPORT message:
i) Assume the AMF does not send the DL NAS TRANSPORT to the UE. At the UE, the Service Accept message will be received but the UE will not be aware of the failure to forward the CIoT data at the AMF. The UE therefore assumes that the data was successfully forwarded. The upper layers don’t get any notificaiton and as such will also falsely conclude that the data has been successfully sent and therefore discard the data as there is no awareness about the failed transmission. This issue may continue for subsequent transmissions especially becoming problematic for UEs which send 1 data packet periodically. This leads to consistent failure with no awareness in the UE or the appliation layers.
ii) if the AMF indeed sends the DL NAS TRANSPORT message with the CIoT data which was not forwarded, but the AMF has already sent the Service Accept message, then the same issue occurs. The reception of Service Accept can already lead to the UE concluding that the data was successfully sent and the application layer may have already received this indicaiton locally.

Therefore, the issue needs to be resolved so as to avoid the scenario in which the UE and application layers think that the data was successfully sent whereas that is not the case.


	
	

	Summary of change:
	For the identified scenario (bullet g1 quoted above in section 5.6.1.8), the AMF should send the PDU session status IE in the Service Accept message and set the PDU session ID bit to indicate that the PDU session is inactive.

For the UE, clarify that if the Service Accept is received with the PDU session status IE indicating that a PDU session is inactive and the associated PDU session ID is the same that the UE had used in a CPSR message to send CIoT user data, then the UE considers that the data was not successfully sent and informs the 5GSM entity about the failure.

	
	

	Consequences if not approved:
	For the existing abnormal case, the UE erroneously thinks that the CIoT data was successfully sent when this is not the case. The application layers discard the contents without any indication of the failure which leads to overall failure in communication and hence negatively impacts CIoT data transfer.
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****** START CHANGES ******
[bookmark: _Toc27746818][bookmark: _Toc36213000][bookmark: _Toc36657177][bookmark: _Toc45286841][bookmark: _Toc51948110][bookmark: _Toc51949202][bookmark: _Toc114476380]5.6.1.4.2	UE is using 5GS services with control plane CIoT 5GS optimization
For case a in subclause 5.6.1.1, upon receipt of the CONTROL PLANE SERVICE REQUEST message with Control plane service type indicating "mobile terminating request", after completion of the 5GMM common procedures (if initiated) according to subclause 5.6.1.3, the AMF shall send a SERVICE ACCEPT message.
For cases c, d and m in subclause 5.6.1.1, upon receipt of the CONTROL PLANE SERVICE REQUEST message with Control plane service type indicating "mobile originating request", after completion of the 5GMM common procedures (if initiated) according to subclause 5.6.1.3, the AMF shall send a SERVICE ACCEPT message, except for case d when the DDX field of the Release assistance indication IE or the DDX field of the CIoT small data container IE indicates "No further uplink and no further downlink data transmission subsequent to the uplink data transmission is expected".
For case a, c and d:
a)	if the CIoT small data container IE is included in the message, the AMF shall decipher the value part of the CIoT small data container IE and:
1)	if the Data type field indicates "control plane user data", extract the PDU session ID and data content from the CIoT small data container IE, look up a PDU session routing context for the UE and the PDU session ID, and forward the content of the CIoT small data container IE to the SMF associated with the UE;
2)	if the Data type field indicates "SMS", forward the content of the CIoT small data container IE to the SMSF associated with the UE; or
3)	if the Data type field indicates "Location services message container", and if
i)	length of additional information field in the CIoT small data container IE is zero, forward the value of Data type field and the content of the CIoT small data container IE to the to the location services application; or
ii)	otherwise forward the value of Data type field and the content of the CIoT small data container IE to the LMF associated with the routing information that is included in the additional information field of the CIoT small data container IE; or
NOTE 1:	If the AMF determines there is no pending data or signalling for the UE, the AMF provides an indication of control plane CIoT 5GS Optimisation to the LMF as specified in 3GPP TS 29.518 [20B].
b)	otherwise, the AMF shall decipher the value part of NAS message container IE and:
1)	if the Payload container IE is included in the CONTROL PLANE SERVICE REQUEST message and if the Payload container type IE is set to "CIoT user data container", the AMF shall look up a PDU session routing context for the UE and the PDU session ID, and forward the content of the Payload container IE to the SMF associated with the UE;
2)	if the Payload container IE is included in the CONTROL PLANE SERVICE REQUEST message and if the Payload container type IE is set to "SMS", the AMF shall forward the content of the Payload container IE to the SMSF associated with the UE;
3)	if the PDU session status IE is included in the CONTROL PLANE SERVICE REQUEST message or the AMF needs to perform a PDU session status synchronization, the AMF shall include a PDU session status IE in the SERVICE ACCEPT message to indicate which PDU sessions associated with the access type the SERVICE ACCEPT message is sent over are active in the AMF;
4)	if the Uplink data status IE is included in the CONTROL PLANE SERVICE REQUEST message and the UE is:
i)	not in NB-N1 mode; or
ii)	in NB-N1 mode and the UE does not indicate a request to have user-plane resources established for a number of PDU sessions that exceeds the UE's maximum number of supported user-plane resources;
	the AMF shall:
i)	indicate the SMF to re-establish the user-plane resources for the corresponding PDU sessions; and
ii)	include the PDU session reactivation result IE in the SERVICE ACCEPT message to indicate the user-plane resources re-establishment result of the PDU sessions for which the UE requested to re-establish the user-plane resources;
5)	if the Uplink data status IE is included in the CONTROL PLANE SERVICE REQUEST, the UE is in NB-N1 mode, and the UE indicates a request to have user-plane resources established for a number of PDU sessions that exceeds the UE's maximum number of supported user-plane resources, the AMF shall not indicate to the SMF to re-establish the user-plane resources for the corresponding PDU sessions; or
6)	otherwise, if the Payload container IE is included in the message and if the Payload container type IE is set to "Location services message container", the AMF shall forward the Payload container type and the content of the Payload container IE to the LMF associated with the routing information included in the Additional information IE of the CONTROL PLANE SERVICE REQUEST message.
NOTE 2:	If the AMF determines there is no pending data or signalling for the UE, the AMF provides an indication of control plane CIoT 5GS Optimisation to the LMF as specified in 3GPP TS 29.518 [20B].
For case k) in subclause 5.6.1.1, if the Uplink data status IE is included in the CONTROL PLANE SERVICE REQUEST message and the UE is:
a)	not in NB-N1 mode; or
b)	in NB-N1 mode and the UE does not indicate a request to have user-plane resources established for a number of PDU sessions that exceeds the UE's maximum number of supported user-plane resources,
the AMF shall:
a)	indicate the SMF to re-establish the user-plane resources for the corresponding PDU sessions; and
b)	include the PDU session reactivation result IE in the SERVICE ACCEPT message to indicate the user-plane resources re-establishment result of the PDU sessions for which the UE requested to re-establish the user-plane resources.
If the Allowed PDU session status IE is included in the CONTROL PLANE SERVICE REQUEST message, the AMF shall:
a)	for a 5GSM message from each SMF that has indicated pending downlink signalling only, forward the received 5GSM message via 3GPP access to the UE after the SERVICE ACCEPT message is sent;
b)	for each SMF that has indicated pending downlink data only:
1)	notify the SMF that reactivation of the user-plane resources for the corresponding PDU session(s) associated with non-3GPP access cannot be performed if the corresponding PDU session ID(s) are not indicated in the Allowed PDU session status IE; and
2)	notify the SMF that reactivation of the user-plane resources for the corresponding PDU session(s) associated with non-3GPP access can be performed if:
i)	for a UE not in NB-N1 mode, the corresponding PDU session ID(s) are indicated in the Allowed PDU session status IE; or
ii)	for a UE in NB-N1 mode, the corresponding PDU session ID(s) are indicated in the Allowed PDU session status IE and the resulting number of PDU sessions with established user-plane resources does not exceed the UE's maximum number of supported user-plane resources;
c)	for each SMF that have indicated pending downlink signalling and data:
1)	notify the SMF that reactivation of the user-plane resources for the corresponding PDU session(s) associated with non-3GPP access cannot be performed if the corresponding PDU session ID(s) are not indicated in the Allowed PDU session status IE;
2)	notify the SMF that reactivation of the user-plane resources for the corresponding PDU session(s) associated with non-3GPP access can be performed if:
i)	for a UE not in NB-N1 mode, the corresponding PDU session ID(s) are indicated in the Allowed PDU session status IE; or
ii)	for a UE in NB-N1 mode, the corresponding PDU session ID(s) are indicated in the Allowed PDU session status IE and the resulting number of PDU sessions with established user-plane resources does not exceed the UE's maximum number of supported user-plane resources; and
3)	discard the received 5GSM message for PDU session(s) associated with non-3GPP access; and
d)	include the PDU session reactivation result IE in the SERVICE ACCEPT message to indicate the successfully re-established user-plane resources for the corresponding PDU sessions, if any.
If the DDX field in the CIoT small data container IE or the DDX field of the Release assistance indication IE indicates:
1)	"No further uplink and no further downlink data transmission subsequent to the uplink data transmission is expected" and if there is no downlink signalling or downlink data for the UE; or
2)	"Only a single downlink data transmission and no further uplink data transmission subsequent to the uplink data transmission is expected" and upon subsequent delivery of the next received downlink data transmission to the UE and if there is no additional downlink signalling or downlink data for the UE,
the AMF initiates the release of the N1 NAS signalling connection (see 3GPP TS 23.502 [9]).
If the MUSIM UE does not include the Paging restriction IE in the CONTROL PLANE SERVICE REQUEST message, the AMF shall delete any stored paging restriction for the UE and stop restricting paging.
For case m in subclause 5.6.1.1 when the MUSIM UE sets the Request type to "NAS signalling connection release" in the CONTROL PLANE SERVICE REQUEST message, the AMF shall initiate the release of the N1 NAS signalling connection after the completion of the service request procedure.
For cases o and p in subclause 5.6.1.1 when the MUSIM UE sets the Request type to "NAS signalling connection release" or to "Rejection of paging" in the UE request type IE in the CONTROL PLANE SERVICE REQUEST message and if the UE requests restriction of paging by including the Paging restriction IE, the AMF:
-	if accepts the paging restriction, shall include the 5GS additional request result IE in the SERVICE ACCEPT message and set the Paging restriction decision to "paging restriction is accepted". The AMF shall store the paging restriction of the UE and enforce these restrictions in the paging procedure as described in clause 5.6.2; or
-	if rejects the paging restriction, shall include the 5GS additional request result IE in the SERVICE ACCEPT message and set the Paging restriction decision to "paging restriction is rejected", and shall discard the received paging restriction. The AMF shall delete any stored paging restriction for the UE and stop restricting paging; and
the AMF shall send the SERVICE ACCEPT message and initiate the release of the N1 NAS signalling connection as follows:
-	for case o in subclause 5.6.1.1, after the completion of the service request procedure;
-	for case p in subclause 5.6.1.1, after the completion of the generic UE configuration update procedure that is triggered after the completion of the service request procedure.
Upon successful completion of the procedure, the UE shall reset the service request attempt counter, stop the timer T3517 and enter the state 5GMM-REGISTERED.
If the PDU session status information element is included in the CONTROL PLANE SERVICE REQUEST message, then the AMF:
a)	shall perform a local release of all those PDU sessions which are not in 5GSM state PDU SESSION INACTIVE on the AMF side associated with the access type the CONTROL PLANE SERVICE REQUEST message is sent over, but are indicated by the UE as being inactive, and
b)	request the SMF to perform a local release of all those PDU sessions. If any of those PDU sessions is associated with one or more MBS sessions, the SMF shall consider the UE as removed from the associated MBS sessions.
If the PDU session status information element is included in the SERVICE ACCEPT message, then the UE shall perform a local release of all those PDU sessions which are not in 5GSM state PDU SESSION INACTIVE or PDU SESSION ACTIVE PENDING on the UE side associated with the 3GPP access but are indicated by the AMF as being inactive. If a locally released PDU session:
a)	 is associated with one or more MBS sessions, the UE shall locally leave the associated MBS sessions; or. 
b)	has the same PDU session identity value as that used by the UE in the CONTROL PLANE SERVICE REQUEST message, and the message contained CIoT user data, then the UE determines that the CIoT user data was not successfully sent. The UE informs the 5GSM entity that the CIoT user data was not successfully sent for the PDU session identity.
If the user-plane resources cannot be established for a PDU session, the AMF shall include the PDU session reactivation result IE in the SERVICE ACCEPT message indicating that user-plane resources for the corresponding PDU session cannot be re-established, and:
a)	if the user-plane resources cannot be established because the SMF indicated to the AMF that the UE is located out of the LADN service area (see 3GPP TS 29.502 [20A]), the AMF shall include the PDU session reactivation result error cause IE with the 5GMM cause set to #43 "LADN not available";
b)	if the user-plane resources cannot be established because the SMF indicated to the AMF that only prioritized services are allowed (see 3GPP TS 29.502 [20A]), the AMF shall include the PDU session reactivation result error cause IE with the 5GMM cause set to #28 "restricted service area"; or
c)	if the user-plane resources cannot be established because:
1)	the SMF indicated to the AMF that the resource is not available in the UPF (see 3GPP TS 29.502 [20A]); or
2)	the UE is in NB-N1 mode and the result will lead to user-plane resources established for more than two PDU sessions (see 3GPP TS 23.502 [9])
	the AMF shall include the PDU session reactivation result error cause IE with the 5GMM cause set to #92"insufficient user-plane resources for the PDU session":
NOTE 3:	For a UE that is not in NB-N1 mode, it is up to UE implementation when to re-send a request for user-plane re-establishment for the associated PDU session after receiving a PDU session reactivation result error cause IE with a 5GMM cause set to #92 "insufficient user-plane resources for the PDU session".
If the PDU session reactivation result IE is included in the SERVICE ACCEPT message indicating that the user-plane resources cannot be established for a PDU session that was requested by the UE in the Allowed PDU session status IE, the UE considers the corresponding PDU session to be associated with the non-3GPP access.
For case d) in subclause 5.6.1.1, the UE shall also treat the indication from the lower layers that the RRC connection has been released as successful completion of the procedure. The UE shall reset the service request attempt counter, stop the timer T3517 and enter the state 5GMM-REGISTERED.
Upon receipt of the CONTROL PLANE SERVICE REQUEST message with uplink data:
-	if the DDX field of the Release assistance indication IE or the DDX field of the CIoT small data container IE is set to "No further uplink and no further downlink data transmission subsequent to the uplink data transmission is expected" in the message;
-	if the AMF decides to forward the uplink data piggybacked in the CONTROL PLANE SERVICE REQUEST message; and
-	if the AMF decides to activate the congestion control for transport of user data via the control plane,
then the AMF shall send SERVICE ACCEPT message with the T3448 value IE included.
If the AMF decides to deactivate the congestion control for transport of user data via the control plane, then the AMF shall delete the stored control plane data back-off time for the UE and the AMF shall not include timer T3448 value IE in the SERVICE ACCEPT message.
If the T3448 value IE is present in the received SERVICE ACCEPT message and the value indicates that this timer is neither zero nor deactivated, the UE shall:
a)	stop timer T3448 if it is running;
b)	consider the transport of user data via the control plane as successful; and
c)	start timer T3448 with the value provided in the T3448 value IE.
If the UE is using 5GS services with control plane CIoT 5GS optimization, the T3448 value IE is present in the SERVICE ACCEPT message and the value indicates that this timer is either zero or deactivated, the UE shall ignore the T3448 value IE and proceed as if the T3448 value IE was not present.
If the UE in 5GMM-IDLE mode initiated the service request procedure by sending a CONTROL PLANE SERVICE REQUEST message and the SERVICE ACCEPT message does not include the T3448 value IE and if timer T3448 is running, then the UE shall stop timer T3448.
For case h) in subclause 5.6.1.1,
a)	the UE shall treat the indication from the lower layers when the UE has changed to S1 mode as successful completion of the procedure and stop timer T3517;
b)	if a UE operating in single-registration mode has changed to S1 mode, it shall disable the N1 mode capability for 3GPP access (see subclause 4.9.2); and
c)	the AMF shall not check for CAG restrictions.
If the CONTROL PLANE SERVICE REQUEST message is for emergency services fallback, the AMF triggers the emergency services fallback procedure as specified in subclause 4.13.4.2 of 3GPP TS 23.502 [9].

****** NEXT CHANGE ******
[bookmark: _Toc27746822][bookmark: _Toc36213004][bookmark: _Toc36657181][bookmark: _Toc45286845][bookmark: _Toc51948114][bookmark: _Toc51949206][bookmark: _Toc114476385]5.6.1.8	Abnormal cases on the network side
The following abnormal cases can be identified:
a)	Lower layer failure.
	If a lower layer failure occurs before a SERVICE REJECT message has been sent to the UE or the service request procedure has been completed by the AMF, the AMF enters/stays in 5GMM-IDLE.
b)	Protocol error.
	If the SERVICE REQUEST message or the CONTROL PLANE SERVICE REQUEST message is received with a protocol error, the AMF shall return a SERVICE REJECT message with one of the following 5GMM cause values:
#96	invalid mandatory information;
#99	information element non-existent or not implemented;
#100	conditional IE error; or
#111	protocol error, unspecified.
	The AMF stays in the current 5GMM mode.
c)	More than one SERVICE REQUEST message or CONTROL PLANE SERVICE REQUEST message received before the procedure has been completed (i.e., before SERVICE REJECT message has been sent or service request procedure has been completed).
-	If one or more of the information elements in the SERVICE REQUEST message or CONTROL PLANE SERVICE REQUEST message differs from the ones received within the previous SERVICE REQUEST message or CONTROL PLANE SERVICE REQUEST message, the previously initiated service request procedure shall be aborted, and the new service request procedure shall be progressed;
-	If the information elements do not differ, then the AMF shall continue with the previous service request procedure and shall not treat any further this SERVICE REQUEST message or this CONTROL PLANE SERVICE REQUEST message.
d)	REGISTRATION REQUEST message received with "initial registration" or "emergency registration" in the 5GS registration type IE before a SERVICE REJECT message has been sent or the service request procedure has been completed.
	If a REGISTRATION REQUEST message with "initial registration" or "emergency registration" in the 5GS registration type IE is received and the service request procedure has not been completed or a SERVICE REJECT message has not been sent, the AMF may initiate the 5GMM common procedures, e.g. the primary authentication and key agreement procedure. The AMF may e.g. after a successful primary authentication and key agreement procedure execution, abort the service request procedure, delete the 5GMM context, indicate towards the SMF that the 5GMM context has been deleted and progress the new REGISTRATION REQUEST message.
e)	REGISTRATION REQUEST message received with "mobility registration updating" or "periodic registration updating" in the 5GS registration type IE received before the service request procedure has been completed or a SERVICE REJECT message has been sent.
	If a REGISTRATION REQUEST message with "mobility registration updating" or "periodic registration updating" in the 5GS registration type IE is received and the service request procedure has not been completed or a SERVICE REJECT message has not been sent, the AMF may initiate the 5GMM common procedures, e.g. the primary authentication and key agreement procedure. The AMF may e.g. after a successful primary authentication and key agreement procedure execution, abort the service request procedure and progress the new REGISTRATION REQUEST message.
f)	If a CONTROL PLANE SERVICE REQUEST message with Control plane service type indicating "mobile originating request" is received after the AMF initiated a paging procedure, the AMF shall treat this CONTROL PLANE SERVICE REQUEST as a paging response and handle the message according to subclauses 5.6.1.4 and 5.6.1.5.
g)	CONTROL PLANE SERVICE REQUEST message received with the Data type field indicates "control plane user data" in the CIoT small data container IE or received with Payload container type IE set to "CIoT user data container" and:
1)	the AMF does not have a PDU session routing context for the PDU session ID and the UE; or
2)	the AMF unsuccessfully attempted to forward the user data container and the PDU session ID,
	then the AMF may send back to the UE the CIoT user data container or control plane user data which was not forwarded as specified in subclause 5.4.5.3.1 case l1) or case l2). Additionally, for bullet 1) above, when sending the SERVICE ACCEPT message the AMF shall include the PDU session status IE and set the bit corresponding to the received PDU session ID to indicate that the PDU session is inactive.
h)	Based on operator policy, if the service request from a UE not supporting CAG is rejected due to CAG restrictions, the network shall reject the service request with a 5GMM cause value other than the 5GMM cause #76 (Not authorized for this CAG or authorized for CAG cells only).
NOTE:	5GMM cause #7 (5GS services not allowed), 5GMM cause #11 (PLMN not allowed), 5GMM cause #27 (N1 mode not allowed), 5GMM cause #73 (Serving network not authorized) can be used depending on the subscription of the UE and whether the UE roams or not.

****** END CHANGES ******

