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	Reason for change:
	1) In TS 33.503, clause 6.3:
Security procedure over User Plane: 
The 5G ProSe UE-to-Network Relay shall derive the session key (KNRP-SESS) from KNRP and then derive the confidentiality key (NRPEK) (if applicable) and integrity key (NRPIK) based on the PC5 security policies as specified in TS 33.536 [6].
Security procedure over Control Plane: 
When receiving a KNR_ProSe from the AUSF of the 5G ProSe Remote UE via the AMF of the 5G ProSe UE-to-Network Relay, the 5G ProSe UE-to-Network Relay derives PC5 session key Krelay-sess and confidentiality key Krelay-enc (if applicable) and integrity key Krelay-int from KNR_ProSe, as defined in clause 6.3.3.3.3 of the present document.

Conclusion:
5G ProSe direct signalling messages are integrity protected and ciphered (if applicable)

2) In TS 24.554: the configuration of UE PC5 unicast user plane security protection is based on the agreed user plane security policy, as specified in 3GPP TS 33.503. And according to TS 33.503, the PC5 security policy is specified in TS 33.536.
[bookmark: _Toc42179139]In TS 33.536, 5.3.3.1.4.2.3	Security policy handling
For a NR PC5 unicast link, the UE shall be provisioned with the following:
-	The list of V2X services, e.g. PSIDs or ITS-AIDs of the V2X applications, with Geographical Area(s) and their security policy which indicates the following:
-	Signalling integrity protection: REQUIRED/PREFERRED/NOT NEEDED
-	Signalling confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
-	User plane integrity protection: REQUIRED/PREFERRED/NOT NEEDED
-	User plane confidentiality protection: REQUIRED/PREFERRED/NOT NEEDED
……
Conclusion:
[bookmark: OLE_LINK17][bookmark: OLE_LINK19]Table 11.3.18.1(Configuration of UE PC5 unicast user plane security protection information element)should use “REQUIRED/PREFERRED/NOT NEEDED”, seem as Table 11.3.12.1(UE PC5 unicast signalling security policy information element) instead of “Off/Off or On/On”.

	
	

	Summary of change:
	1)Correct that It’s optional that 5G ProSe direct signalling messages are ciphered.
2)Change the coding of the configuration of UE PC5 unicast user plane security protection IE to represent “REQUIRED/PREFERRED/NOT NEEDED”.

	
	

	Consequences if not approved:
	1) It’s mandatory that 5G ProSe direct signalling messages are ciphered.
2) TS 24.554 and TS 33.536 have inconsistent descriptions of user plane security policies
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* * * First Change * * * *
[bookmark: _Toc34388637][bookmark: _Toc34404408][bookmark: _Toc45282237][bookmark: _Toc45882623][bookmark: _Toc51951173][bookmark: _Toc59208927][bookmark: _Toc75734766][bookmark: _Toc82772103][bookmark: _Toc114844993][bookmark: _Toc59209237][bookmark: _Toc59208966][bookmark: _Toc51951210][bookmark: _Toc45882660][bookmark: _Toc45282274][bookmark: _Toc106698304]7.2.10.1	General
The 5G ProSe direct link security mode control procedure is used to establish security between two UEs during a 5G ProSe direct link establishment procedure or a 5G ProSe direct link re-keying procedure. Security is not established if the UE PC5 signalling integrity protection is not activated. After successful completion of the 5G ProSe direct link security mode control procedure, the selected security algorithms and their non-null associate keys are used to integrity protect and cipher (if applicable) all PC5 signalling messages exchanged over this 5G ProSe direct link between the UEs and the security context can be used to protect all PC5 user plane data exchanged over this 5G ProSe direct link between the UEs. The UE sending the PROSE DIRECT LINK SECURITY MODE COMMAND message is called the "initiating UE" and the other UE is called the "target UE".

* * * next change * * *
[bookmark: _Toc114845383]11.3.18	Configuration of UE PC5 unicast user plane security protection
The purpose of the configuration of UE PC5 unicast user plane security protection information element is to indicate the agreed configuration for security protection of PC5 user plane data between UEs over the 5G ProSe direct link.
The configuration of UE PC5 unicast user plane security protection is a type 3 information element with a length of 2 octets.
The configuration of UE PC5 unicast user plane security protection information element is coded as shown in figure 11.3.18.1 and table 11.3.18.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	configuration of UE PC5 unicast user plane security protection IEI
	octet 1

	0
spare
	User plane ciphering configuration
	0
spare
	User plane integrity protection configuration
	octet 2


Figure 11.3.18.1: Configuration of UE PC5 unicast user plane security protection information element
Table 11.3.18.1: Configuration of UE PC5 unicast user plane security protection information element
	User plane integrity protection configuration (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	User plane integrity protection not neededOff

	0
	0
	1
	
	User plane integrity protection preferredOff or On

	0
	1
	0
	
	User plane integrity protection requiredOn

	0
	1
	1
	
	

		to	Spare

	1
	1
	0
	
	

	1
	1
	1
	
	Reserved

	[bookmark: MCCQCTEMPBM_00000063]

	User plane ciphering configuration (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	User plane ciphering not neededOff

	0
	0
	1
	
	User plane ciphering preferredOff or On

	0
	1
	0
	
	User plane ciphering requiredOn

	0
	1
	1
	
	

		to	Spare

	1
	1
	0
	
	

	1
	1
	1
	
	Reserved

	[bookmark: MCCQCTEMPBM_00000064]

	Bit 4 and 8 of octet 2 are spare and shall be coded as zero.

	[bookmark: MCCQCTEMPBM_00000065]



* * * End of changes * * *
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