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7.2.3.6
Abnormal cases
7.2.3.6.1
Abnormal cases at the initiating UE

The following abnormal cases can be identified:

a)
If timer T5081 expires, the initiating UE shall retransmit the PROSE DIRECT LINK MODIFICATION REQUEST message and restart timer T5081. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the 5G ProSe direct link modification procedure and may notify the upper layer that the target UE is unreachable.

NOTE 1:
The maximum number of allowed retransmissions is UE implementation specific.

NOTE 2:
After reaching the maximum number of allowed retransmissions, whether the initiating UE releases this 5G ProSe direct link depends on its implementation.

b)
For the same 5G ProSe direct link, if the initiating UE receives a PROSE DIRECT LINK RELEASE REQUEST message after the initiation of UE-requested 5G ProSe direct link modification procedure, the initiating UE shall stop the timer T5081 and abort the 5G ProSe direct link modification procedure and proceed with the 5G ProSe direct link release procedure.
c)
For the same 5G ProSe direct link, if the initiating UE receives a PROSE DIRECT LINK MODIFICATION REQUEST message during the 5G ProSe direct link modification procedure, the initiating UE shall stop the timer T5081 and abort the 5G ProSe direct link modification procedure. Following handling is implementation dependent, e.g., the initiating UE waits for an implementation dependent time for initiating a new 5G ProSe direct link modification procedure, if still needed.
NOTE 3:
The implementation dependent timer value needs to be set to avoid further collisions (e.g., random timer value).

7.2.3.6.2
Abnormal cases at the target UE
The following abnormal cases can be identified:

a)
For the same 5G ProSe direct link, if the target UE receives a PROSE DIRECT LINK RELEASE REQUEST message during the 5G ProSe direct link modification procedure, the target UE shall stop all running timers for this 5G ProSe direct link, abort the 5G ProSe direct link modification procedure and proceed with the 5G ProSe direct link release procedure.
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7.2.4.7.1
Abnormal cases at the initiating UE

The following abnormal cases can be identified:

a)
If timer T5082 expires, the initiating UE shall retransmit the PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST message and restart timer T5082. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the 5G ProSe direct link identifier update procedure and may notify the upper layer that the target UE is unreachable.

NOTE 1:
The maximum number of allowed retransmissions is UE implementation specific.

NOTE 2:
After reaching the maximum number of allowed retransmissions, whether the initiating UE releases this 5G ProSe direct link depends on its implementation.

b)
For the same 5G ProSe direct link, if the initiating UE receives a PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST message during the 5G ProSe direct link identifier update procedure, the initiating UE shall stop the timer T5082 and abort the 5G ProSe direct link identifier update procedure. Following handling is implementation dependent, e.g., the initiating UE waits for an implementation dependent time for initiating a new 5G ProSe direct link identifier update procedure, if still needed.

NOTE 3:
The implementation dependent timer value needs to be set to avoid further collisions (e.g., random timer value).
c)
For the same 5G ProSe direct link, if the initiating UE receives a PROSE DIRECT LINK REKEYING REQUEST message after initiating the 5G ProSe direct link identifier update procedure, the initiating UE shall ignore the PROSE DIRECT LINK REKEYING REQUEST message and proceed with the 5G ProSe direct link identifier update procedure.

d)
For the same 5G ProSe direct link, if the initiating UE receives a PROSE DIRECT LINK RELEASE REQUEST message after the initiation of 5G ProSe direct link identifier update procedure, the initiating UE shall stop the timer T5082 and abort the 5G ProSe direct link identifier update procedure and proceed with the 5G ProSe direct link release procedure.
e)
After sending the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message to the target UE, if another PROSE DIRECT LINK IDENTIFIER UPDATE ACCEPT message from the target UE is received before the traffic from the target UE with the new layer-2 IDs is received, the initiating UE shall retransmit the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message along with the initiating UE's old layer-2 ID and the target UE's old layer-2 ID.

NOTE 4:
It is up to implementation to handle the failure of traffic delivery for new layer-2 IDs if such traffic has been sent before the initiating UE retransmits the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message.

f)
After sending the PROSE DIRECT LINK IDENTIFIER UPDATE ACK message to the target UE, if the initiating UE keeps receiving traffic from the target UE with the old layer-2 IDs and traffic from the target UE with the new layer-2 IDs is not received during an implementation specific time which is greater than the value of timer T5083, the initiating UE shall abort the 5G ProSe direct link identifier update procedure and may release the 5G ProSe direct link.
7.2.4.7.2
Abnormal cases at the target UE

The following abnormal cases can be identified:

a)
If timer T5083 expires, the target UE shall retransmit the PROSE DIRECT LINK IDENTIFIER UPDATE ACCEPT message and restart timer T5083. After reaching the maximum number of allowed retransmissions, the target UE shall abort the 5G ProSe direct link identifier update procedure and may notify the upper layer that the initiating UE is unreachable.

NOTE 1:
The maximum number of allowed retransmissions is UE implementation specific.

NOTE 2:
After reaching the maximum number of allowed retransmissions, whether the target UE releases this 5G ProSe direct link depends on its implementation.
b)
If PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST is received when the timer T5083 is running, the target UE shall stop the timer T5083 and abort the ongoing 5G ProSe direct link identifier update procedure. The target UE shall handle the new PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST as specified in clause 7.2.4.3.



c)
For the same 5G ProSe direct link, if the target UE receives a PROSE DIRECT LINK RELEASE REQUEST message during the 5G ProSe direct link identifier update procedure, the target UE shall stop the timer T5083,  abort the 5G ProSe direct link identifier update procedure and proceed with the 5G ProSe direct link release procedure.
	Next Modified Section


7.2.10.6.1
Abnormal cases at the initiating UE

a)
Timer T5089 expires.


The initiating UE shall retransmit the PROSE DIRECT LINK SECURITY MODE COMMAND message and restart timer T5089. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the 5G ProSe direct link security mode control procedure, shall provide an indication to the lower layer of deactivation of the 5G ProSe direct security protection and deletion of security context for the 5G ProSe direct link, if applicable and shall abort the ongoing procedure that triggered the initiation of the 5G ProSe direct link security mode control procedure.

NOTE 1:
The maximum number of allowed retransmissions is UE implementation specific.

b)
The need to use this 5G ProSe direct link no longer exists before the 5G ProSe direct link security mode control procedure is completed.


The initiating UE shall abort the procedure, shall provide an indication to the lower layer of deactivation of the 5G ProSe direct security protection and deletion of security context for the 5G ProSe direct link, if applicable and shall abort the ongoing procedure that triggered the initiation of the 5G ProSe direct link security mode control procedure.
c)
If PROSE DIRECT LINK MODIFICATION REQUEST message or PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST message is received when the timer T5089 is running, the initiating UE shall discard the PROSE DIRECT LINK MODIFICATION REQUEST message or PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST message.
d)
If PROSE DIRECT LINK RELEASE REQUEST message is received when the timer T5089 is running, the initiating UE shall stop the timer T5089, abort the 5G ProSe direct link security mode control procedure and proceed with the 5G ProSe direct link release procedure.
NOTE 2:

The abnormal cases as described in bullet c) or d) only happen when the 5G ProSe direct link security mode control procedure is used to establish security between two UEs during a 5G ProSe direct link re-keying procedure.
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7.2.12.7.1
Abnormal cases at the initiating UE

a)
Timer T5092 expires.


The initiating UE shall retransmit the PROSE DIRECT LINK AUTHENTICATION REQUEST message and restart timer T5092. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the 5G ProSe direct link authentication procedure and shall abort the ongoing procedure that triggered the initiation of the 5G ProSe direct link authentication procedure.

NOTE 1:

The maximum number of allowed retransmissions is UE implementation specific.

b)
The need to use this 5G ProSe direct link no longer exists before the 5G ProSe direct link authentication procedure is completed.


The initiating UE shall abort the 5G ProSe direct link authentication procedure and shall abort the ongoing procedure that triggered the initiation of the 5G ProSe direct link authentication procedure.
c) For the same 5G ProSe direct link, if the initiating UE receives a PROSE DIRECT LINK RELEASE REQUEST message during the 5G ProSe direct link authentication procedure, the initiating UE shall stop all running timers for this 5G ProSe direct link, abort the 5G ProSe direct link authentication procedure and proceed with the 5G ProSe direct link release procedure.
NOTE 2:
The abnormal cases as described in bullet c) only happens when the 5G ProSe direct link authentication procedure is used to perform mutual authentication of UEs during a 5G ProSe direct link re-keying procedure.
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