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Attachments:	


1. Overall Description:
SA3 thanks CT4 for the LS on Clarification on MBS Security Keys. SA3 would like to provide following response.

Question 1: Are (or can) MSK and MTK delivered simultaneously when using Control Plane procedure?
Answer 1:  Yes.
Question 2: If the answer to Question 1 is Yes, is it a potential security flaw that the key which is used to protect MTK is delivered along with it?
Answer 2:  No. The primary use of MSK is to protect the delivery of updated MTK using MIKEY over UDP in the multicast channel.
Question 3: How is following scenario handled:
· MSK lifetime expires in MBSTF
· MBSTF requests and receives updated MSK from MBSF
· MBSF forwards updated MSK to the UE via MB-SMF
· MBSTF generates and distributes new MTK to MBSF
· MBSF forwards updated MTK to the UE via MB-SMF or MBSTF sends MTK to the UE using MIKEY over UDP
At this moment, how does UE know as to "when" to start using the new MSK/MTK? Is there a possibility that MBSTF starts using updated MTK sooner than UE?
Answer 3:  In order to determine which MSK/MTK was used to protect the data, key identification information is included with the protected data. The key identification information will uniquely identify the MSK and MTK. Observe that updated MTK can be delivered directly to UEs using MIKEY over UDP. MSK and MTK are provided to the UE via MB-SMF only when the UE initially joins the session.
Question 4: Can security for an MBS session be disabled when it was enabled before, and vice versa, when the MBS Session is active or when the MBS Session is inactive?
Answer 4:  More discussion is needed for this question. SA3 will inform CT4 when the conclusion is reached.

2. Actions:
To CT4
ACTION: 	CT4 is kindly requested to take the above information into account.

3. Date of Next TSG-SA WG3 Meetings:
SA3#107-bis-e	27 June - 1 July 2022	electronic meeting
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