
3GPP TSG-CT WG1 Meeting #137-e
C1-225040
E-Meeting, 18th – 26th August 2022

Source:

Nokia, Nokia Shanghai Bell
Title:

Discussion on implementation of service-level AA and its use in UUAA and C2 authorization
Agenda item:

17.2.17
Document for:

Information
Work Item / Release:
ID_UAS / Rel-17
1.
Introduction

As part of ID_UAS workitem a generic mechanism has been designed for service-level authentication and authorization (AA) such that it can be reused for any type of service. For this purpose, a generic procedure was specified as per clause 6.3.1A of TS 24.501.

The AA is performed by an external DN-entity and applies to the service. The upper layers of the UE and the DN AA server exchange a container of information transparently via the SMF. A characteristic such example is UUAA for UAS services, with the DN AA Server being the USS. The same procedure could be also used for C2 authorization or for performing both UUAA and C2 authorization in one shot.
In CT1#136e it was proposed by C1-224251 that an indication of the type of the service-level-AA payload may be added, such that the SMF and the UE can easily identify the exact service for which AA is to be performed. The interested reader may consider discussion paper C1-223905 for an analysis of the potential problems arising from mandating the inclusion of Type.
To the best of our knowledge no other stage-2 or stage-3 group has specified such a Type indication. Thus, based on current specs this Type indication, if provided, can only be understood by the UE and the SMF. For this purpose, CT4 has asked SA2 for clarifications via the LS on UAV authorization container (C4-223513).
This paper provides an analysis of the situation and counter-proposals aligned with stage-2 and other stage-3 groups specs.

2.
Analysis of need for service type indication in UAS container
As defined in clause 3.1 of TS 23.256, the UAS container is "a transparent container to the 3GPP system that includes UUAA Aviation/Authorization Payload and/or C2 Aviation/Authorization Payload". Thus, the same container can be used for both UUAA and C2. None of the 3GPP entities, e.g. UE and SMF, has to be able to understand whether the container contains only a UUAA payload, or only a C2 payload or both.
C1-224251 introduced the new requirement that the SMF and the UE may set the service-level-AA payload type in the Service-level-AA container IE, i.e. they need to understand the type of service for which AA is being performed. 

"In case of UUAA, the SMF may also set the service-level-AA payload type in the Service-level-AA container IE of the SERVICE-LEVEL AUTHENTICATION COMMAND message to "UUAA payload". "

However, the SMF does not use of this information in any step of the UUAA procedure. As per CT3/CT4 specifications this type will never be forwarded towards the USS. Finally, the use of "may" clearly indicates that this is optional, will not to be used anywhere, and the very same result will be achieved with or without it.
The same analysis applies to the opposite direction, where the UE simply pushes any received payload to the upper layers. Based on the proposed change the UE would have to understand the service/payload type.

Observation 1: Based on current requirements, there is no reason for setting the payload type when performing Service-level AA.

Since the payload type is not actually used in any part of the AA procedure it is proposed to capture it implicitly without any indication. This would ensure that the same basic AA mechanism can be used by any service.
Proposal 1: The Service-level authentication and authorization procedure of 6.3.1A shall remain agnostic to the service performing the AA.
Proposal 2: UUAA shall simply reuse the Service-level authentication and authorization procedure of 6.3.1A without any explicit Type indication.

The necessary changes to address this issue are captured in C1-225041.

3.
Analysis of differences of UUAA and C2 authorization procedures
TS 23.256 specifies for UUAA and C2 authorization respectively:

"5.2.3.2
USS UAV Authorization/Authentication (UUAA) during the PDU Session Establishment
The USS UAV Authorization/Authentication (UUAA) is triggered by the SMF during the PDU Session Establishment, specified in TS 23.502 [3], clause 4.3.2.2 and additionally based on the SM subscription data obtained from UDM, and the Service Level Device Identity provided by the UE in the PDU Session establishment request."
and

"5.2.5.2.1
C2 Authorization request during UUAA-SM procedure in 5GS
If C2 authorization is requested during the UUAA-SM procedure the procedure described in clause 5.2.3.2 takes place with the following additions:
-
In Step 0, the UE includes pairing information (if available) in a C2 Aviation Payload. which is forwarded further to the USS;…"

From a 5GC point of view, the two procedures are identical. In both cases, the SMF invokes Nnef_Authentication_AuthenticateAuthorize service operation including the Service Level Device Identity and the UAS container provided by the UE. 
Observation 2: The very same procedure shall be executed independently of whether it is for UUAA or C2 authorization.
Proposal 3: Avoid the use of explicit C2 type indication to enable reuse of the same procedures independent of the type of authorization performed, i.e., regarding UAS services independently of whether the exchange is for only UUAA, C2 authorization or for both.

The necessary changes to address this issue are captured in C1-225042.
4.
Stage-3 misalignment on Service-level-AA response 

Although the case of both UUAA and C2 authorization being performed via a single operation is not explicitly captured in stage-2, it is straightforward that the very same actions are expected by the SMF in all cases. For example, the SMF does not need to understand if the authorization data sent from USS/UTM to the UE contain C2 related data or UAV authorization related data or both.

From the above we can summarize that only the following need to be understood by 5GC:

1) the DN AA server address;
2) the service-level device ID;

3) the operation result;
Any other UAS-specific info can be included by the USS/UTM or by the upper layers of the UE supporting UAS services within the UAS container.

Since the SMF is unaware of the purpose of the exchanged service-level AA container, the operation result needs only to indicate the successful termination of the procedure and not whether each of the UUAA or C2 authorization has been successful. 
Notice that the corresponding stage-2 requirement in TS 23.256 
"5.
The UAS NF/NEF confirms the successful Authentication/Authorization of the PDU Session. The UAS NF/NEF stores the UUAA result together with the GPSI. UAS NF/NEF forwards the Authentication/Authorization result, a Service Level Device Identity containing the authorized CAA-Level UAV ID and the Authorization Data (i.e. the UUAA Authorization Payload), if received from the USS, to the SMF."

has been implemented in stage-3 TS 29.255 and TS29.256 (CT3 and CT4 responsibility, respectively) as a single bit Authorization Result, which captures only the success or failure of the operation, independently of whether this was for UUAA only, C2 authorization only or for both. It is expected that the result of each authorization is communicated with means outside the scope of 3GPP with the UAS container payload.
The interested reader may consider the following pointers. 
As per TS 29.256 (CT4):

· In case of successful A&A, the result "AUTH_SUCCESS" (encoded as enum in cl 6.1.6.3.3) is sent in avAuthResponse data structure (defined in cl 6.1.6.2.4). 
· In case of failed A&A, the application failure cause “AUTHENTICATION_FAILURE” (defined in cl 6.1.7.3) is sent in ProblemDetails in 4XX response (403 Forbidden, as defined in cl 6.1.3.2.3.1)
As per TS 29.256 (CT4)
· In case of successful A&A, the result “AUTH_SUCCESS” (encoded as enum in cl 5.1.6.3.3) is sent in UAVAuthResponse data structure (defined in cl 5.1.6.2.4).

· In case of failed A&A, the application failure cause “FAILED_AUTH” (defined in cl 5.1.7.2) is sent in ProblemDetails in 4XX response (403 Forbidden, as defined in cl 5.1.4.2.2.)

Concluding, the SMF has no means to identify the result of each of the authentications in a UAS container that carries both AA and C2 payload and hence shall only handle the result of the operation without any details on the exact service authentication being performed.
Proposal 4: Simplify the result indication to capture only the operation success or failure.
This change has not been implemented due to the pending SA2 response to the CT4 LS.
5.
Conclusion
From the analysis above, it becomes evident that limiting a generic procedure to be service-specific has clear drawbacks, is not compatible with stage-2 requirements and stage-3 implementation of CT3/CT4 related interfaces and hence should be avoided. Instead, it is proposed to make the corresponding UUAA and C2 procedures reuse the same generic AA mechanism as per the submitted contributions C1-225041- C1-225043.

