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	Reason for change:
	Multiple corrections and adjustments are needed in the MBS Security container, as following:

(1)
From the LS C1-224513/S3-221155 sent by SA3 WG, it is clear that the MBS security keys are delivered to the UE as a list of keys, i.e., there are multiple MSKs and multiple MTKs delivered to the UE (and their corresponding IDs) for the same MBS session. This is in fact is inline with what is mentioned in TS 33.246, e.g., in the example given in Annex I, and also in clause 6.3.2.1A which states the following:

The UE shall receive the following information via the User Service Discovery / Announcement procedures if protection of the MBMS User Service is applied:
…
-	Identifiers of the MSKs needed for the User Service.
	For each MSK, the identifiers that shall be included are Key Domain ID and MSK ID. The Key Number part of each MSK ID shall be set to 0x0 to denote the current MSK. The Key Number values in the Service Announcement shall be ignored by the UE, since they may change over time and Key Group part of MSK ID is sufficient to identify the MSKs, see clause 6.3.2.1.
-	Mapping information how the MSKs are used to protect the different RTP sessions or FLUTE channels.
Hence, the "List of Keys" needs to be considered in the encoding of the Security container parameter.

NOTE: It is worth to note that, in order for the UE to determine which pair of MSK/MTK was used to protect the data, key identification information is included with the protected data itself. The key identification information will uniquely identify the MSK and MTK pair. This topic is also clarified in another LS S3-221262 sent by SA3 which states the same. This is also aligned with TS 33.246, clause 6.6.2.1 (protection of streaming data) which states the following:

The correct MTK to use to decrypt the data is indicated using the MKI (Master Key identifier) field, which is included in the SRTP packets as defined in RFC 3711 [11]. The form of MKI shall be a concatenation of MSK ID and MTK ID, i.e. MKI = (MSK ID || MTK ID).

Also clause 6.6.3.2 (protection of download data) states:

The correct MTK for decrypting and verifying the integrity of the download data is indicated by the KeyID …etc
…
KeyID is the base64 encoded concatenation (Key Domain ID || MSK ID || MTK ID).


(2)
The "Key Domain ID" needs to be delivered to the UE, together with the security keys and their IDs. This is according to LS C1-224513/S3-221155 sent by SA3 WG which states the following:

Question 4: Can SA3 confirm that the Key Domain ID shall be sent together with the MBS keys from the MBSF towards the MB-SMF (and then SMF and UEs).
Answer 4: Yes. The Key Domain ID shall be sent together with the MBS keys from the MBSF towards the MB-SMF.

This is also aligned with TS 33.246 clause 6.3.2.1 which states the following:

Every MSK is uniquely identifiable by its Key Domain ID and MSK ID
where
	Key Domain ID = MCC || MNC and is 3 bytes long.
NOTE 1:	When MCC || MNC is used as key identifier, the UE should not try to use it in another context, e.g. the UE should not compare the received MCC || MNC to parameters in radio level.

i.e., the UE shall use the "received" Key Domain ID as is, and the UE should not try to construct Key Domain ID by itself.


(3)
The MTK shall be an optional field in the received Security container. This is because in the control plane security solution for multicast, the SMF delivers the UE with the complete security parameters (MSK, MTK and their IDs) only once the UE joins the MBS session. After that, the SMF would update only the MSK using the DL SM signalling, and not the MTK. The MTK can be updated to the UE only using MIKEY over UDP (i.e. using control plane). This is clarified in the LS S3-221262 sent by SA3 which states the following:

Answer 3:  (…). Observe that updated MTK can be delivered directly to UEs using MIKEY over UDP. MSK and MTK are provided to the UE via MB-SMF only when the UE initially joins the session.

This is also aligned with TS 33.501 Annex W.4.1.2 which states the following:

The UE shall use the MTK in the received multicast session security context, to process the protected MBS traffic until it receives a new MTK update over the user-plane.
The MSK may be updated based on the request from MB-SMF or AS (e.g., due to the change of authorization information) or based on the local policy (e.g., key lifetime expiration). When the MSK is updated, the MBSF shall send the new MSK with MBS session ID and its key ID to the MB-SMF and then the MB-SMF shall trigger the session update as specified in clause 7.2.6 in TS 23.247 [103]. The MSK with MBS session ID and the corresponding key ID are delivered to the UEs that has joined the multicast session.
(…)
To improve the efficiency of MTK update, the updated MTK is delivered from MBSTF to the UE using MIKEY over UDP as specified in clause 6.3.3.2 in TS 33.246 [102].


	
	

	Summary of change:
	(1)
Modifying the MBS Security container to include a list of security keys.

(2)
Including the Key Domain ID in the received MBS Security container.

(3)
Making the MTK and its ID as optional parameters in the received MBS security container.

	
	

	Consequences if not approved:
	Incomplete MBS security container stays in the spec, which is not aligned with the MBS security requirements defined by SA3 WG.
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[bookmark: _Hlk108693563]***** First change *****
[bookmark: _Toc106797010]9.11.4.31	Received MBS container
The purpose of the Received MBS container information element is to indicate to the UE the information of the MBS sessions that the network accepts or rejects the UE to join, the information of the MBS sessions that the UE is removed from, or the information of the updated MBS service area.
The Received MBS container information element is coded as shown in figure 9.11.4.31.1, figure 9.11.4.31.2, figure 9.11.4.31.3, figure 9.11.4.31.4, figure 9.11.4.31.5, figure 9.11.4.31.6, figure 9.11.4.31.7, figure 9.11.4.31.8, figure 9.11.4.31.9, figure 9.11.4.31.10, figure 9.11.4.31.11 and table 9.11.4.31.1.
The Received MBS container is a type 6 information element with a minimum length of 9 octets and a maximum length of 65538 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Received MBS container IEI
	octet 1

	Length of Received MBS container contents
	octet 2
octet 3

	
[bookmark: _Hlk80571840]Received MBS information 1
	octet 4

octet i

	
Received MBS information 2
	octet i+1*

octet l*

	
…
	octet l+1*

octet m*

	
Received MBS information p
	octet m+1*

octet n*



Figure 9.11.4.31.1: Received MBS container information element
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	Rejection cause
	MSAI
	MD
	octet 4

	0
	0
	0
	0
	MSCI
	MTI
	IPAE
	octet 5

	spare
	
	
	
	

	
TMGI

	octet 6

octet j

	
Source IP address information

	octet j+1*

octet v*

	
Destination IP address information

	octet v+1*

octet k*

	
MBS service area

	octet k+1*

octet s*

	
[bookmark: _Hlk85017245]MBS timers

	octet s+1*

octet i*

	
MBS security container

	octet i+1*

octet e*



Figure 9.11.4.31.2: Received MBS information
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MBS TAI list 
	octet k+1*

octet i*



Figure 9.11.4.31.3: MBS service area for MBS service area indication = "MBS service area included as MBS TAI list"
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NR CGI list
	octet k+1*

octet i*



Figure 9.11.4.31.4: MBS service area for MBS service area indication = "MBS service area included as NR CGI list"
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MBS TAI list 
	octet k+1*

octet y*

	
NR CGI list
	octet y+1*

octet i*



Figure 9.11.4.31.5: MBS service area for MBS service area indication = "MBS service area included as MBS TAI list and NR CGI list"
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	Length of NR CGI list contents
	octet k+1*

	
NR CGI 1
	octet k+2*

octet k+9*

	
NR CGI  2
	octet k+10*

octet k+17*

	
…
	octet k+18*

octet c*

	
NR CGI w
	octet c+1*

octet s*



Figure 9.11.4.31.6: NR CGI list
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NR Cell ID
	octet k+1*


	
	octet k+5*

	MCC digit 2 
	MCC digit 1
	octet k+6*

	MNC digit 3
	MCC digit 3
	octet k+7*

	MNC digit 2
	MNC digit 1
	octet k+8*



Figure 9.11.4.31.7: NR CGI

	8
	7
	6
	5
	4
	3
	2
	1
	

	
MBS start time

	octet s+1*

octet s+6*



Figure 9.11.4.31.8: MBS timers for MBS timer indication = "MBS start time"
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	MBS back-off timer
	octet s+1*



Figure 9.11.4.31.9: MBS timers for MBS timer indication = "MBS back-off timer"
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	Number of MBS security keys sets
	octet i+1*

	
MBS security keys set 1
	octet i+2*

octet t*

	
MBS security keys set 2
	octet t+1*

octet g*

	
…
	octet g+1*

octet v*

	
MBS security keys set q
	octet v+1*

octet e*



Figure 9.11.4.31.10: MBS security container
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	0
spare
	MTKI
	octet i+2*

	
Key domain ID

	octet i+3*

octet i+5*

	
MSK ID

	octet i+61*

octet i+94*

	
MSK

	octet i+105*

octet i+250*

	
MTK ID

	octet i+261*

octet i+272*

	
Encrypted MTK

	octet i+283*

octet i+438*



Figure 9.11.4.31.112: MBS security keys setcontainer
Table 9.11.4.31.1: Received MBS container information element
	MBS decision (MD) (bits 1 to 3 of octet 4) 

	The MD indicates the network decision of the join requested by the UE, the network requests to remove the UE from the MBS session or the network request to update the MBS service area of MBS session.

	Bits

	3
	2
	1
	

	0
	0
	1
	MBS service area update

	0
	1
	0
	MBS join is accepted

	0
	1
	1
	MBS join is rejected

	1
	0
	0
	[bookmark: _Hlk75245208]Remove UE from MBS session

	All other values are unused in this version of the specification and interpreted as 000 if received.

	

	If MD is set to "MBS join is rejected" or “Remove UE from MBS session”, bits 6 to 8 of octet 4 shall contain the Rejection cause which indicates the reason of rejecting the MBS join request or the reason of removing the UE from MBS session, respectively, otherwise bits 6 to 8 of octet 4 are spare and shall be coded as zero.

	

	MBS service area indication (MSAI) (bits 4 and 5 of octet 4)

	The MSAI indicates whether and how the MBS service area is included in the IE.

	Bits

	5
	4
	

	0
	0
	MBS service area not included

	0
	1
	MBS service area included as MBS TAI list

	1
	0
	MBS service area included as NR CGI list

	1
	1
	MBS service area included as MBS TAI list and NR CGI list

	

	Rejection cause (bits 6 to 8 of octet 4)

	The Rejection cause indicates the reason of rejecting the join request or the reason of removing the UE from the MBS session.

	Bits

	8
	7
	6
	
	

	0
	0
	0
	
	No additional information provided

	[bookmark: _Hlk80706578]0
	0
	1
	
	Insufficient resources

	0
	1
	0
	
	User is not authorized to use MBS service 

	0
	1
	1
	
	MBS session has not started or will not start soon

	1
	0
	0
	
	User is outside of local MBS service area

	1
	0
	1
	
	Session context not found

	1
	1
	0
	
	MBS session is released

	All other values are unused in this version of the specification and interpreted as 000 if received.

	

	IP address existence (IPAE) (bit1 of octet 5)

	The IPAE indicates whether the Source IP address information and Destination IP address information are included in the IE or not.

	Bit

	1
	
	

	0
	
	Source and destination IP address information not included

	1
	
	Source and destination IP address information included

	

	If IPAE is set to "Source and destination IP address information included", Source IP address information and Destination IP address information shall be included in the IE, otherwise Source IP address information and Destination IP address information shall not be included in the IE.

	

	MBS timer indication (MTI) (bits 2 and 3 of octet 5)

	The MTI indicates whether there is MBS timer included in the IE or not.

	Bit

	3
	2
	

	0
	0
	No MBS timers included

	0
	1
	MBS start time included

	1
	0
	MBS back-off timer included

	All other values are unused in this version of the specification and interpreted as 00 if received

	

	MBS security container indication (MSCI) (bit 4 of octet 5)

	The MSCI indicates whether the MBS security container is included in the IE or not

	Bit

	4

	0
	MBS security container not included

	1
	MBS security container included

	
Bits 5 to 8 of octet 5 are spare and shall be coded as zero.


	TMGI (octets 6 to j)

	The TMGI is coded as described in subclause 10.5.6.13 in 3GPP TS 24.008 [12] starting from octet 2.

	

	Source IP address information (octet j+1 to v)

	This field contains the IP unicast address used as source address in IP packets for identifying the source of the multicast service. The value of this field is copied from the corresponding source IP address information in the requested MBS container.

	

	Destination IP address information (octet v+1 to k)

	This field contains the IP multicast address used as destination address in related IP packets for identifying a multicast service associated with the source. The value of this field is copied from the corresponding destination IP address information in the requested MBS container.

	

	MBS service area (octet k+1 to s)

	The MBS service area contains the MBS TAI list, the NR CGI list or both, that identifies the service area(s) for a local MBS service.

	

	MBS TAI list (octet k+1 to s)

	The MBS TAI list is coded as octet 2 and above of the 5GS tracking area identity list IE defined in subclause 9.11.3.9.

	

	NR CGI (octet k+2 to k+9)

	The NR CGI globally identifies an NR cell. It contains the NR Cell ID and the PLMN ID of that cell.

	

	NR Cell ID (octet k+2 to k+6)

	The NR Cell ID consists of 36 bits identifying an NR Cell ID as specified in subclause 9.3.1.7 of 3GPP TS 38.413 [31], in hexadecimal representation. Bit 8 of octet y+1 is the most significant bit and bit 5 of octet y+5 is the least significant bit. Bits 1 to 4 of octet y+5 are spare and shall be coded as zero.


	MCC, Mobile country code (octet k+6 and bits 1 to 4 octet k+7)
The MCC field is coded as in ITU-T Recommendation E.212 [42], annex A.

	

	MNC, Mobile network code (bits 5 to 8 of octet k+7 and octet k+8)
The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, bits 5 to 8 of octet k+7 shall be coded as "1111".

	

	The MCC and MNC digits are coded as octets 6 to 8 of the Temporary mobile group identity IE in figure 10.5.154 of 3GPP TS 24.008 [12].

	

	MBS start time (octets s+1 to s+6)

	The MBS start time is coded as described in subclause 10.5.3.9 in 3GPP TS 24.008 [12] starting from octet 2 till octet 7.

	

	MBS back-off timer (octet s+1)

	The MBS back-off timer is coded as octet 3 described in subclause 10.5.7.4a in 3GPP TS 24.008 [12].

	

	

	MTK indication (MTKI) (bit1 of octet i+2)

	The MTKI indicates whether the MTK ID and Encrypted MTK are included in the MBS security keys set or not.

	Bit

	1
	
	

	0
	
	MTK ID and Encrypted MTK not included

	1
	
	MTK ID and Encrypted MTK included

	

	Bits 2 to 8 of octet i+2 are spare and shall be coded as zero

	

	Key domain ID (octet i+3 to i+5)
The key domain ID is 3 bytes long and is defined in 3GPP TS 33.246 [57].

	

	MBS Service Key Identifier (MSK ID) (octets i+61 to i+94)

	The MSK ID is 4 bytes long and is defined in 3GPP TS 33.246 [57].

	

	MBS Service Key (MSK) (octets i+105 to i+250)

	The MSK is 16 bytes long and is defined in 3GPP TS 33.246 [57].

	

	MBS Traffic Key Identifier (MTK ID) (octets i+261 to i+272)

	The MTK ID is 2 bytes long and is defined in 3GPP TS 33.246 [57].

	

	Encrypted MBS Traffic Key (Encrypted MTK) (octets i+283 to i+438)

	The Encrypted MTK is 16 bytes long and contains the encrypted version of MTK using MSK as defined in 3GPP TS 33.246 [57].

	

	NOTE:	The IPAE bit is not expected to be set to "Source and destination IP address information included" when the MBS decision (MD) indicates "Remove UE from MBS session".



***** End of changes *****

