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***** change *****
7.2.2.1	Tunnel establishment accepted by the network
Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 7296 [28] and 3GPP TS 33.402 [15].
The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKEv2 security association. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including:
-	The type of IP address (IPv4 address or IPv6 prefix or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 address and IPv6 prefix, the UE shall send two configuration attributes in the CFG_REQUEST Configuration Payload: one for the IPv4 address and the other for the IPv6 prefix;
-	The "IDr" payload, containing the APN in the Identification Data, for non-emergency session establishment. For emergency session establishment, the UE shall format the "IDr" payload according to clause 7.2.5. The UE shall set the ID Type field of the "IDr" payload to ID_FQDN as defined in IETF RFC 7296 [28]. The UE indicates a request for the default APN by omitting the "IDr" payload, which is in accordance with IKEv2 protocol as defined in IETF RFC 7296 [28]; and
-	The "IDi" payload containing the NAI.
The IKE_AUTH request message may also contain:
-	An indication in a notify payload that MOBIKE is supported by the UE;
-	The INTERNAL_IP6_DNS or the INTERNAL_IP4_DNS attribute in the CFG_REQUEST Configuration Payload. The UE can obtain zero or more DNS server addressed in the CFG_REPLY payload within the IKE_AUTH response message as specified in IETF RFC 7296 [28]; or
-	The P_CSCF_IP6_ADDRESS attribute, the P_CSCF_IP4_ADDRESS attribute or both in the CFG_REQUEST Configuration Payload. The UE can obtain zero or more P-CSCF server addresses in the CFG_REPLY Configuration Payload within the IKE_AUTH response message as specified in IETF RFC 7651 [64].
The UE may support the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in clause 8.2.4.2. If the UE supports the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute, the UE shall include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute indicating support of receiving timeout period for liveness check in the CFG_REQUEST configuration payload within the IKE_AUTH request message. If the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in clause 8.2.4.2 indicating the timeout period for the liveness check is included in the CFG_REPLY configuration payload within the IKE_AUTH response message or if the UE has a pre-configured timeout period, the UE shall perform the tunnel liveness checks as described in clause 7.2.2A.
NOTE 1:	The timeout period for liveness check is pre-configured in the UE in implementation-specific way.
If the UE supports N1 mode, the UE shall indicate the PDU session ID in the IKE_AUTH request message. If N1 mode capability is disabled, the UE may indicate the PDU session ID in the IKE_AUTH request message.
In order to indicate the PDU session ID in the IKE_AUTH request message, the UE shall include the N1_MODE_CAPABILITY Notify payload as defined in clause 8.2.9.15 in the IKE_AUTH request message and shall:
-	if the UE is establishing a PDN connection not related to any existing PDU session or any existing PDN connection, allocate a PDU session ID which is not currently being used by another PDU session over either 3GPP access or non-3GPP access, set the PDU Session ID field of the N1_MODE_CAPABILITY Notify payload to the allocated PDU session ID, and associate the allocated PDU session ID with the PDN connection that is being established;
	if the UE is transferring an existing PDU session from 5GS, set the PDU Session ID field of the N1_MODE_CAPABILITY Notify payload to the PDU session ID of the existing PDU session that is being transferred, and associate the PDU session ID with the PDN connection that is being established. If the existing PDU session is a non-emergency PDU session, the UE shall in addition associate the S-NSSAI of the existing PDU session that is being transferred and the related PLMN ID with the PDN connection that is being established; or
-	if the UE is transferring an existing PDN connection from EPS and a PDU session ID is associated with the PDN connection that is being transferred, set the PDU Session ID field of the N1_MODE_CAPABILITY Notify payload to the PDU session ID associated with the existing PDN connection. If the existing PDN connection is a non-emergency PDN connection and an S-NSSAI and a related PLMN ID are associated with the existing PDN connection, the UE shall in addition associate the S-NSSAI and the related PLMN ID with the PDN connection that is being established.
During the IKEv2 authentication and security association establishment, if the UE supports explicit indication about the supported mobility protocols, it shall provide the indication as described in clause 6.3.
During the IKEv2 authentication and tunnel establishment for initial attach, the UE shall provide an indication about Attach Type, which indicates Initial Attach. To indicate attach due to initial attach, the UE shall include either the INTERNAL_IP4_ADDRESS or the INTERNAL_IP6_ADDRESS attribute or both in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message. The INTERNAL_IP4_ADDRESS shall contain no value and the length field shall be set to 0. The INTERNAL_IP6_ADDRESS shall contain no value and the length field shall be set to 0.
During the IKEv2 authentication and tunnel establishment for handover, the UE not supporting IP address preservation for NBM shall indicate Initial Attach as described in the previous paragraph.
NOTE 2:	The UE cannot handover PDN connection with PDN type "Ethernet" or "non-IP" from E-UTRAN to an ePDG because PDN connections with PDN type "Ethernet" or PDN type "non-IP" are not supported over ePDG.
During the IKEv2 authentication and security association establishment for handover, the UE supporting IP address preservation for NBM, shall provide an indication about Attach Type, which indicates Handover Attach. During the IKEv2 authentication and security association establishment for transfer of an existing PDU session from 5GS, the UE shall provide an indication about Attach Type, which indicates Handover Attach. To indicate attach due to handover, the UE shall include the previously allocated home address information during the IPSec tunnel establishment. Depending on the IP version, the UE shall include either the INTERNAL_IP4_ADDRESS or the INTERNAL_IP6_ADDRESS attribute or both in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message to indicate the home address information which is in accordance with IKEv2 protocol as defined in IETF RFC 7296 [28]. If the previously allocated home address information consists of both an IPv4 address and an IPv6 prefix, then the UE shall include the INTERNAL_IP4_ADDRESS attribute and the INTERNAL_IP6_ADDRESS attribute in the CFG_REQUEST configuration payload within the IKE_AUTH request message. If the previously allocated home address information consists of an IPv4 address only, then the UE shall include the INTERNAL_IP4_ADDRESS attribute and shall not include the INTERNAL_IP6_ADDRESS attribute in the CFG_REQUEST configuration payload within the IKE_AUTH request message. If the previously allocated home address information consists of an IPv6 prefix only, then the UE shall include the INTERNAL_IP6_ADDRESS attribute and shall not include the INTERNAL_IP4_ADDRESS attribute in the CFG_REQUEST configuration payload within the IKE_AUTH request message. The UE shall support IPSec ESP (see IETF RFC 4303 [32]) in order to provide secure tunnels between the UE and the ePDG as specified in 3GPP TS 33.402 [15].
The UE may support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [49] in order to support authentication and authorization with an external AAA server allowing the UE to support PAP authentication procedure, or CHAP authentication procedure, or both, as described in 3GPP TS 33.402 [15].
If NBM is used and the UE wishes to access an external PDN and therefore needs to perform authentication and authorization with an external AAA server, the UE shall:
-	If the IKE_SA_INIT response contains a "MULTIPLE_AUTH_SUPPORTED" Notify payload, then include a "MULTIPLE_AUTH_SUPPORTED" Notify payload in the IKE_AUTH request as described in IETF RFC 4739 [49] and perform the additional authentication steps as specified in 3GPP TS 33.402 [15]; and
-	If the IKE_SA_INIT response does not contain a "MULTIPLE_AUTH_SUPPORTED" Notify payload, then perform the UE initiated disconnection as defined in clause 7.2.4.1. The subsequent UE action is implementation dependent (e.g. select a new ePDG).
After the successful authentication with the 3GPP AAA server, the UE receives from the ePDG an IKE_AUTH response message containing a single CFG_REPLY Configuration Payload including the assigned remote IP address information (IPv4 address or IPv6 prefix) as described in clause 7.4.1. Depending on the used IP mobility management mechanism the following cases can be differentiated:
-	If DSMIPv6 is used for IP mobility management, the UE configures a remote IP address based on the IP address information contained in the INTERNAL_IP4_ADDRESS or INTERNAL_IP6_SUBNET attribute of the CFG_REPLY Configuration Payload. The UE uses the remote IP address as Care-of-Address to contact the HA.
-	If NBM is used for IP mobility management and the UE performs an initial attach, the UE configures a home address based on the address information from the CFG_REPLY Configuration Payload. Otherwise, if NBM is used and the UE performs a handover attach, the UE continues to use its IP address configured before the handover, if the address information provided in the CFG_REPLY Configuration Payload does match with the UE's IP address configured before the handover. If the UE's IP address (IPv4 address or IPv6 prefix) does not match with the address information of the CFG_REPLY Configuration Payload, the UE shall configure a new home address based on the IP address information contained in the INTERNAL_IP4_ADDRESS, INTERNAL_IP6_SUBNET or INTERNAL_IP6_ADDRESS attribute of the CFG_REPLY Configuration Payload. In the latter case, the IP address preservation is not possible.
NOTE 3:	In case of IPv6 address, the UE performs the match only on the IPv6 prefix provided within the CFG_REPLY Configuration Payload contained in the INTERNAL_IP6_SUBNET or INTERNAL_IP6_ADDRESS.
If the UE receives a PDN_TYPE_IPv4_ONLY_ALLOWED Notify payload or a PDN_TYPE_IPv6_ONLY_ALLOWED Notify payload, then the UE shall not subsequently initiate another UE requested PDN connectivity procedure specific to the non-3GPP access to the same APN to obtain a PDN type different from the one allowed by the network until:
-	the UE is switched off;
-	the UICC containing the USIM is removed; or
-	the network initiated the deactivation of the PDN connectivity to the given APN.
If the UE supports DSMIPv6, the UE may request the HA IP address(es), by including a corresponding CFG_REQUEST Configuration Payload containing a HOME_AGENT_ADDRESS attribute within the IKE_AUTH request message. The HOME_AGENT_ADDRESS attribute content is defined in clause 8.2.4.1. The HA IP address(es) requested in this attribute are for the APN for which the IPsec tunnel with the ePDG is set-up. In the CFG_REQUEST within the IKE_AUTH request message, the UE sets respectively the IPv6 address field and the optional IPv4 address field of the HOME_AGENT_ADDRESS attribute to 0::0 and to 0.0.0.0. If the UE can not obtain the IP addresses of the HA via IKEv2 signalling, it uses the home agent address discovery as specified in 3GPP TS 24.303 [11].
In case the UE wants to establish multiple PDN connections and if the UE uses DSMIPv6 for mobility management, the UE shall use DNS as defined in 3GPP TS 24.303 [11] to discover the HA IP address(es) for the additional PDN connections after IKEv2 security association was established to the ePDG.
During the IKEv2 authentication and security association establishment, following the UE's initial IKE_AUTH request message to the ePDG, if the UE subsequently receives an IKE_AUTH response message from the ePDG containing the EAP-Request/AKA-Challenge, after verifying the received authentication parameters and successfully authenticating the ePDG as specified in 3GPP TS 33.402 [15], the UE shall send a new IKE_AUTH request message to the ePDG including the EAP-Response/AKA-Challenge. In addition, the UE shall provide the requested mobile device identity if available, as specified in clause 7.2.6.
If the UE supports P-CSCF restoration extension for untrusted WLAN as specified in 3GPP TS 23.380 [66], the UE shall send its capability indication of the support of P-CSCF restoration to the ePDG by including the P-CSCF_RESELECTION_SUPPORT Notify payload within an IKE_AUTH request message. The content of the P-CSCF_RESELECTION_SUPPORT Notify payload is described in clause 8.2.9.4.
[bookmark: _Toc20154383][bookmark: _Toc27727359][bookmark: _Toc45203817]If:
-	the UE supports N1 mode; or
-	N1 mode capability is disabled and the UE indicated the PDU session ID in the IKE_AUTH request message;
and the UE receives the N1_MODE_INFORMATION Notify payload as defined in clause 8.2.9.16 in the IKE_AUTH response message, the UE shall delete the associated S-NSSAI, if any, and (re‑)associate the S-NSSAI in the S-NSSAI Value field of the N1_MODE_INFORMATION Notify payload with the PDU session associated with the IKEv2 security association that was established, and if the UE receives the N1_MODE_S_NSSAI_PLMN_ID Notify payload as defined in clause 8.2.9.17 in the IKE_AUTH response message, the UE shall delete the associated PLMN ID, if any, and (re-)associate the PLMN ID that the S-NSSAI relates to in the S-NSSAI PLMN ID field of the N1_MODE_S_NSSAI_PLMN_ID Notify payload with the PDU session associated with the IKEv2 security association that was established.
[bookmark: _Toc99095426]If the UE supports DNS over (D)TLS, the UE shall include the DNS_SRV_SEC_INFO_IND Notify payload as defined in clause 8.2.9.x in the IKE_AUTH request message and, if the UE wishes to indicate which security protocol type(s) are supported by the UE, the UE may indicate the supported DNS server security protocols in the DNS_SRV_SEC_INFO_IND Notify payload.
If the UE included the DNS_SRV_SEC_INFO_IND Notify payload in the IKE_AUTH request message and receives the DNS_SRV_SEC_INFO Notify payload as defined in clause 8.2.9.y in the IKE_AUTH response message, the UE shall pass to the upper layer contents of the one or more DNS server security information fields of the DNS_SRV_SEC_INFO Notify payload.
***** change *****
7.2.2.2	Tunnel establishment not accepted by the network
If the UE receives the IKE_AUTH response message from an ePDG of the HPLMN including a Notify payload with a Private Notify Message Type NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED or USER_UNKNOWN or PLMN_NOT_ALLOWED or AUTHORIZATION_REJECTED or RAT_TYPE_NOT_ALLOWED or ILLEGAL_ME as defined in clause 8.1.2, then after the UE authenticates the network by using ePDG certificate and AUTH parameters as specified in 3GPP TS 33.402 [15], the UE shall close the related IKEv2 security association states and shall not retry the authentication procedure to an ePDG from the same PLMN until switching off or the UICC containing the USIM is removed.
If the above Private Notify Message Type is received from the VPLMN's ePDG and the UE authenticates the network by using ePDG certificate and AUTH parameters as specified in 3GPP TS 33.402 [15]:
-	If the received Notify Message Type is NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED or USER_UNKNOWN or AUTHORIZATION_REJECTED or RAT_TYPE_NOT_ALLOWED or ILLEGAL_ME, the UE may retry the authentication procedure with an ePDG deployed by the HPLMN if allowed according to the ePDG selection procedure in clause 7.2.1 and clause 7.2.1A; or
-	If the received Private Notify Message Type is PLMN_NOT_ALLOWED, the UE should retry the authentication procedure with an ePDG deployed by the HPLMN if allowed according to the ePDG selection procedure in clause 7.2.1 and clause 7.2.1A.
If the UE receives from the ePDG the IKE_AUTH response message, including a Notify payload with a Private Notify Message Type "NETWORK_FAILURE" as defined in clause 8.1.2 then after the UE authenticates the network, the UE shall close the related IKEv2 security association states and:
a)	if the received IKE_AUTH response message from ePDG contains a Notify payload with the BACKOFF_TIMER Notify payload as defined in clause 8.2.9.1, the UE shall behave as follows:
i)	if the timer value indicates neither zero nor deactivated, start the Tw3 timer with the value provided and not retry the authentication procedure to the same ePDG until timer Tw3 expires or the UE is switched off or the UICC containing the USIM is removed;
ii)	if the timer value indicates that this timer is deactivated, not retry the authentication procedure to the same ePDG until the UE is switched off or the UICC containing the USIM is removed; and
iii)	if the timer value indicates zero, may retry the authentication procedure to an ePDG from the same PLMN; or
b)	if the BACKOFF_TIMER Notify payload is not included in the received IKE_AUTH response message from ePDG, the UE shall start an implementation specific backoff timer. The UE shall not re-try the authentication procedure with the same ePDG until the backoff timer expires or the UE is switched off or the UICC containing the USIM is removed.
If the UE receives from the ePDG an IKE_AUTH response message including a Notify Payload with a Private Notify Message Error Type "NO_APN_SUBSCRIPTION" as defined in clause 8.1.2 then after the UE authenticates the network, the UE shall close the related IKEv2 security association states and:
a)	if the received IKE_AUTH response message from ePDG contains a Notify payload with the BACKOFF_TIMER Notify payload as defined in clause 8.2.9.1, the UE shall behave as follows:
i)	if the timer value indicates neither zero nor deactivated, start the Tw3 timer with the value provided and not retry the authentication procedure to the same PLMN for the same APN until timer Tw3 expires or the UE is switched off or the UICC containing the USIM is removed;
ii)	if the timer value indicates that this timer is deactivated, not retry the authentication procedure to the same PLMN for the same APN until the UE is switched off or the UICC containing the USIM is removed; and
iii)	if the timer value indicates zero, may retry the authentication procedure to an ePDG from the same PLMN for the same APN; or
b)	if the BACKOFF_TIMER Notify payload is not included in the received IKE_AUTH response message from ePDG, the UE shall not retry the authentication procedure with the same PLMN for the same APN the UE is switched off or the UICC containing the USIM is removed, unless the UE has an implementation specific backoff timer. In that case, the UE shall not retry until that implementation specific timer expires.
NOTE 1:	The UE can perform NSWO from the current untrusted WLAN access network even though the tunnel establishment procedure to the ePDG is not accepted by the network.
NOTE 2:	Switching off and USIM change conditions are implemented taking into consideration the user experience aspect.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in clause 8.1.2 that includes an IP address information in the Notification Data field, the UE shall not attempt to re-establish this PDN connection with the same IP address while connected to the current ePDG and the UE shall close the related IKEv2 security association states.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in clause 8.1.2 and no Notification Data field, then after the UE authenticates the network, the UE shall not attempt to establish additional PDN connections to this APN while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections to the given APN if one or more existing PDN connections to the given APN are released. While connected to the current ePDG, if this PDN connection is the first PDN connection for the given APN, the UE shall not attempt to establish PDN connection to the given APN.
If NBM is used and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in clause 8.1.2, then after the UE authenticates the network, the UE shall not attempt to establish any additional PDN connections while connected to the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to establishment additional PDN connections via the ePDG if one or more existing PDN connections via the ePDG are released.
If the UE includes the DNS_SRV_SEC_INFO_IND Notify payload as defined in clause 8.2.9.x in the IKE_AUTH request message, the ePDG may include the DNS_SRV_SEC_INFO Notify payload as defined in clause 8.2.9.y in the IKE_AUTH response message.
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The Private Notify Message Status Types defined in table 8.1.2.3-1 are used to indicate status notifications or additional information in a Notify payload which may be added to an IKEv2 message or IKE_AUTH request or IKE_AUTH response message according to the procedures described in the present document. Refer to table 8.1.2.3‑1 for more details on what each status type means.
Table 8.1.2.3-1: Private Status Types
	Notify Message
	Value
(in decimal)
	Descriptions

	REACTIVATION_REQUESTED_CAUSE 
	40961
	The IPsec tunnel associated to a PDN connection is released with a cause requesting the UE to reestablish the IPsec tunnel for the same PDN Connection after its release. 

	BACKOFF_TIMER
	41041
	The value of the backoff timer is included in the BACKOFF_TIMER Notify payload as specified in clause 8.2.9.1.

	PDN_TYPE_IPv4_ONLY_ALLOWED
	41050
	This value is used by the network to indicate that only PDN type IPv4 is allowed for the requested PDN connectivity.

	PDN_TYPE_IPv6_ONLY_ALLOWED
	41051
	This value is used by the network to indicate that only PDN type IPv6 is allowed for the requested PDN connectivity.

	DEVICE_IDENTITY
	41101
	The device identity type and/or identity value are included in the DEVICE_IDENTITY Notify payload as specified in clause 8.2.9.2.

	EMERGENCY_SUPPORT
	41112
	This status when present indicates that the ePDG supports emergency service. The EMERGENCY_SUPPORT Notify payload is coded according to clause 8.2.9.7.

	EMERGENCY_CALL_NUMBERS
	41134
	Additional local emergency call numbers that the UE may use for detecting UE initiated emergency calls. The EMERGENCY_CALL_NUMBERS Notify payload is coded according to clause 8.2.9.8.

	NBIFOM_GENERIC_CONTAINER
	41288
	The NBIFOM parameters are included in the NBIFOM_GENERIC_CONTAINER Notify payload as specified in clause 8.2.9.3.

	P-CSCF_RESELECTION_SUPPORT
	41304
	This status when present indicates that the UE supports the P-CSCF restoration extension for untrusted WLAN 

	PTI
	41501
	An INFORMATIONAL request message of an ePDG-initiated modification procedure is initiated by another INFORMATIONAL request message of an UE-initiated modification procedure. The PTI Notify payload is coded according to clause 8.2.9.5.

	IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY
	42011
	This status when present indicates that the UE supports IKEv2 multiple bearer PDN connectivity. 
The IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload is coded according to clause 8.2.9.9.

	EPS_QOS
	42014
	This status when present indicates EPS QoS. The EPS_QOS Notify payload is coded according to clause 8.2.9.10.

	EXTENDED_EPS_QOS
	42015
	This status when present indicates extended EPS QoS. The EXTENDED_EPS_QOS Notify payload is coded according to clause 8.2.9.10A.

	TFT
	42017
	This status when present indicates TFT. The TFT Notify payload is coded according to clause 8.2.9.11.

	MODIFIED_BEARER
	42020
	This status when present indicates sender's ESP SPI. The MODIFIED_BEARER Notify payload is coded according to clause 8.2.9.12.

	APN_AMBR
	42094
	This status when present indicates APN-AMBR. The APN_AMBR Notify payload is coded according to clause 8.2.9.13.

	EXTENDED_APN_AMBR
	42095
	This status when present indicates extended APN-AMBR. The EXTENDED_APN_AMBR Notify payload is coded according to clause 8.2.9.14.

	N1_MODE_CAPABILITY 
	51015
	This status when present indicates support of N1 mode or N1 mode capability is disabled. The N1_MODE_CAPABILITY Notify payload is coded according to clause 8.2.9.15.

	N1_MODE_INFORMATION
	51115
	This status when present indicates N1 mode information. The N1_MODE_INFORMATION Notify payload is coded according to clause 8.2.9.16.

	N1_MODE_S_NSSAI_PLMN_ID
	52216
	This status when present indicates the PLMN ID that the S-NSSAI relates to. The N1_MODE_S_NSSAI_PLMN_ID Notify payload is coded according to clause 8.2.9.17.

	DNS_SRV_SEC_INFO_IND
	XXXX
	This status when present indicates DNS_SRV_SEC_INFO_IND. The DNS_SRV_SEC_INFO_IND Notify payload is coded according to clause 8.2.9.x.

	DNS_SRV_SEC_INFO
	YYYY
	This status when present indicates DNS_SRV_SEC_INFO. The DNS_SRV_SEC_INFO Notify payload is coded according to clause 8.2.9.y.



The private notify message status type values:
-	between 49950 and 49999;
-	between 50950 and 50999;
-	between 51950 and 51999;
-	between 52950 and 52999;
-	between 53950 and 53999;
-	between 54950 and 54999; and
-	between 55500 and 55599;
will not be allocated to a Notify payload defined in the present specification.
The private notify message status type values between 55500 and 55599 shall be allocated in 3GPP TS 24.502 [77].
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The DNS_SRV_SEC_INFO_IND Notify payload is used to indicate that the UE supports receiving DNS server security information.
The DNS_SRV_SEC_INFO_IND Notify payload is coded according to figure 8.2.9.x-1 and table 8.2.9.x-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Number of supported DNS server security protocols
	5

	Supported DNS server security protocol 1
	6*

	Supported DNS server security protocol 2
	7*

	...
	

	Supported DNS server security protocol N
	(N+5)*



Figure 8.2.9.x-1: DNS_SRV_SEC_INFO_IND Notify payload format
Table 8.2.9.x-1: DNS_SRV_SEC_INFO_IND Notify payload value
	Octet 1 is defined in IETF RFC 7296 [28]


	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.


	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value XXXX to indicate the DNS_SRV_SEC_INFO_IND (see clause 8.1.2.3).


	Octet 5 is the Length of supported DNS server security protocols field. This field indicates the length in octets of the supported DNS server security protocols fields.


	Octets 6 to octet N are the supported DNS server security protocol fields. Each of these fields indicates the DNS server security protocol supported by the UE and is coded as the security protocol type field of the container identifier contents field of a parameter with the container identifier field indicating DNS server security protocol support, of the Protocol configuration options information element as specified in 3GPP TS 24.008 [46] clause 10.5.6.3.1.




***** change *****
8.2.9.y	DNS_SRV_SEC_INFO Notify payload
The DNS_SRV_SEC_INFO Notify payload is used to indicate the DNS server security information.
The DNS_SRV_SEC_INFO Notify payload is coded according to figure 8.2.9.y-1, figure 8.2.9.y-2, table 8.2.9.y-1 and table 8.2.9.y-2.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	Length of DNS server security parameters
	5 - 6

	DNS server security parameter 1
	7 - u

	DNS server security parameter 2
	(u+1)* - v*

	...
	(v+1)* - w*

	DNS server security parameter N
	(w+1)* - x*



Figure 8.2.9.y-1: DNS_SRV_SEC_INFO Notify payload format
Table 8.2.9.y-1: DNS_SRV_SEC_INFO Notify payload value
	Octet 1 is defined in IETF RFC 7296 [28].


	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.


	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value YYYY to indicate the DNS_SRV_SEC_INFO (see clause 8.1.2.3).


	Octet 5 is the Length of DNS server security parameters field. This field indicates the length in octets of the DNS server security parameter fields.


	Octets 6 to octet x are one or more DNS server security parameter fields. Each DNS server security parameter field is encoded according to figure 8.2.9.y-1 and table 8.2.9.y-1.




	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Length of DNS server security information
	(u+1) - (u+2)

	DNS server security information
	(u+3) - v



Figure 8.2.9.y-2: DNS server security parameter
Table 8.2.9.y-2: DNS server security parameter
	Octet (u+1) and octet (u+2) are the length of DNS server security information field. The length of DNS server security information field indicates the length in octets of the DNS server security information field.


	Octets (u+3) to octet v are the DNS server security information field. The DNS server security information field indicates the DNS server security information and is coded as the container identifier contents field of a parameter with the container identifier field indicating the DNS server security information with length of two octets, of the Protocol configuration options information element as specified in 3GPP TS 24.008 [46] clause 10.5.6.3.1.
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