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1. Overall Description:
SA2 thanks CT1 for the LS on the impact of MSK update on MBS multicast session update procedure. 

SA2 discusses W.4 of TS 33.501 on Security mechanisms for MBS traffic transmission, and there are some questions raised in the meeting. SA2 asks SA3 to kindly answer the following questions and consider the following feedback.:
1. SA3 specified:
"The multicast session security context consists of the MBS session ID, MBS keys and the corresponding key ID. The MBS keys include MBS Service Key (MSK) and MBS Traffic Key (MTK). MBS traffic is protected with the MTK. The MSK is used to protect the MTK when the MTK is delivered to the UE. … In the multicast session join and session establishment procedure, the SMF interacts with the MB-SMF to obtain the multicast session security context. …. The SMF shall provide the multicast session security context to the UE if received from the MB-SMF and the UE is authorized to use the required multicast service"
It seems that both the MSK and MTK need to be provided from MBSF towards UE. So far the procedures give the imnpression that both MSK and MTK are communicated via the same control plane signalling messages from MBSF towards MB-SMF, SMF and then via PDU session related signalling towards the UE. Is it acceptable to send both the MSK and MTK in the same messages or at least using the same signalling channel? If different signalling channels are required, what would they be? 
2. SA3 specified
"If security protection to be applied, then the MBSF shall create the multicast session security context by generating the MSK and its key ID for a MBS session. Afterwards, the MBSF distributes the MSK with MBS session ID and its key ID to the MB-SMF and MBSTF. The MBSF shall also distribute them to MB-SMF either upon request by the MB-SMF (i.e., pull) or when a new MSK is generated (i.e., push)."
What would be the triggers for the MB-SMF to request an MSK?
3. SA3 specified:
"The MSK may be updated based on the request from MB-SMF or AS (e.g., due to the change of authorization information) or based on the local policy (e.g., key lifetime expiration). … The MTK may be updated based on the change of the authorization information or based on the local policy (e.g. key lifetime expiration). In such cases, the MBSF or MB-SMF may trigger the MTK update to the MBSTF"
What kind of authorization information does this refer to? How does the MB-SMF obtain that changed authorization information? 
4. The impacts on multicast session join and session establishment procedure and session update procedure are described in W.4 of TS 33.501. SA2 expects the impacts on MBS session creation can be described as well.SA2 suggest making clearer references to related messages in the MBS session management procedures in clause 7.1.1 of TS 23.247. SA2 would prefer reusing existing messages in those procedures.
5. The MBSF will be aware whether an AF sets the status of the MBS session to active or inactive. When an MBS session is inactive no MBS data can be distributed. Should the MTKs be distributed in the user plane together with data of the MBS session via multicast, SA2 thus recommends deferring the MTK distribution until the session is active. To ensure UEs have updated MSK/MTK to decrypt content when the MBS session is activated, SA2 recommends keeping MSK distribution when the session is inactive.
SA2 has delegated the design of the MBSF and MBSTF to SA4. SA2 kindly asks SA4 to provide possible feedback related to clause W.4 of TS 33.501 to SA3.


2. Actions: 
To SA3:
ACTION: 	SA2 kindly asks SA3 to provide answers to the questions raised by SA2, take the feedback of SA2 into account, and consider possible updates to their specification.
To SA4:
ACTION: 	SA2 kindly asks SA4 to provide possible feedback related to clause W.4 of TS 33.501 to SA3
 
To CT1:
ACTION: 	SA2 kindly asks CT1 to take the above information into account 

3. Date of Next SA2 Meetings:
3GPP TSG SA2#152e	17th - 26th August 2022	emeeting
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