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***** change *****
[bookmark: _Toc45286573][bookmark: _Toc51947840][bookmark: _Toc51948932][bookmark: _Toc106795940]4.14	Non-public network (NPN)
***** change *****
4.14.2	Stand-alone non-public network (SNPN)
If the UE is not SNPN enabled, the UE is always considered to be not operating in SNPN access operation mode. If the UE is SNPN enabled, the UE can operate in SNPN access operation mode. Details of activation and deactivation of SNPN access operation mode at the SNPN enabled UE are up to UE implementation.
The functions and procedures of NAS described in the present document are applicable to an SNPN and an SNPN enabled UE unless indicated otherwise. The key differences brought by the SNPN to the NAS layer are as follows:
a)	instead of the PLMN selection process, the SNPN selection process is performed by a UE operating in SNPN access operation mode (see 3GPP TS 23.122 [5] for further details on the SNPN selection);
b)	a "permanently forbidden SNPNs" list and a "temporarily forbidden SNPNs" list are managed per access type independently (i.e. 3GPP access or non-3GPP access) and, if the UE supports access to an SNPN using credentials from a credentials holder, per entry of the "list of subscriber data" or the PLMN subscription, by a UE operating in SNPN access operation mode instead of forbidden PLMN lists. If the UE supports onboarding services in SNPN, an additional "permanently forbidden SNPNs" list for onboarding services and an additional "temporarily forbidden SNPNs" list for onboarding services are managed;
c)	inter-system change to and from S1 mode is not supported;
d)	void;
e)	CAG is not supported in SNPN access operation mode;
f)	with respect to the 5GMM cause values:
1)	5GMM cause values #74 "Temporarily not authorized for this SNPN" and #75 "Permanently not authorized for this SNPN" are supported whereas these 5GMM cause values cannot be used in a PLMN; and
2)	5GMM cause values #11 "PLMN not allowed", #31 "Redirection to EPC required", #73 "Serving network not authorized", and #76 "Not authorized for this CAG or authorized for CAG cells only" are not supported whereas these 5GMM cause values can be used in a PLMN;
NOTE 1:	The network does not send 5GMM cause value #13 to the UE operating in SNPN access operation mode in this release of specification.
[bookmark: _Toc20232471]g)	a list of "5GS forbidden tracking areas for roaming" and a list of "5GS forbidden tracking areas for regional provision of service" are managed per SNPN and, if the UE supports access to an SNPN using credentials from a credentials holder, entry of the "list of subscriber data" or PLMN subscription (see 3GPP TS 23.122 [5]);
h)	when accessing SNPN services via a PLMN using 3GPP access, access to 5GCN of the SNPN is performed using 5GMM procedures for non-3GPP access, 5GMM parameters for non-3GPP access, the UE is performing access to SNPN over non-3GPP access and the UE is not operating in SNPN access mode over 3GPP access. When accessing PLMN services via a SNPN using 3GPP access, access to 5GCN of the PLMN is performed using 5GMM procedures for non-3GPP access, 5GMM parameters for non-3GPP access, the UE is not performing access to SNPN over non-3GPP access, and the UE is operating in SNPN access mode over 3GPP access. From the UE's NAS perspective, accessing PLMN services via an SNPN and accessing SNPN services via a PLMN are treated as untrusted non-3GPP access. If the UE is accessing the PLMN using non-3GPP access, the access to 5GCN of the SNPN via PLMN is not specified in this release of the specification .
	Emergency services are not supported in an SNPN when a UE accesses SNPN services via a PLMN;
NOTE 2:	The term "non-3GPP access" in an SNPN refers to the case where the UE is accessing SNPN services via a PLMN.
i)	when registered to an SNPN, the UE shall use only the UE policies provided by the registered SNPN;
j)	equivalent SNPN is not supported;
[bookmark: _Toc27746557][bookmark: _Toc36212738]k)	void;
l)	void;
[bookmark: _Toc36656915]m)	UE mobility between SNPNs in 5GMM-CONNECTED mode is not supported, UE mobility between SNPNs in 5GMM-IDLE mode is supported when the UE supports access to an SNPN using credentials from a credentials holder, and UE mobility between an SNPN and a PLMN is not supported;
n)	CIoT 5GS optimizations are not supported;
o)	accessing SNPN services using non-3GPP access is not supported, except when accessing SNPN services via a PLMN using 3GPP access as specified in item h;
[bookmark: _Toc45286576][bookmark: _Toc51947843][bookmark: _Toc51948935]p)	when registering or registered to an SNPN, the UE shall handle the 5GS mobile identity as described in subclause 5.5.1.2.2;
q)	when registering or registered to an SNPN, the UE shall only consider:
1)	a last visited registered TAI visited in the same SNPN as an available last visited registered TAI; or
2)	a last visited registered TAI visited using the same entry of the "list of subscriber data" or the same PLMN subscription as an available last visited registered TAI, if the UE supports access to an SNPN using credentials from a credentials holder;
NOTE 3:	If the last visited registered TAI is assigned by an SNPN other than the current SNPN, the serving AMF can determine the SNPN assigning the last visited registered TAI using the NID provided by the UE.
r)	emergency service fallback is not supported;
s)	when registering or registered for onboarding services in SNPN, the UE shall not provide the requested NSSAI to the network;
s1)	when performing initial registration for onboarding services in SNPN, the UE shall set the 5GS registration type value to "SNPN onboarding registration";
t)	when registering or registered for onboarding services in SNPN, the AMF shall not provide the configured NSSAI, the allowed NSSAI or the rejected NSSAI to the UE, shall use the S-NSSAI included in the AMF onboarding configuration data for onboarding services in SNPN and shall not perform NSSAA procedure for S-NSSAI used for onboarding services in SNPN;
u)	the UE can access an SNPN indicating that onboarding is allowed using default UE credentials for primary authentication in order for the UE to be configured with one or more entries of the "list of subscriber data";
x)	eCall over IMS is not supported in SNPN access operation mode and the UE ignores any USIM configuration for eCall only mode;
y)	when registering or registered for onboarding services in SNPN, the AMF shall store in the 5GMM context of the UE an indication that the UE is registered for onboarding services in SNPN;
z)	a UE with multiple valid entries of "list of subscriber data", or one or more valid USIMs and one or more valid entries of "list of subscriber data", capable of initiating and maintaining simultaneous separate registration states over 3GPP access with PLMN(s) or SNPN(s), using identities and credentials associated with those entries of "list of subscriber data", or USIMs and entries of "list of subscriber data", and supporting one or more of the N1 NAS signalling connection release, the paging indication for voice services, the reject paging request, the paging restriction and the paging timing collision control may use procedures defined for MUSIM UE, even if the UE does not include multiple valid USIMs;
za)	when the UE is registering or registered for onboarding services in SNPN, the network slice admission control is not performed; and
v)	proximity based services (5G ProSe as specified in 3GPP TS 24.554 [19E]) are not supported.
NOTE 4:	If the network determines that the UE cannot register to the onboarding SNPN due to lack of resources for the network slice used for onboarding, the AMF can reject the UE with 5GMM cause #22 "congestion".
[bookmark: _Toc20232622][bookmark: _Toc27746715][bookmark: _Toc36212897][bookmark: _Toc36657074][bookmark: _Toc45286738][bookmark: _Toc51948007][bookmark: _Toc51949099][bookmark: _Toc106796101][bookmark: _Toc20233300][bookmark: _Toc27747437][bookmark: _Toc36213631][bookmark: _Toc36657808][bookmark: _Toc45287485][bookmark: _Toc51948761][bookmark: _Toc51949853][bookmark: _Toc106796992][bookmark: _Toc20233340][bookmark: _Toc27747477][bookmark: _Toc36213671][bookmark: _Toc36657848][bookmark: _Toc45287526][bookmark: _Toc51948802][bookmark: _Toc51949894][bookmark: _Toc106797041][bookmark: historyclause]***** change *****
5.4.1.3.1	General
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF (see 3GPP TS 33.501 [24]). The cases when the 5G AKA based primary authentication and key agreement procedure is used are defined in 3GPP TS 33.501 [24].
The network initiates the 5G AKA based primary authentication and key agreement procedure by sending an AUTHENTICATION REQUEST message to the UE without the EAP message IE. The network shall include the ngKSI and the ABBA in AUTHENTICATION REQUEST message.
The 5G AKA based primary authentication and key agreement procedure is always initiated and controlled by the network. However, the UE can reject the 5G authentication challenge sent by the network.
The UE shall proceed with a 5G authentication challenge only if a USIM is present.
A partial native 5G NAS security context is established in the UE and the network when a 5G authentication is successfully performed. During a successful 5G AKA based primary authentication and key agreement procedure, the CK and IK are computed by the USIM. CK and IK are then used by the ME as key material to compute new keys KAUSF, KSEAF and KAMF. KAMF is stored in the 5G NAS security contexts (see 3GPP TS 33.501 [24]) of both the network and in the volatile memory of the ME while registered to the network, and is the root for the 5GS integrity protection and ciphering key hierarchy.
NOTE 1:	Generation of the new KAUSF and the new KSEAF does not result into deletion of the valid KAUSF and the valid KSEAF, if any.
The 5G AKA based primary authentication and key agreement procedure is initiated by an AUTHENTICATION REQUEST message without the EAP message IE.
[bookmark: OLE_LINK4]Upon successful completion of the 5G AKA based primary authentication, the AMF shall initiate a security mode control procedure (see subclause 5.4.2) to take the new partial native 5G NAS security context into use. 
NOTE 2:	The AMF shall immediately initiates a security mode control procedure (see subclause 5.4.2) after 5G AKA primary authentication is successful to avoid KAUSF key mismatch between the UE and the network.
[bookmark: _Toc20233217][bookmark: _Toc27747341][bookmark: _Toc36213532][bookmark: _Toc36657709][bookmark: _Toc45287384][bookmark: _Toc51948659][bookmark: _Toc51949751][bookmark: _Toc106796874]***** change *****
9.11.3.5	5GS network feature support
The purpose of the 5GS network feature support information element is to indicate whether certain features are supported by the network.
The 5GS network feature support information element is coded as shown in figure 9.11.3.5.1 and table 9.11.3.5.1.
The 5GS network feature support is a type 4 information element with a minimum length of 3 octets and a maximum length of 5 octets.
If:
- 	the length of 5GS network feature support contents field is set to onethe network does not include octet 4 as defined in figure 9.11.3.5.1 in the present version of the protocol, then the UE shall interpret this as a receipt of an information element with all bits of octet 4 and octet 5 coded as zero.
-	the length of 5GS network feature support contents field is set to two, the UE shall interpret this as a receipt of an information element with all bits of octet 5 coded as zero.

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS network feature support IEI
	octet 1

	Length of 5GS network feature support contents
	octet 2

	MPSI
	IWK N26
	EMF
	EMC
	IMS- VoPS-N3GPP
	IMS- VoPS-3GPP
	octet 3

	5G-UP CIoT
	5G-IPHC-CP CIoT
	N3 data
	5G-CP CIoT
	RestrictEC
	MCSI
	EMCN3
	octet 4*

	0 Spare
	PR
	RPR
	PIV
	NCR
	5G-EHC-CP CIoT
	ATS-IND
	5G-LCS
	octet 5*


Figure 9.11.3.5.1: 5GS network feature support information element
Table 9.11.3.5.1: 5GS network feature support information element
	IMS voice over PS session over 3GPP access indicator (IMS-VoPS-3GPP) (octet 3, bit 1)

	This bit indicates the support of IMS voice over PS session over 3GPP access (see NOTE 1).

	Bit

	1
	
	
	
	

	0
	
	
	
	IMS voice over PS session not supported over 3GPP access

	1
	
	
	
	IMS voice over PS session supported over 3GPP access

	

	IMS voice over PS session over non-3GPP access indicator (IMS-VoPS-N3GPP) (octet 3, bit 2)

	This bit indicates the support of IMS voice over PS session over non-3GPP access.

	Bit

	2
	
	
	
	

	0
	
	
	
	IMS voice over PS session not supported over non-3GPP access

	1
	
	
	
	IMS voice over PS session supported over non-3GPP access

	

	Emergency service support indicator for 3GPP access (EMC) (octet 3, bit 3 and bit 4)

	These bits indicate the support of emergency services in 5GS for 3GPP access (see NOTE 1).

	Bits

	4
	3
	
	
	

	0
	0
	
	
	Emergency services not supported

	0
	1
	
	
	Emergency services supported in NR connected to 5GCN only

	1
	0
	
	
	Emergency services supported in E-UTRA connected to 5GCN only

	1
	1
	
	
	Emergency services supported in NR connected to 5GCN and E-UTRA connected to 5GCN

	

	Emergency services fallback indicator for 3GPP access (EMF) (octet 3, bit 5 and bit 6)

	These bits indicate the support of emergency services fallback for 3GPP access (see NOTE 1).

	Bits

	6
	5
	
	
	

	0
	0
	
	
	Emergency services fallback not supported

	0
	1
	
	
	Emergency services fallback supported in NR connected to 5GCN only

	1
	0
	
	
	Emergency services fallback supported in E-UTRA connected to 5GCN only

	1
	1
	
	
	Emergency services fallback supported in NR connected to 5GCN and E-UTRA connected to 5GCN

	

	Interworking without N26 interface indicator (IWK N26) (octet 3, bit 7)

	This bit indicates whether interworking without N26 interface is supported.

	Bit

	7
	
	
	
	

	0
	
	
	
	Interworking without N26 interface not supported

	1
	
	
	
	Interworking without N26 interface supported

	

	MPS indicator (MPSI) (octet 3, bit 8)

	This bit indicates the validity of MPS.

	Bit

	8
	
	
	
	

	0
	
	
	
	Access identity 1 not valid

	1
	
	
	
	Access identity 1 valid

	

	Emergency service support for non-3GPP access indicator (EMCN3) (octet 4, bit 1)

	This bit indicates the support of emergency services in 5GS for non-3GPP access.

	Bit (see NOTE 2)

	1
	
	
	
	

	0
	
	
	
	Emergency services not supported over non-3GPP access

	1
	
	
	
	Emergency services supported over non-3GPP access

	
	
	
	
	

	MCS indicator (MCSI) (octet 4, bit 2)

	This bit indicates the validity of MCS.

	Bit

	2
	
	
	
	

	0
	
	
	
	Access identity 2 not valid

	1
	
	
	
	Access identity 2 valid

	

	Restriction on enhanced coverage (RestrictEC) (octet 4, bit 3 and bit 4)
These bits indicate enhanced coverage restricted information.

	In WB-N1 mode these bits are set as follows:
Bits

	4
	3
	
	
	

	0
	0
	
	
	Both CE mode A and CE mode B are not restricted

	0
	1
	
	
	Both CE mode A and CE mode B are restricted

	1
	0
	
	
	CE mode B is restricted

	1
	1
	
	
	Reserved


	In NB-N1 mode these bits are set as follows

	Bits

	4
	3
	
	
	

	0
	0
	
	
	Use of enhanced coverage is not restricted

	0
	1
	
	
	Use of enhanced coverage is restricted

	1
	0
	
	
	Reserved

	1
	1
	
	
	Reserved


	

	Control plane CIoT 5GS optimization (5G-CP CIoT) (octet 4, bit 5)

	This bit indicates the capability for control plane CIoT 5GS optimization.

	Bit

	5

	0
	
	
	
	Control plane CIoT 5GS optimization not supported

	1
	
	
	
	Control plane CIoT 5GS optimization supported

	

	N3 data transfer (N3 data) (octet 4, bit 6)

	This bit indicates the capability for N3 data transfer.

	Bit

	6

	0
	
	
	
	N3 data transfer supported

	1
	
	
	
	N3 data transfer not supported

	

	IP header compression for control plane CIoT 5GS optimization (5G-IPHC-CP CIoT) (octet 4, bit 7)

	This bit indicates the capability for IP header compression for control plane CIoT 5GS optimization.

	Bit

	7

	0
	
	
	
	IP header compression for control plane CIoT 5GS optimization not supported

	1
	
	
	
	IP header compression for control plane CIoT 5GS optimization supported

	

	User plane CIoT 5GS optimization (5G-UP CIoT) (octet 4, bit 8)

	This bit indicates the capability for user plane CIoT 5GS optimization.

	Bit

	8

	0
	
	
	
	User plane CIoT 5GS optimization not supported

	1
	
	
	
	User plane CIoT 5GS optimization supported

	

	Location Services indicator in 5GC (5G-LCS) (octet 5, bit 1)

	Bit

	1

	0
	
	
	
	Location services via 5GC not supported

	1
	
	
	
	Location services via 5GC supported

	

	ATSSS support indicator (ATS-IND) (octet 5, bit 2)

	This bit indicates the network support for ATSSS.

	Bit

	2

	0
	
	
	
	ATSSS not supported

	1
	
	
	
	ATSSS supported

	

	

	Ethernet header compression for control plane CIoT 5GS optimization (5G-EHC-CP CIoT) (octet 5, bit 3)

	This bit indicates the capability for Ethernet header compression for control plane CIoT 5GS optimization

	Bit

	3

	0
	
	
	
	Ethernet header compression for control plane CIoT 5GS optimization not supported

	1
	
	
	
	Ethernet header compression for control plane CIoT 5GS optimization supported

	
	
	
	
	

	

	N1 NAS signalling connection release (NCR) (octet 5, bit 4)

	This bit indicates whether N1 NAS signalling connection release is supported.

	Bit

	4

	0
	
	
	
	N1-NAS signalling connection release not supported

	1
	
	
	
	N1-NAS signalling connection release supported

	

	Paging indication for voice services (PIV) (octet 5, bit 5)

	This bit indicates whether paging indication for voice services is supported.

	Bit

	5

	0
	
	
	
	paging indication for voice services not supported

	1
	
	
	
	paging indication for voice services supported

	

	Reject paging request (RPR) (octet 5, bit 6)

	This bit indicates whether reject paging request is supported.

	Bit

	6

	0
	
	
	
	reject paging request not supported

	1
	
	
	
	reject paging request supported

	

	Paging restriction (PR) (octet 5, bit 7)

	This bit indicates whether paging restriction is supported.

	Bit

	7

	0
	
	
	
	paging restriction not supported

	1
	
	
	
	paging restriction supported

	

	Bit 8 in octet 5 is spare and shall be coded as zero.

	

	NOTE 1:	For a registration procedure over non-3GPP access, bit 1 of octet 3 and bits 3 to 6 of octet 3 are ignored.
NOTE 2:	For a registration procedure over 3GPP access, bit 2 of octet 3 and bit 1 of octet 4 are ignored.




***** change *****
9.11.4.13	QoS rules
The purpose of the QoS rules information element is to indicate a set of QoS rules to be used by the UE, where each QoS rule is a set of parameters as described in subclause 6.2.5.1.1.2:
a)	for classification and marking of uplink user traffic; and
b)	for identification of a QoS flow which the network is to use for a particular downlink user traffic.
NOTE:	The UE needs to be aware of a QoS flow which the network is to use for a particular downlink user traffic e.g. to determine whether a resource is available for downlink media of a media stream of an SDP media description provided by the UE in an IMS session.
The QoS rules may contain a set of packet filters consisting of zero or more packet filters for UL direction, zero or more packet filters for DL direction, zero or more packet filters for both UL and DL directions or any combinations of these. The set of packet filters determine the traffic mapping to QoS flows.
The QoS rules information element is a type 6 information element with a minimum length of 7 octets. The maximum length for the information element is 65538 octets.
The QoS rules information element is coded as shown in figure 9.11.4.13.1, figure 9.11.4.13.2, figure 9.11.4.13.3, figure 9.11.4.13.4 and table 9.11.4.13.1.
	
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	QoS rules IEI
	octet 1

	
	Length of QoS rules IE
	octet 2

	
	
	octet 3

	
	
QoS rule 1

	octet 4

octet u

	
	
QoS rule 2

	octet u+1

octet v

	
	
…

	octet v+1

octet w

	
	
QoS rule n

	octet w+1

octet x


Figure 9.11.4.13.1: QoS rules information element

	
	8
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	QoS rule identifier
	octet 4

	
	Length of QoS rule
	octet 5

	
	
	octet 6

	
	Rule operation code
	DQR bit
	Number of packet filters
	octet 7

	
	
Packet filter list
	octet 8*

octet m*

	
	QoS rule precedence
	octet m+1*

	
	0
Spare
	Segregation
	QoS flow identifier (QFI)
	octet m+2*


Figure 9.11.4.13.2: QoS rule (u=m+2)

	
	8
	7
	6
	5
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	3
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	0
	0
	0
	0
	Packet filter identifier 1
	octet 8

	
	Spare
	
	

	
	0
	0
	0
	0
	Packet filter identifier 2
	octet 9

	
	Spare
	
	

	
	…
	

	
	0
	0
	0
	0
	Packet filter identifier N
	octet N+7

	
	Spare
	
	


Figure 9.11.4.13.3: Packet filter list when the rule operation is "modify existing QoS rule and delete packet filters" (z=N+7)

	
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	0
	0
	Packet filter direction 1
	Packet filter identifier 1
	octet 8

	
	Spare
	
	
	

	
	Length of packet filter contents 1
	octet 9

	
	Packet filter contents 1
	octet 10
octet m

	
	0
	0
	Packet filter direction 2
	Packet filter identifier 2
	octet m+1

	
	Spare
	
	
	

	
	Length of packet filter contents 2
	octet m+2

	
	Packet filter contents 2
	octet m+3
octet n

	
	…
	octet n+1
octet y

	
	0
	0
	Packet filter direction N 
	Packet filter identifier N
	octet y+1

	
	Spare
	
	
	

	
	Length of packet filter contents N
	octet y+2

	
	Packet filter contents N
	octet y+3
octet z


Figure 9.11.4.13.4: Packet filter list when the rule operation is "create new QoS rule", or "modify existing QoS rule and add packet filters" or "modify existing QoS rule and replace all packet filters"
Table 9.11.4.13.1: QoS rules information element
	QoS rule identifier (octet 4)
The QoS rule identifier field is used to identify the QoS rule.
Bits
8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 0	no QoS rule identifier assigned
0 0 0 0 0 0 0 1	QRI 1
	to
1 1 1 1 1 1 1 1	QRI 255
The network shall not set the QRI value to 0.


QoS rule precedence (octet m+1)
The QoS rule precedence field is used to specify the precedence of the QoS rule among all QoS rules (both the signalled QoS rules as described in subclause 6.2.5.1.1.2 and the derived QoS rules as described in subclause 6.2.5.1.1.3) associated with the PDU session of the QoS flow. This field includes the binary coded value of the QoS rule precedence in the range from 0 to 255 (decimal). The higher the value of the QoS rule precedence field, the lower the precedence of that QoS rule is. For the "delete existing QoS rule" operation, the QoS rule precedence value field shall not be included. For the "create new QoS rule" operation, the QoS rule precedence value field shall be included.
The value 80 (decimal) is reserved.

Segregation bit (bit 7 of octet m+2) (see NOTE 1)
In the UE to network direction the segregation bit indicates whether the UE is requesting the network to bind service data flows described by the QoS rule to a dedicated QoS Flow and it is encoded as follows. In the network to UE direction this bit is spare.
Bit
7
0	Segregation not requested
1	Segregation requested

QoS flow identifier (QFI) (bits 6 to 1 of octet m+2) (see NOTE 1)
The QoS flow identifier (QFI) field contains the QoS flow identifier.
Bits
6 5 4 3 2 1
0 0 0 0 0 0	no QoS flow identifier assigned
0 0 0 0 0 1	QFI 1
	to
1 1 1 1 1 1	QFI 63
The network shall not set the QFI value to 0.
For the "delete existing QoS rule" operation, the QoS flow identifier value field shall not be included. For the "create new QoS rule" operation, the QoS flow identifier value field shall be included.

DQR bit (bit 5 of octet 7)
The DQR bit indicates whether the QoS rule is the default QoS rule and it is encoded as follows:
Bit
5
0	the QoS rule is not the default QoS rule.
1	the QoS rule is the default QoS rule.

Rule operation code (bits 8 to 6 of octet 7)
Bits
8 7 6
0 0 0	Reserved
0 0 1	Create new QoS rule
0 1 0	Delete existing QoS rule
0 1 1	Modify existing QoS rule and add packet filters
1 0 0	Modify existing QoS rule and replace all packet filters
1 0 1	Modify existing QoS rule and delete packet filters
1 1 0	Modify existing QoS rule without modifying packet filters
1 1 1	Reserved

Number of packet filters (bits 4 to 1 of octet 7)
The number of packet filters contains the binary coding for the number of packet filters in the packet filter list. The number of packet filters field is encoded in bits 4 through 1 of octet 7 where bit 4 is the most significant and bit 1 is the least significant bit. For the "delete existing QoS rule" operation and for the "modify existing QoS rule without modifying packet filters" operation, the number of packet filters shall be coded as 0. For the "create new QoS rule" operation and the "modify existing QoS rule and replace all packet filters" operation, the number of packet filters shall be greater than or equal to 0 and less than or equal to 15. For all other operations, the number of packet filters shall be greater than 0 and less than or equal to 15.

Packet filter list (octets 8 to m)
The packet filter list contains a variable number of packet filters.

For the "delete existing QoS rule" operation, the length of QoS rule field is set to one.

For the "delete existing QoS rule" operation and the "modify existing QoS rule without modifying packet filters" operation, the packet filter list shall be empty.

For the "modify existing QoS rule and delete packet filters" operation, the packet filter list shall contain a variable number of packet filter identifiers. This number shall be derived from the coding of the number of packet filters field in octet 7.

For the "create new QoS rule" operation and for the "modify existing QoS rule and replace all packet filters" operation, the packet filter list shall contain 0 or a variable number of packet filters. This number shall be derived from the coding of the number of packet filters field in octet 7.

For the "modify existing QoS rule and add packet filters" operation, the packet filter list shall contain a variable number of packet filters. This number shall be derived from the coding of the number of packet filters field in octet 7.

Each packet filter is of variable length and consists of
	a packet filter direction (2 bits); 
-	a packet filter identifier (4 bits); 
-	the length of the packet filter contents (1 octet); and
-	the packet filter contents itself (variable amount of octets).

The packet filter direction field is used to indicate for what traffic direction the filter applies.
Bits
6 5
0 0	reserved
0 1	downlink only (see NOTE 2)
1 0	uplink only
1 1	bidirectional

The packet filter identifier field is used to identify each packet filter in a QoS rule. The least significant 4 bits are used. When the UE requests to "create new QoS rule", "modify existing QoS rule and replace all packet filters" or "modify existing QoS rule and add packet filters", the packet filter identifier values shall be set to 0.

The length of the packet filter contents field contains the binary coded representation of the length of the packet filter contents field of a packet filter. The first bit in transmission order is the most significant bit.

The packet filter contents field is of variable size and contains a variable number (at least one) of packet filter components. Each packet filter component shall be encoded as a sequence of a one octet packet filter component type identifier and a fixed length packet filter component value field. The packet filter component type identifier shall be transmitted first.

In each packet filter, there shall not be more than one occurrence of each packet filter component type. Among the "IPv4 remote address type" and "IPv6 remote address/prefix length type" packet filter components, only one shall be present in one packet filter. Among the "IPv4 local address type" and "IPv6 local address/prefix length type" packet filter components, only one shall be present in one packet filter. Among the "single local port type" and "local port range type" packet filter components, only one shall be present in one packet filter. Among the "single remote port type" and "remote port range type" packet filter components, only one shall be present in one packet filter. If the "match-all type" packet filter component is present in the packet filter, no other packet filter component shall be present in the packet filter and the length of the packet filter contents field shall be set to one. If the "Ethertype type" packet filter component is present in the packet filter and the "Ethertype type" packet filter component value is neither "0x0800H" (for IPv4) nor "0x86DDH" (for IPv6), no IP packet filter component shall be present in the packet filter.

The term "IP packet filter component" refers to "IPv4 remote address type", "IPv4 local address type", "IPv6 remote address/prefix length type", "IPv6 local address/prefix length type", "Protocol identifier/Next header type", "Single local port type", "Local port range type", "Single remote port type", "Remote port range type", "Security parameter index type", "Type of service/Traffic class type" and "Flow label type".

The term local refers to the UE and the term remote refers to an external network entity.

Packet filter component type identifier
Bits
8 7 6 5 4 3 2 1
0 0 0 0 0 0 0 1	Match-all type (see NOTE 2)
0 0 0 1 0 0 0 0	IPv4 remote address type
0 0 0 1 0 0 0 1	IPv4 local address type 
0 0 1 0 0 0 0 1	IPv6 remote address/prefix length type
0 0 1 0 0 0 1 1	IPv6 local address/prefix length type
0 0 1 1 0 0 0 0	Protocol identifier/Next header type
0 1 0 0 0 0 0 0	Single local port type
0 1 0 0 0 0 0 1	Local port range type
0 1 0 1 0 0 0 0	Single remote port type 
0 1 0 1 0 0 0 1	Remote port range type
0 1 1 0 0 0 0 0	Security parameter index type
0 1 1 1 0 0 0 0	Type of service/Traffic class type
1 0 0 0 0 0 0 0	Flow label type
1 0 0 0 0 0 0 1	Destination MAC address type
1 0 0 0 0 0 1 0	Source MAC address type
1 0 0 0 0 0 1 1	802.1Q C-TAG VID type
1 0 0 0 0 1 0 0	802.1Q S-TAG VID type
1 0 0 0 0 1 0 1	802.1Q C-TAG PCP/DEI type
1 0 0 0 0 1 1 0	802.1Q S-TAG PCP/DEI type
1 0 0 0 0 1 1 1	Ethertype type
1 0 0 0 1 0 0 0	Destination MAC address range type
1 0 0 0 1 0 0 1	Source MAC address range type
All other values are reserved.

The description and valid combinations of packet filter component type identifiers in a packet filter are defined in 3GPP TS 23.501 [8].

For "match-all type", the packet filter component shall not include the packet filter component value field.

For "IPv4 remote address type", the packet filter component value field shall be encoded as a sequence of a four octet IPv4 address field and a four octet IPv4 address mask field. The IPv4 address field shall be transmitted first.

For "IPv4 local address type", the packet filter component value field shall be encoded as defined for "IPv4 remote address type".

For "IPv6 remote address/prefix length type", the packet filter component value field shall be encoded as a sequence of a sixteen octet IPv6 address field and one octet prefix length field. The IPv6 address field shall be transmitted first.


For "IPv6 local address/prefix length type", the packet filter component value field shall be encoded as defined for "IPv6 remote address /prefix length".

For "protocol identifier/Next header type", the packet filter component value field shall be encoded as one octet which specifies the IPv4 protocol identifier or Ipv6 next header.

For "single local port type" and "single remote port type", the packet filter component value field shall be encoded as two octets which specify a port number.

For "local port range type" and "remote port range type", the packet filter component value field shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first.

For "security parameter index", the packet filter component value field shall be encoded as four octets which specify the IPSec security parameter index.

For "type of service/traffic class type", the packet filter component value field shall be encoded as a sequence of a one octet type-of-service/traffic class field and a one octet type-of-service/traffic class mask field. The type-of-service/traffic class field shall be transmitted first.

For "flow label type", the packet filter component value field shall be encoded as three octets which specify the IPv6 flow label. The bits 8 through 5 of the first octet shall be spare whereas the remaining 20 bits shall contain the IPv6 flow label.

For "destination MAC address type" and "source MAC address type", the packet filter component value field shall be encoded as 6 octets which specify a MAC address. When the packet filter direction field indicates "bidirectional", the destination MAC address is the remote MAC address and the source MAC address is the local MAC address.

For "802.1Q C-TAG VID type", the packet filter component value field shall be encoded as two octets which specify the VID of the customer-VLAN tag (C-TAG). The bits 8 through 5 of the first octet shall be spare whereas the remaining 12 bits shall contain the VID. If there are more than one C-TAG in the Ethernet frame header, the outermost C-TAG is evaluated.

For "802.1Q S-TAG VID type", the packet filter component value field shall be encoded as two octets which specify the VID of the service-VLAN tag (S-TAG). The bits 8 through 5 of the first octet shall be spare whereas the remaining 12 bits shall contain the VID. If there are more than one S-TAG in the Ethernet frame header, the outermost S-TAG is evaluated.

For "802.1Q C-TAG PCP/DEI type", the packet filter component value field shall be encoded as one octet which specifies the 802.1Q C-TAG PCP and DEI. The bits 8 through 5 of the octet shall be spare, the bits 4 through 2 contain the PCP and bit 1 contains the DEI. If there are more than one C-TAG in the Ethernet frame header, the outermost C-TAG is evaluated.

For "802.1Q S-TAG PCP/DEI type", the packet filter component value field shall be encoded as one octet which specifies the 802.1Q S-TAG PCP. The bits 8 through 5 of the octet shall be spare, the bits 4 through 2 contain the PCP and bit 1 contains the DEI. If there are more than one S-TAG in the Ethernet frame header, the outermost S-TAG is evaluated.

For "ethertype type", the packet filter component value field shall be encoded as two octets which specify an ethertype.
[bookmark: _PERM_MCCTEMPBM_CRPT61090101___7]
For "destination MAC address range type", the packet filter component value field shall be encoded as a sequence of a 6 octet destination MAC address range low limit field and a 6 octet destination MAC address range high limit field. The destination MAC address range low limit field shall be transmitted first. When the packet filter direction field indicates "bidirectional", the destination MAC address range is the remote MAC address range.

For "source MAC address range type", the packet filter component value field shall be encoded as a sequence of a 6 octet source MAC address range low limit field and a 6 octet source MAC address range high limit field. The source MAC address range low limit field shall be transmitted first. When the packet filter direction field indicates "bidirectional", the source MAC address is the local MAC address range.

	NOTE 1:	Octet m+2 shall not be included without octet m+1.
NOTE 2:	The "Match-all type" packet filter component type identifier shall not be used with packet filter direction "downlink only".



***** change *****
D.2.1.3	Network-requested UE policy management procedure accepted by the UE
If all instructions included in the UE policy section management list IE were executed successfully by the UE, the UE shall:
a)	create a MANAGE UE POLICY COMPLETE message including the PTI value received within the MANAGE UE POLICY COMMAND message; and
b)	transport the MANAGE UE POLICY COMPLETE message using the NAS transport procedure as specified in subclause 5.4.5.
Upon receipt of the MANAGE UE POLICY COMPLETE message, the PCF shall stop timer T3501. The PCF should ensure that the PTI value assigned to this procedure is not released immediately.
NOTE:	The way to achieve this is implementation dependent. For example, the PCF can ensure that the PTI value assigned to this procedure is not released during the time equal to or greater than the default value of timer T3501.
[bookmark: _Toc106797055]***** change *****
D.5.1.2	UE policy network classmark
The UE policy network classmark is included when the PCF of a PLMN or an SNPN intends to provide the UE with information about the policy aspects of the network.
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[bookmark: _Toc106797069]D.6.7	UE policy network classmark
The purpose of the UE policy network classmark information element is to provide the UE with information about the policy aspects of the network.
The UE policy network classmark information element is coded as shown in figure D.6.7.1 and table D.6.7.1.
The UE policy network classmark is a type 4 information element with a minimum length of 3 octets and a maximum length of 5 octets.
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Figure D.6.7.1: UE policy network classmark information element
Table D.6.7.1: UE policy network classmark information element
	Non-subscribed SNPN signalled URSP handling indication (NSSUI) (octet 3, bit 1) (see NOTE)

	Bits

	1
	
	

	0
	
	UE is allowed to accept URSP signalled by non-subscribed SNPNs

	1
	
	UE is not allowed to accept URSP signalled by non-subscribed SNPNs

	

	All other bits in octet 3 to 5 are spare and shall be coded as zero, if the respective octet is included in the information element.


	NOTE:	Receiving entity shall ignore this bit, if received from the RPLMN which is not the HPLMN or from the RSNPN which is not the subscribed SNPN.
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