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Also the user plane security procedure for UE-to-network relay may fail if e.g. the Relay UE is not authorize to provide the relay service or the Remote UE is not authorized to use the relay service, as described in step 4 in clause 6.3.3.2.2 in TS 33.503.

In those cases, the network elements (AMF or 5G PKMF, depending on the used solution) may send a Rejection message to the Relay UE, hence the Relay UE would need to reject the PC5 connection establishment request back to the Remote UE. This requirement needs to be specified in stage-3 spec.
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[bookmark: _Toc68196218][bookmark: _Toc59208890][bookmark: _Toc97295990]***** First change *****
7.2.2.5	5G ProSe direct link establishment procedure not accepted by the target UE
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message. The PROSE DIRECT LINK ESTABLISHMENT REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#1	direct communication to the target UE not allowed;
#3	conflict of layer-2 ID for unicast communication is detected;
#5	lack of resources for 5G ProSe direct link;
#13	congestion situation; or
#14	security procedure failure of 5G ProSe UE-to-network relay; or
#111	protocol error, unspecified.
If the target UE is not allowed to accept the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, e.g., based on operator policy or configuration parameters for ProSe direct communication over PC5 as specified in clause 5.2, or the target UE is acting as a layer-3 relay UE, is in non-allowed area of its serving PLMN, and the corresponding relay service code is not associated with an emergency services or high priority access as defined in clause 5.3.5 of 3GPP TS 24.501 [11], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed".
For a received PROSE DIRECT LINK ESTABLISHMENT REQUEST message from a layer-2 ID (for unicast communication), if the target UE already has an existing link established to a UE using this layer-2 ID or is currently processing a PROSE DIRECT LINK ESTABLISHMENT REQUEST message from the same layer-2 ID, and with one of following parameters different from the existing link or the link for which the link establishment is in progress:
a)	the source user info;
b)	type of data (e.g., IP or non-IP); or
c)	security policy,
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected".
NOTE 1:	The type of data (e.g., IP or non-IP) is indicated by the optional IP address configuration IE included in the corresponding DIRECT LINK SECURITY MODE COMPLETE message, i.e., the type of data for the requested link is IP type if this IE is included, and the type of data for the requested link is non-IP if this IE is not included.
[bookmark: _Hlk102031163]If the 5G ProSe direct link establishment fails due to the implementation-specific maximum number of established 5G ProSe direct links has been reached, or other temporary lower layer problems causing resource constraints, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
If the 5G ProSe direct link establishment request is for relaying and:
a)	the NAS level mobility management congestion control as specified in clause 5.3.9 of TS 24.501 [11] is activated at the target UE; or
b)	the target UE is under congestion;
the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #13 "congestion situation". The target UE may provide a back-off timer value to the initiating UE in the PROSE DIRECT LINK ESTABLISHMENT REJECT message. The target UE shall not accept any 5G ProSe direct link establishment request for relaying if the back-off timer for NAS level mobility management congestion control is running.
NOTE 2:	How the target UE determines that it is under congestion is implementation specific (e.g., any relaying related operational overhead, etc).
NOTE 3:	In case the target UE is under the NAS level mobility management congestion control, it is an implementation option that the provided back-off timer value to the initiating UE is set to the remaining time of the mobility management back-off timer T3346 or with an additional offset value.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and it fails due to a failure in the security procedure over control plane or security procedure over user plane as specified in 3GPP TS 33.503 [34], the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #14 "security procedure failure of 5G ProSe UE-to-network relay".
If the 5G ProSe direct link establishment fails due to other reasons, the target UE shall send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified". 
After sending the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the target UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
Upon receipt of the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall stop timer T5080 and abort the 5G ProSe direct link establishment procedure. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #1 "direct communication to the target UE not allowed" or #5 "lack of resources for 5G ProSe direct link", then the initiating UE shall not attempt to start the 5G ProSe direct link establishment procedure with the same target UE at least for a time period T. If the PC5 signalling protocol cause value in the PROSE DIRECT LINK ESTABLISHMENT REJECT message is #13 "congestion situation" and a back-off timer value is provided in the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall start timer T5088 associated with the layer-2 ID of the target UE and set its value to the provided timer value.
NOTE 4:	The length of time period T is UE implementation specific and can be different for the case when the UE receives PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed" or when the UE receives PC5 signalling protocol cause value #5 "lack of resources for 5G ProSe direct link".
After receiving the PROSE DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast security protection and deletion of security context for the 5G ProSe direct link, if applicable.
***** Next change *****
[bookmark: _Toc68196433][bookmark: _Toc59209101][bookmark: _Toc51951324][bookmark: _Toc45882774][bookmark: _Toc45282388][bookmark: _Toc34404492][bookmark: _Toc34388721][bookmark: _Toc502240455][bookmark: _Toc97296303]11.3.8	PC5 signalling protocol cause
The purpose of the PC5 signalling protocol cause information element is to indicate the cause used in the PC5 signalling protocol procedures.
The PC5 signalling protocol cause is a type 3 information element with a length of 2 octets.
The PC5 signalling protocol cause information element is coded as shown in figure 11.3.8.1 and table 11.3.8.1.
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	PC5 signalling protocol cause IEI
	octet 1

	PC5 signalling cause value
	octet 2


Figure 11.3.8.1: PC5 signalling protocol cause information element
Table 11.3.8.1: PC5 signalling protocol cause information element
	PC5 signalling cause value (octet 2)
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	Bits

	[bookmark: _MCCTEMPBM_CRPT33550114___7]8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	[bookmark: _MCCTEMPBM_CRPT33550115___7]
	Direct communication to the target UE not allowed

	0
	0
	0
	0
	0
	0
	1
	0
	[bookmark: _MCCTEMPBM_CRPT33550116___7]
	Direct communication to the target UE no longer needed

	0
	0
	0
	0
	0
	0
	1
	1
	[bookmark: _MCCTEMPBM_CRPT33550117___7]
	Conflict of layer-2 ID for unicast communication is detected

	0
	0
	0
	0
	0
	1
	0
	0
	[bookmark: _MCCTEMPBM_CRPT33550118___7]
	Direct connection is not available anymore

	0
	0
	0
	0
	0
	1
	0
	1
	[bookmark: _MCCTEMPBM_CRPT33550119___7]
	Lack of resources for 5G ProSe direct link

	0
	0
	0
	0
	0
	1
	1
	0
	[bookmark: _MCCTEMPBM_CRPT33550120___7]
	Authentication failure

	0
	0
	0
	0
	0
	1
	1
	1
	[bookmark: _MCCTEMPBM_CRPT33550121___7]
	Integrity failure

	0
	0
	0
	0
	1
	0
	0
	0
	[bookmark: _MCCTEMPBM_CRPT33550122___7]
	UE security capabilities mismatch

	0
	0
	0
	0
	1
	0
	0
	1
	[bookmark: _MCCTEMPBM_CRPT33550123___7]
	LSB of KNRP-sess ID conflict

	0
	0
	0
	0
	1
	0
	1
	0
	[bookmark: _MCCTEMPBM_CRPT33550124___7]
	UE PC5 unicast signalling security policy mismatch

	0
	0
	0
	0
	1
	0
	1
	1
	[bookmark: _MCCTEMPBM_CRPT33550125___7]
	Required service not allowed
[bookmark: _MCCTEMPBM_CRPT33550126___7]

	0
	0
	0
	0
	1
	1
	0
	0
	[bookmark: _MCCTEMPBM_CRPT33550127___7]
	Security policy not aligned

	0
	0
	0
	0
	1
	1
	0
	1
	[bookmark: _MCCTEMPBM_CRPT33550128___7]
	Congestion situation

	0
	0
	0
	0
	1
	1
	1
	0
	
	Security procedure failure of 5G ProSe UE-to-network relay
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	0
	1
	1
	0
	1
	1
	1
	1
	[bookmark: _MCCTEMPBM_CRPT33550131___7]
	Protocol error, unspecified
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	Any other value received by the UE shall be treated as 0110 1111, "protocol error, unspecified".
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