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1. Introduction
Security aspects of the MSGin5G service has been defined in Annex Y of TS 33.501. Thus it is proposed to add description and reference in CT1 specification.
2. Reason for Change
SA3 has defined the authentication and authorization for MSGin5G Client and MSGin5G Server. 
The authorization of MSGin5G UE by the MSGin5G server is performed by validating the association between the UE service ID and UE ID (SUPI/GPSI). During the registration procedure, the MSGin5G server verifies the UE service ID based on the association information retrieved Configuration Management server or MSGin5G Configuration Function using the UE ID received from the AAnF.
Thus it is proposed to add description and reference of authorization for MSGin5G-1 interface specified in CT1.
3. Conclusions
Add description and reference of authentication and authorization in general clause.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.538 v1.1.0.
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In clause 6, the detailed behaviors of the MSGin5G UE, the MSGin5G Server and Constrained device with/without MSGin5G Client during the MSGin5G procedures are described.
Depending on communication over different MSGin5G interfaces, different MSGin5G procedures are supported as: 
a)	For the communication between the MSGin5G Client of MSGin5G UE and the MSGin5G Server over the MSGin5G-1 interface, the following procedures are involved:
1)	Configuration procedure;
2)	Registration and de-registration procedure;
3)	MSGin5G message delivery procedure including sending and receiving MSGin5G message, aggregated MSGin5G message, MSGin5G message delivery status report and aggregated MSGin5G message delivery status report at MSGin5G Client.
4)	Regment and reassemble procedures; and
5)	Messaging topic subscription procedure.
b)	For the communication between the constrained device (without MSGin5G Client) and MSGin5G Gateway UE which is an unconstrained device over the MSGin5G-5 interfaces, the following procedures are involved:
1)	Registration and de-registration procedure;
2)	MSGin5G message delivery procedure including sending and receiving MSGin5G message and MSGin5G message delivery status report.
c)	For the communication between the constrained device (with MSGin5G Client) and the MSGin5G Relay UE which is an unconstrained device over the MSGin5G-6 interfaces, all the procedures listed in bullet a) are supported. The communication between MSGin5G Client of the constrained device the MSGin5G Server re-uses the procedures listed in bullet a). The MSGin5G Relay UE relays the requests and responses as traffic between the MSGin5G Client of the constrained device the MSGin5G Server.
For procedures used for bullet a) and bullet c), CoAP specified in IETF RFC 7252 [5] is used as the basic transport protocol. For procedures used for bullet b), guidance on definitions of the message format and information elements are described in Annex A.
The authorization of MSGin5G Client by the MSGin5G Server is performed by verifying the UE service ID as specified in Annex Y of TS 33.501 [xx].
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