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1. Introduction

CT1 has received an incoming LS from RAN5 on V2X PC5 link for unicast communication with null security algorithm (see C1-223325/R5-222035 [1]) which requires action to CT1.
CT1 needs to analyse the information provided in order to provide necessary feedback to RAN5.

This paper provides an analysis of the RAN5 incoming LS and the specification description of null security algorithms under CT1 control in order to be able to provide feedback to RAN5.

2. Discussion

RAN5 indicates in their LS on V2X PC5 link for unicast communication with null security algorithm (see C1-223325/R5-222035 [1]) that CT1 needs to do a comprehensive review of relevant core specifications and make necessary updates, if necessary, so that the procedure involving "null ciphering/integrity protection algorithm" can be correctly used in formal conformance testing.
RAN5 identifies two issues to be checked, quote:

Issue 1: It is still not very clear that security protection is activated or not with "null integrity algorithm".
[..]

Issue 2: If "null ciphering/integrity algorithm" is chosen by UE, PC5-RRC signalling could not be sent because security protection is unprotected. Therefore, the SL-DRB could not be established and RAN5 test cases could not be performed.

As for issue 1, RAN5 uses a number of quotes from stage 2 on V2X security (3GPP TS 33.536 [3]), CT1 stage 3 on V2X in 3GPP TS 24.587 [3], and also RAN2 stage 3 is 3GPP TS 38.331 [4] and RAN5 makes an interpretation on all this. From CT1 perspective, the following RAN5 understanding is provided by the LS:

(3) Finally, according to the agreed CR C1-221807 for TS 24.587 clause 6.1.2.7.1 and 6.1.2.7.3, the PC5 security is established if UE choose "null integrity algorithm" in security mode control procedure, but the PC5 unicast link is unsecured. Does “unsecure”means that security protection is unprotected?
First of all, the use of null security algorithms is nothing new as they were introduced many releases back when the EPS was created by 3GPP. Their logic has not changed since then.

That being said, now, based on 3GPP TS 24.587 [3] the use of null security algorithms (i.e., in 5GS NEA0 and NIA0) are in fact security algorithms used for integrity and/or ciphering of messages. However, when applied they cannot provide any encryption protection or integrity protection for the signalling messages. So when the null security algorithm(s) are selected and in use the signalling messages will be sent unprotected. In short, security is activated (security context is established and integrity and/or ciphering using Null security algorithm is used) as a result of successful security control mode procedure but the messages are sent unprotected.
When considering stage 2 on V2X security and the relevant RAN2 stage 3, it seems that all SA3, CT1 and RAN2 are aligned that security is activated by using null security algorithms but the use of null security algorithms does not provide protection of messages.

However, there seems room to clarification in our CT1 specification in order to make things clearer. One aspects to clarify is that if the null security algorithms are used, then messages are sent unprotected (unsecured). Hence, there is no security keys being used for performing integrity or ciphering protection of the messages. Another aspect is to make a clear distintion if null integrity algorithm or null ciphering algorithm is not used as this is not clearer in our specification and clearly leads to misunderstanding by readers seeing the RAN5 LS.
As for the issue 2 of the RAN5 LS, this is as a matter of fact related to the RAN2 stage 3 description of what happens at the PC5-RRC signalling. Hence, RAN2 needs to evaluate this issue.
3 Conclusion
This paper provides an analysis of the RAN5 incoming LS and the CT1 stage 3 specification of the null security algorithms, which is under CT1 control, so that CT1can provide feedback to RAN5 for formal conformance testing work.

As the discussion section of the present paper shows, CT1 needs to provide feedback on the issue 1 stated in the RAN5 LS. 3GPP TS 24.587 [3]. From the LS it seems that there could be a misunderstanding between activation of security (by use of a security algorithm) with sending messages unprotected (unsecured). When they are two different things. Actually, the use of null security algorithms (i.e., in 5GS NEA0 and NIA0) are in fact security algorithms used for integrity and/or ciphering of messages. However, when applied they cannot provide any encryption protection or integrity protection for the signalling messages. So when the null security algorithm(s) are selected and in use the signalling messages will be sent unprotected. In short, security is activated (security context is established and integrity and/or ciphering using Null security algorithm is used) as a result of successful security control mode procedure but the messages are sent unprotected.
Our specification (3GPP TS 24.587 [4]) needs an update to make some clarification and avoid misunderstanding.
The authors of this paper have drafted a proposal for reply LS to RAN5 in C1-223732 based on the analysis shown by this paper. Also, a CR to clarify the Rel-17 version of 3GPP TS 24.587 [3] is proposed in C1-223733.
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