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1.
Introduction

As part of ID_UAS workitem a generic mechanism has been designed for service-level authentication and authorization (AA) such that it can be reused for any type of service. For this purpose, a generic procedure was specified as per clause 6.3.1A of TS 24.501.

The AA is performed by an external DN-entity and applies to the service. The upper layers of the UE and the DN AA server exchange a container of information transparently via the SMF. A characteristic such example is UUAA for UAS services, with the DN AA Server being the USS.
In CT1#135e it was proposed by C1-223143 that an indication of the type of the service-level-AA payload should be added, hence mandating that the SMF and the UE should identify the exact service for which AA is to be performed.
To the best of our knowledge no other stage-2 or stage-3 group has specified such a Type indication.

An analysis of the impact of such a decision and a counter-proposal are provided.

2.
Impact analysis of service type indication
C1-223143 introduces the new requirement that the SMF and the UE (3GPP entities) to set the service-level-AA payload type in the Service-level-AA container IE, they need to understand the type of service for which AA is being performed. 

"The SMF shall also set the service-level-AA payload type in the Service-level-AA container IE of the SERVICE-LEVEL AUTHENTICATION COMMAND message to the type of the service-level-AA payload."

However, the procedure does not make use of this information anywhere.

Observation 1: Based on current requirements, there is no reason for setting the payload type when performing Service-level AA.

Besides, currently only two types of service payloads are supported. Thus, no other service would be able to use this mechanism until the corresponding codepoint is specified.
Table 9.11.2.15.1: Service-level-AA payload type information element
	0
	0
	0
	0
	0
	0
	0
	1
	
	UUAA payload (see NOTE 1)

	0
	0
	0
	0
	0
	0
	1
	0
	
	C2 authorization payload (see NOTE 2)


The same analysis applies to the UE that simply pushes any received payload to the upper layers. Based on the proposed change the UE would still have to understand the service/payload type.

Proposal 1: The Service-level authentication and authorization procedure of 6.3.1A remains agnostic to the service performing the AA.
3.
Future-proofness analysis of Service-level-AA procedure
Basic future scenario: A new service, say gaming, is supported by 3GPP in Rel-18 that needs to perform AA by an external DN-entity, say a gaming AA server.
Current specs already specify how this AA should be performed. 
All needed to be understood by 5GC are:

1) the DN AA server address;
2) the service-level device ID;

3)  the AA result;
However, the specifications have introduced the following artificial limitation, namely the inclusion of the payload Type, e.g. as :
" where the PDU SESSION ESTABLISHMENT ACCEPT message shall include the Service-level-AA container IE containing:…

c)
if the UUAA payload is received from the UAS-NF:

1)
the service-level-AA payload type, with the values set to "UUAA payload"; and…"
Since the payload type is not actually used in any part of the AA procedure it is proposed to capture it implicitly without any indication. This would ensure that the same basic AA mechanism can be used by any service.
Proposal 2: Remove the UUAA payload type to keep the Service-level AA related descriptions generic.
Remark: Any additional procedure, like C2 authorization could be added via an explicit Type indication, if needed.

Extended future scenario 2: An additional new service, say VR, is supported by 3GPP in Rel-18 that needs to perform AA by an external entity, say a VR AA server.

Each service, by definition, will be using its own DN-AA server and DNN/S-NSSAI. So, there is no need for a separate Type indication to discriminate between VR and gaming service.
3.
Conclusion
From the analysis above, it becomes evident that limiting a generic procedure to be service-specific has clear drawbacks and hence should be avoided. Instead, it is proposed to make the corresponding UUAA procedures, part of a generic AA mechanism as per the submitted C1-223906.


